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SECTI ON 1. SCOPE

The d obal Command and Control System (GCCS) is an Automated | nformation
System (Al'S) supporting the Departnent of Defense (DoD). GCCS is
producing, integrating, and fielding new hardware and software
conmponents designed to provide the Joint Planning and Execution
Comunity (JPEC) with new technol ogy and functionality. GCCS system

i ntegration enphasi zes use of comrercial off-the-shelf (COTS) products,
and nerges the capabilities of a nodern Local Area Network (LAN), UNI X-
based client/server architecture, desktop-style G aphical User Interface
(GQUI), and a Rel ational Database Managenent System ( RDBVS).

GCCS is intended to help Joint operation planners satisfy their
deliberate and crisis planning responsibilities via access to a useful,
user-tested, integrated set of analytic tools and flexible data transfer
capabilities. The GCCS client/server architecture provides a firm
foundation for |inking external systens and GCCS conponents, permtting
easy access to applications, and faster, nore reliable, data transfers
within a secure environnent. At the heart of GCCS is a | arge dat abase
and application server connected to a LAN. The GCCS LAN interconnects
the GCCS server with a variety of workstations (DOS and M crosoft

W ndows PCs, Macintosh, UN X, and other X-Wndows clients) that run
associ ated software and application packages. The GCCS LAN will al so
connect with Wde Area Networks (WANs) supporting standard LAN design.

The GCCS architecture is specifically designed with flexibility and COTS
standardi zation to allow i nterconnection with new networks and systens
as they are deployed. This architecture will easily adapt to and
assimlate new applications and functions.

GCCS is designed with the user in mnd; powerful and flexible, yet fully
functional. However, achieving these goals involves a conplex system
design, with a regular and effective technical, "behind the scenes"”
system administration (SA) activity. Consequently, trained SA personne
are absolutely essential to the satisfactory operation of the GCCS
systemresources at each site. This SA Manual provides technical system
adm ni stration guidance for DoD sites receiving GCCS Version 2.2

1.1 Overview of this Minua
Thi s manual :

e Provides guidance to sites on establishing SA positions,
prerequisites, and qualifications.

e Describes the responsibilities of the GCCS SA with reference to
speci fic Sun M crosystens Corporation products. (SunCS 5.3
designates the operating systemonly. Solaris 2.3 designates
the distributed conputer environnent software.)

« Provides guidance to GCCS SAs on executing their
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responsibilities.

e Provides instructions to GCCS SAs on where to get further
assi st ance.

This manual will not restate:

e Standard platformspecific (i.e., SunCS, HP-UX) docunentation
(each GCCS site will receive separately); or

e (CCCS system and applications user docunentation, BUT wll
address user-specific database issues.
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SECTION 2. LI ST OF DOCUMENTS

2.1 Mai | Adm ni strati on Docunents

a. sendmail - by Bryan Costales with Eric Allman & Neil Rickert,
publ i shed by O Reily & Associ at es.

b. sendnmail - An Internetwork Mail Router, by Eric Al man (SMV 16)
c. sendmail - Installation and Operation GQuide, by Eric Al nan

( SMwt 07)

Al so useful are these Requests for Conments (RFC s):

RFC822 Standard for the Format of ARPA-Internet Text Messages

RFC821 Sinple Mail Transfer Protocol

RFC819 The Dommi n nami ng Convention for Internet User Applications

RFC1123 Requirenents for Internet hosts - Application and Support.
2.2 Domain Nane Service (DNS) Adm nistration Docunents

Adm nistrating NI S+ and DNS (Sol ari s Manual)

DNS and BIND (O Reilly & Associates, Inc, Paul Al biztz & Cricket Liu)
2.3 Oher Docunents

e Airfields Software Users Manual, 16 February 1995.

e« Airfields Software Center Operator Manual, 16 February 1996.

e ESI JOPES External SystemlInterfaces (ESI) Software Users Manual,
20 Sept enber 1996.

e FRAS (Fuel Resource Analysis System) Software Users Manual, 24
May 1996.

e (CCCS Automated Infornation System (Al'S), Security Plan, 23 January
1996.

e CCCS Software Users Manual: JOPES Users Quide Update, 15 May 1996.
e Ad Hoc Query User Manual, 28 June 1996.

e CGRIS System Adni ni stration, 20 August 199.

e GSORTS User's @uide, 19 August 1994, Change 1, 30 June 1995.

e HP NetMetrix Power Agent Users Guide (Volurme 1, 2 and 3) Version
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4.5, 25 May 1995.
| M8/ RFM User Handbook, 11 March 1996.

JDI SS System Adm ni stration Manual, JDISS Server v2.0.3 and dient
v2.0.4/ GCCS 2.1/2.2 w/ Change 1, 7 Novenber 1996.

JDISS IPA dient v1.2.1 Installation & System Admi nistration
Manual , GCCS v2.1/2.2 w/ Change 1, 7 Novenber 1996.

JDI SS Instal lati on Manual, Server Segnent v2.0.3 and Cient
Segnment v2.0.4/CGCCS 2.1/2.2 w Change 1, 7 Novenber 1996.

JOPES System Service Admi onistration Manual, 31 July 1996.
JOPES Core Dat abase Mai ntenance Manual, 16 February 1996.

MEPES ( Medi cal Pl anning and Execution System) Users Manual (UM,
28 June 1996.

PREDEFI NED Reports Users Manual, 27 Septenber 1996.

RDA ( Requi renents Devel opnent and Anal ysis) Build 2 Users Mnual,
7 June 1995.

TARGET Users Manual, v 2.2, 29 Decenber 1995,
TARGET v 2.2.2 System Administration Notes, 9 August 1996.

Unified Build v3.0.1.6g System Adni ni strati on Gui de (change
pages), 27 Septenber 1996.
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SECTI ON 3. SEGVENT | NSTALLATI ON
3.1 Overview

In GCCS, all software is packaged in nodul es called software segnents.

An application nay conprise one or nore segnents, depending upon its
conmplexity and nodularity. The segnents are provided to the site on 4mm
or 8mmtapes, via ftp over the SIPRNET, or can be installed renptely by
a repository site (Operational Support Facility or CINC) using the
Renpte Installer. The segnments are installed using the Segnent
Installer tool, which cones with the GCCS COE Kernel. It is available
when the SA logs in as sysadnin.

3.2 Setting Up Network Segnent Installation Servers

Net work Segnent Installation servers are GCCS platforns on which
software segnents can be | oaded and stored. The Segnent Installer can
then use the Segnent Installation servers to install applications on
other platforms. This elimnates the need for using tapes to instal
segnents and allows the SAto build several platforns sinultaneously.

The Executive Manager server stores the Table of Contents for the
Segnent Installation servers in the directory

/ h/ dat a/ gl obal / SysAdm toc_I| oad, which is nounted by all systems. The
tabl e of contents, toc, identifies the segnments available on the
network, and the platforns storing each segnent. The actual segnents
are stored in the /home2 directory on the Segnment Installation server.
The SA should insure that /hone2 has sufficient space to acconmpdate the
requi red segnents; if space is limted, the SA can set up separate
platforns as Network Installation servers. The following are the steps
for setting up a Segment Installation server:

a. If, during the installation of the GCCS COE Kernel tape, the
guesti on:

"I's this going to be a Segnent Installation Server? (y/n)[n]"

was answered "y" then go to Step c.

If the question was answered "n," and the site now wants to
set the server up as a Segment Installation server, then go
to Step b. before performng Step c.
b. Add the following line in /etc/dfs/dfstab
Share -F nfs -0 anon=o0 /hone2

and execute the follow ng command:

/ etc/share /honme2



3.

3

GCCS- SAM 2. 2
Rev 0
January 15, 1997

Log in as sysadnin and sel ect | NSTALLATI ON SERVER fromthe
SOFTWARE nenu.

If the tape drive fromwhich you will be | oading the software
segnents is locally attached, and is device 0, go to Step e.
O herwi se, click the SELECT MEDI A button.

1. If the tape drive is on another platform select HOST
under HGOST and then click on the field next to NAME.
Enter the nanme or the I P address of the renote
platform Sel ect OTHER under DEVICE and then click on
the field under OTHER. Enter the correct drive nunber,
ensuring that the "b" option is used (e.g.,
[ dev/rnt/0nbn).

2. If the tape drive is locally attached, sel ect OTHER
under DEVICE and then click on the field under OTHER
Enter the correct drive nunber, ensuring that the "b"
option is used (e.g., /dev/rnt/1nmbn).

Load the desired segnent tape in the tape drive and sel ect
READ TOC.

Use the cursor to highlight the segnents to be | oaded.
Hi ghlight as nany as desired.

Sel ect LOAD to begin | oading the selected segnents. The
segments will be installed in /honme2 in the NET_SERVER
directory. The Table of Contents will be stored in directory
/ h/ dat a/ gl obal / SysAdm t oc_| oad.

The Installation server will not |oad any segnents after

/[ honme2 has reached 80 percent of its capacity. To override
this constraint, position the cursor in the Segnent Installer
GUI, and press the right nouse button. Select D sk Space
Override fromthe menu. A new wi ndow | abel ed "OVERRI DE DI SK
SPACE LI M TATIONS" will appear. Select the desired override
(90 percent or 95 percent) fromthis w ndow and then EXIT.
Continue | oadi ng segnents after this.

To all ow another platformto use the Segnent Installation server,
an .rhosts file nmust be created in the / directory. This file
nmust have the host names of each platformin which the Segnment
Installation server will be used.

Using the Segnent Installer

The segnents are installed using the Segnment Installer tool, which is a
QU

provi des the foll ow ng:
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. Identification of which applications (segnents) are | oaded on
your system

. Identification of which applications (segnents) are avail abl e
on a tape or on a Segnent Installation server.

. The capability to install and/or de-install applications
(segnents) on the system

The Segnment Installer installs software in the/h file system \en
this file systemis approximately 80 percent full, the Segnent Installer
will install software in /honel, followed by /hone2, /hone3, ...,
/hone99. The 80 percent constraint can be overriden by using theDi sk
Space Override feature of the Segnent Installer.

The Segnent Installer tool can be invoked directly by logging in as
sysadm n and | aunching it via the icon or nmenu pick, or by the Renpte
Installer tool (Renptelnst), addressed in Section 3.4. To use the
Segnent Installer do the follow ng:

a. Log in as sysadmnin.
b. Position the cursor over the SOFTWARE nenu pick and sel ect

Segnent Installer, or position the cursor over the Instal
icon in the Launch W ndow and doubl e-click. The Segnent

Installer GU will appear after approximtely 15 seconds.
C. If loading fromtape, and if the tape drive fromwhich you
will be |l oading the software segnents is locally attached,

and is device 0, go to Step e; otherwise click the SELECT
MEDI A button. A "Checking Media" wi ndow will appear for
approximately 30 seconds, sonetines |longer. A wi ndow | abel ed

"Sel ect Media" will then appear.
d. In the "Sel ect Media" wi ndow execute one of the follow ng:
1. If you are going to use the Segnent Installation

server, select NETWORK under DEVICE and then sel ect OK

2. If the tape drive is on another platform select HOST
under HGOST and then click on the field next to NAME.
Enter the nanme or the IP address of the renote
platform Sel ect OTHER under DEVICE and then click on
the field under OTHER. Enter the correct drive nunber,
ensuring that the "b" option is used (e.g.,
/ dev/rnt/Ombn).

3. If the tape drive is locally attached, sel ect OTHER

under DEVICE and then click on the field under OTHER
Enter the correct drive nunber, ensuring that the "b"

3-3



GCCS- SAM 2. 2
Rev 0
January 15, 1997

option is used (e.g., /dev/rnt/Onbn).

Load the segnent tape in the tape drive and sel ect READ TCC
If using the Segment Installation server, sinply select READ

TCC.

The Segnent Installer GUJ will disappear, and a w ndow
cont ai ni ng an hourgl ass | abel ed "Checking Media" will be

di spl ayed. The "Checki ng Medi a" wi ndow wi Il di sappear and
anot her hourgl ass w ndow | abel ed "Busy" will be displ ayed,
with a nessage "Readi ng Table of Contents."

The Segnent Installer GU wll reappear with a |ist of

avail abl e segnments displayed in the wi ndow | abel ed "Tabl e of
Contents." Segments already installed will have an asteri sk.

(The Table of Contents and the SegDescrip directory for each
segnent |listed are stored in:

/h/data/l ocal/ SysAdmitoc_load, if |oaded fromtape, or in
/ h/ dat a/ gl obal / SysAdmtoc_load if network installed).

To select a segnent for installation, nove the cursor to the
segnent to be installed and click once. The segnent will be
hi ghl i ght ed.

Note: It is possible to select nmore than one segnent for
installation at a tine, but it is not reconmended, especially
for segnents larger than 20 MB. Never install nmore than one
application database segnment at a tine.

To begin the install process, select thelnstall button. A
wi ndow wi th an hourgl ass | abeled "Installing Sel ected
Segnents" will appear in place of the Segnent Installer GU
The application and database segnent tables located in
Section 5 of the GCCS | nplenentation Procedures show
approximately how long it takes to | oad each segnent.

After the segnent is installed, the Segnent Installer GU

wi |l reappear with another w ndow overlaid signifying that
the segnent was either successfully or unsuccessfully
i nstall ed.

If the segnent was successfully installed, continue |oading
additi onal segnents if required.

If the segnent did not install successfully, a warning wll
appear stating that an "error occured while installing

sel ected segnent(s)." Cick on K to clear the warning and
then select STAT LOG to determ ne why the segnent(s) did not
install.
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The npst common expl anations for a segnent not installing
are:

. The required segnents are not installed on the system

. The segnent is not JMCIS conpati bl e.

. I nsufficient disk space is available to install the
segnent .

To correct the "required segnents not installed" problem

hi ghl i ght the problem segnent in the Table of Contents

wi ndow, and select REQU RED. Install any segnments |isted
that are not currently installed. Also consult the Segnent
Dependency table in Section 5 of the GCCS I npl enentation
Procedures for any additional dependencies. Pay particular
attention to the version nunber of the required segnents.

If the version currently installed does not natch the version
specified for the required segnents, the segnent still may
not install.

To correct the "not JMCIS conpatible" problem exit the
Segnent Installer and rewind the tape. After the tape is
rewound, restart the Segnment Installer and try again

To correct the "insufficient disk space" problem use the
Di sk Space Override feature of the Segnent Installer (see
Step n follow ng).

If a segnment did not install successfully, but is listed in

t he "SEGQVENTS CURRENTLY | NSTALLED' wi ndow of the Segnent
Installer, it should be de-installed before attenpting to re-
install it.

The Segnent Installer will not |oad any segnents after the
available /h and /honme[1-99] file systens have reach 80
percent of their capacity. To override this constraint,
position the cursor in the Segnent Installer GUJ and press
the right nouse button. Select Disk Space Override fromthe
menu. A new wi ndow | abel ed "OVERRI DE DI SK SPACE LI M TATI ONS"
will appear. Select the desired override (90 percent or 95
percent) fromthis wi ndow and then EXIT. Continue | oading
segnents after this.

3.4 Using the Renpte Installer

The Renote Install (Renmptelnst) function provides the follow ng
capabilities:

It allows an operator at a renote site to "pull" software
segnent (s) froma repository site and load themin the renpte
site's Segnent Installation server. The operator may al so
use Renptelnst to install the segnent(s) on a platformafter
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they are pull ed.

. It allows an operator at a repository site the ability to
downl oad or "push" software segnents to other sites where
they are loaded into the site's Segnment Installation server.
It also provides the operator at the repository site the
ability to install or de-install segnents on platforms at
ot her sites.

3.4.1 Using Renote Install for the Pull Operation. The Pul
operation consists of an operator at the renote site grabbing and
transferring software segnents, nade up of segnent install file(s) and
shell scripts, fromthe repository site to the renpte site. The Pul
operation has a graphical user interface intended for ease of use.

Note: Prior to executing the followi ng steps, the Renpte Install segnent
nust be install ed.

To run the Renpte Install in Pull node, do the foll ow ng:
a. At the renote site, log onto a platform as sysadnin
b. Sel ect Renpote Install fromthe "Software" nenu or doubl e-
click on the Remote Install icon. This brings up a w ndow

like that shown in Figure 3-1.

HOST: <NONE>

SELECT SEGMENTS EXIT

Figure 3-1. Remote Install Window

C. Enter the nanme of the repository host in the text field
contai ning the word "<NONE>".

d. Sel ect SELECT SEGVENTS. This will connect to the repository
machi ne and bring up the screen shown in Figure 3-2, which
contains a list of segnents available for pulling fromthe
repository site:
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NOTE:

If the repository site machine is not set up correctly, the
foll owi ng nessage w || appear:

"No segnments found on the specified host"

Consult Section 3.4.3 for instructions on configuring a repository
site.

3.4.2

Segment filesto ingtall:

Remote Ingtall 1.1 - Solaris
System Administration 1.0.2.1 - Solaris

REL NOTES DOWNLOAD INSTALL CANCEL

Figure 3-2. Select Segments Screen

Sel ect the segnent(s) to be pulled by noving the nouse to the
desired segnent and clicking once. The segnent(s) will be
hi ghl i ght ed.

To pull the segnent and load it on the site's network Segnent
Install ati on server, sel ect DOANNLOAD.

To install the segnent on the platformexecuting Renpte
Install, in addition to |loading it on the network Segnent
Install ati on server, select | NSTALL.

Progress will be indicated by the follow ng series of
nessages:

Transferring files
Formatting segments
Launching Installer (only if INSTALL was sel ect ed)

If INSTALL was sel ected, the Segment Installer will appear
after the segnments are transferred. Follow the procedures in
Section 3.3 to use the Segnent Installer.

Using Renote Install for the Push Operation. The Push

operation consists of an operator at the repository site (Operati onal
Support Facility or CINC) sending the Segnent Install File and shell
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scripts fromthe repository site to the client (renote) site. The
operator has the ability to load the segnment on the renpte site's
Network Installation server (Segnment Installation server) and
install/de-install segments on the renote site's platfornms. The Push
operation uses only a cormand line interface, as foll ows:

Remotelnt [-p -1 -i] <hostnanme> <segnent install file>

\Wer e:
-p indicates that the Renpte Installer should only send the file
across the network and load it on the Network Segnent Installation
server specified in <hostname> in the directory/honme2/ NET_SERVER
It does not install the segnent on the renote site.

-i indicates that the tool should send the file and install the
file on the Network Segnent Installation server specified in
<host nane>, and then | aunch the Segnent Installer on the renote
machi ne so the Renpte Install operator can go ahead and instal

t he segnent.

-l indicates that the tool should launch the renote machine's
Segnent Installer so that it is displayed on the repository
machi ne' s di spl ay.

<hostnane> is the host nane or |P address of the nmachi ne at the

renote site on which the segnent will be installed. For option-p
+ -i host nanme nust be the nane of a Network Segnent Installation
server.

<segnent install file>is the full path of the segnent install
file that is to be installed. Only one segnent install file nmay
be installed at a tinme.

3.4.2.1 Renote Install Push Exanple. The followi ng is an exanple of
a Push operation. |In the exanple, a segnent file naned

Renotelnstall _1.1.tar, |ocated under /honelQ/ftp/pub/Renotel nstall at
the repository site, is installed on the renpte site's Network
Installation server machine, naned jdeftest.jdef, wthout |aunching the
installer on the renote nachi ne:

a. Renotelnst -p jdeftest.|def
[/ honel10/ft p/ pub/ Renot el nst/ Renptel nstall _1.1.tar

b. The operator will then be pronpted for valid user ID and
password on the nmachine to which the segnent is being pushed.
Enter root or sysadnin as a valid user ID.

C. After entering the correct user |ID and password, the operator
woul d see a series of nessages sinlar to the foll ow ng:
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Checking renmpte systemtype..
Attenpting to get free space fromrenote machine...
Free Di sk Space on Renpte Machi ne == 255428 KB

Installing Segnent File
[/ honel0/ ftp/ pub/ Renot el nst/Renptelnst _1.1.tar]

This can take a while - - please be patient.

Sending file: Renpotelnst_1.1.tar

100% O —========—================> 2447360 byt es. ETA: 0: 00
2447360 bytes sent in 2.19 seconds, 1.06 MB/s.

Sending file: AddToNet TOC

100% O ————=—————=—————=——=———=——=—=—=—==> 7415 byt es. ETA: 0: 00
7415 bytes sent in 0.03 seconds, 276.14 kB/s

Formatting segment on renote machine... [ Network Installation
Server]

Expandi ng the segnment file (this may take a while)...[Extracting
the tar file]

Addi ng new segnent to the table of contents..
Addi ng segnment to the network installer..
Cleaning up ... Please be patient

Network install conpleted

*** Rempte Install Conpleted ***

3.4.2.2 Renote Install Install/De-install Exanple. To de-instal
and/or install segnents on a renote machine, Renote Install provides the
ability to launch the renote nmachine's Segnent Installer on the
repository machine's display. This uses a commmand |ine interface, as
foll ows:

a. Renotelnst -1 199. 114. 208. 77
b. The operator will then be pronpted for valid user ID and

password on the renote nmachi ne on which the Segnent Installer
i s being | aunched.

cC. The Renpte Install tool will transfer a file to configure the
account for using the Segnent Installer. Finally, the
installer will be |aunched on the renote display. During
this process the operator will see the foll owi ng nessages:

Checking renmpte systemtype..

Attenpting to get free space fromrenote machine...
User sysadmin | ogged in.

Sending file: Launchlnstaller
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100% O —————————————————————=——=—=—=—== 1396 byt es. ETA: 0:00
1396 bytes sent in 0.05 seconds, 24.98 kB/s.
Launchi ng Segnent Installer on 121.0.0.125:0.0

d. At this point, the Segnent Installer will appear on the
repository nmachine's display. Follow the procedures in
Section 3.3 to use the Segnent Installer to install/de-
install segnents on the renpte nachi ne.

3.4.3 Configuring a Repository Site for Pull Operation. For the Pul
operation to work, the repository site needs to be configured properly.
First, the Pull works by using anonynmous ftp. Refer to the manual pages
for "ftpd" for information on setting up anonynous ftp. Once anonynous
ftp is configured, sone additional files need to be added under theftp
honme directory:

~ft p/ pub/ SegFi | es

This file contains data on the segnent install files. It is a plain
text file that contains one |line for each segnent install file on the
system The line contains three fields that are separated by col ons,
as:

<description>:<relative segment file path>:<rel ative rel ease notes path>

\Wher e:
<description>. is the description that will appear on the Renpte
Install w ndow when a user attaches to the repository site using
the Pull operation (Section 3.4.1). The field should contain at a
m ni rum t he segnent nane, the version nunber, the machine type,
and the file size.

<rel ative segnment file path> is the path and nanme of the segnent
install file [local tar file].

<rel ative release notes path>. is an optional field that indicates
the path and file nanme of the rel ease notes files.

A valid SegFiles file would | ook |ike the foll ow ng:

Renpte Install 1.1:/pub/Remptelnst/Renotelnst_1.1.tar: /pub/Rel Not es/ Renpt el nst .

JMIK 1.0 for Solaris:/pub/IJMIK/ JMIK 1.0.tar:/pub/IMIK/ JMIK 1. 0. RN
System Admini stration 1.0.2.1:/pub/SysAdnml SysAdm 1.0.2.1.tar:

~ft p/ pub/ Shel | Scri pt s/ AddToNet TOC
~ft p/ pub/ Shel | Scri pt s/ Launchl nstal | er

The two files in bold face above are distributed with the Renote |nstal
segnent. They are shell scripts that | oad the pulled segnent(s) on the
Network Installation server [AddToNet TOC] and | aunch the Segnent
Install er [Launchlnstaller]. They can be found under

3-10

RN



GCCS- SAM 2. 2
Rev 0
January 15, 1997

/h/ Renot el nst/progs after the Renpte Installer segment has been
i nstall ed.

Nore: All segnent install files nust reside under the ~ftp/pub directory
for the Pull function of Renote Install to work.
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SECTI ON 4. TELECONFERENCI NG

4.1 Introduction

Tel econferencing consists of three applications. These applications
were acquired from public domain sources and from commerci al vendors.
Only minor nodifications have been made to nake them appropriate for use
on the SIPRNET. The changes were specifically in the areas of need-to-
know and access restriction. Table 4-1 lists the applications.

Table 4-1. Tel econferencing Applications

Name Remar ks

| nt ernet Rel ay I nteractive, Non-persistent, Text-based

Chat (I RO

Usenet News Non-real -tinme Interactive, Short Term Persistency,

(NewsGr oups) Text - Based, al so known as Newsgroups

Vwrld Wde Wb Limited Interactivity, Long Term Persistence, Text
and Binary Capability

4.1.1 Internet Relay Chat (IRC

The first application, IRC, is a real-tine interactive conferencing
tool. Messages input to a conference are made visible to other
participants in the conference within seconds. It is non-persistent;
there is no nechanismfor reviewi ng old nessages. However, it is

possi ble for each user to | og a conference session (create a text file
containing a copy of every nessage that appeared in a conference while
that user was connected to the conference). Its functionality is simlar
that of a tel ephone conference call

4.1.2 Newsgr oups (Usenet News)

The second application is Usenet News, known as Newsgroups. This
application is a version of the well-known Newsgroups on the Internet.
Users run client software terned a newsreader, which downl oads articles
froma news server. The client software receives the news articles that
are current at the tine the client |logged onto the particul ar Newsgroup.
If articles arrive after the user has attached to the server, the user
will not be nade aware of themuntil the user re-connects. This,
combined with the fact that it can take tens of minutes for a news
article to propagate to all servers in the network, makes News | ess
interactive than IRC. The articles that are posted to newsgroups are

al nost always text files, i.e., they do not carry the type of contro
characters nornally found in a word processor and they do not carry

bi nary graphical files. Newsgroup servers connect to each other and
automatical ly pass news articles anong thensel ves, making it possible
for a subscriber to receive news articles while connected to his or her

4-1



GCCS- SAM 2. 2
Rev 0
January 15, 1997

| ocal News server.
4.1.3 VWrld Wde Wb

The third application of the Tel econferencing replacenent functionality
is the Wrld Wde Wb. This application provides the ability to nove
large files of any type using an intuitive graphical interface. This is
not an interactive application; the author of a document nmkes it

avail abl e on “the Web,” and ot her users downl oad the docunent for
viewi ng and/or printing. This application provides to the user the
ability to publish and downl oad formatted word processor files and

bi nary graphical files such as maps and pictures. The ability of web
browsers (web client software) to utilize external programs to view or
process docunents does not conmit the GCCS community to any particul ar
binary format for formatted text of graphical data.

Each of these applications follows the client-server nodel and is

conmposed of nultiple GCCS segnents. These segnents are identified in
Table 4.1.3-1.

Table 4.1.3-1. WN Tel econferenci ng Repl acenent Segnents

Apgl | cation Pr ogr am Nane Prefix I nt er dependenci es
egnent
Internet Chat (IRC)
Server: ircd | RCS
Client: Zircon (GU | RCC
chatter)
irc (Text based | RCC
chatter)
News Gr oups
Server: i nnd NEWSS PERL
perl (scripting PERL
| anguage)
World Wde Wb
Servers: htt pd HTTPD
Netsite V\EBSV
Client: Net scape \EBBr
Home Page WEBPg PERL
Gener at or
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NOTES: 1) Netsite and Netscape are commercial products; |icenses
are being obtained by DI SA for their use.

If Netsite and Netscape |icenses are not available, then
Netsite is replaced by httpd and Netscape is replaced by
MOSAI C.

2) While the PERL segnment is nonmnally part of the
Newsgroups and World Wde Web segnents, it can be used by
ot her GCCS applications.

4.2 Internet Relay Chat (IRQ

Internet Relay Chat (IRC) is a chatter-style programthat allows

mul tiple users to participate in conferences. The segment is sinmlar to
the “Commi portion of WN Tel econferencing. It is inplenented as a
network of IRC servers. Users interact with IRCvia IRC clients. There
are two clients avail able to users; a | owbandw dth, text-based client,
nanmed irc, and a GUJI client nanmed Zircon. A user invokes an |IRC client
and directs the client to connect to a server. Once connected, the user
participates in conferences/ conversations by joining specific channels.
A channel may be thought of as a topic of discussion, or even as a
conference. By joining a channel, the user will then receive al
nmessages sent to that channel. Further, when the user inputs a nessage
to the channel, the nmessage is forwarded to all other clients on the
same channel (including clients attached to other servers in the

net wor k) .

The I RC server software isircd. It is a UN X daenon that runs
continuously on a server platform Each site is expected to have at

| east one I RC server running at all tinmes. This software server does
not require a site to procure an additional hardware server, but may be
| oaded on a currently avail abl e hardware server. The applicationircd
is witten in C, and utilizes sockets for interprocess comuni cation.
The default port is 6667.

IRC is non-persistent in that nessages are not automatically saved. It
is very interactive. Wen a user types a nessage on his screen, it is
very quickly transmitted to all other servers on the network and then
fromthose servers to all users currently connected to that conference.
However, when a nessage is sent while a user is not connected, that user
will not be able to see that nessage. Features supported include
private channels (users not on a channel cannot see who is on that
channel ), secret channels (users not on channel cannot even detect that
t he channel exists), keyed channels (users nust know a password to join
a channel), invitation-only channels (a channel operator nust send a
user an invitation before that user can join the channel), and noderated
channel s (channel operators can provide/renove perm ssion to individuals
to i nput nmessages to the channel).
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Zircon is an X-based package providing an elegant GUJI interface to | RC
It is witten in the Tcl scripting | anguage, and thus requires that Tcl,
Tk, and Tcl-dp be present on the machine fromwhich it is executed.

Tcl, Tk and Tcl-dp are included. Features include sidebar conversations
(two-way conversations invisible to others), pop-up channel displays
(iconified channel windows will restore thensel ves when a nessage
arrives on the channel), and queries as to the identity of other users.

I nternet Relay Chat consists of a series of servers connected in a
| ogi cal networKk.

4.2.1 How to Install the Server. |RC conprises two segnents. |RCS
is the IRC Server segment. It contains the application nanedircd. It
requires at |least a Sparc 20, although it requires very little disk
space. IRCCis the IRC Cient segnent. It contains two IRC clients;
irc (an ASCI| - based client) and Zircon (an X-based client). The
client software should be installed on any nmachine at which users wll
be expected to use IRC. Both IRCS and | RCC contain binaries for both
Sun and HP platforns. The installation scripts renpve the

i nappropriate binaries.

The Installation Script will pronpt the installer to answer the
following five questions. Question 4 is particularly critical in that
it discusses the information that nmust be provided to other site

adm nistrators (and what information they nust provide to you).

QL: Is this site a hub node or a | eaf node?

The first question concerns whether the server in question will be
a hub node or a leaf node. A hub is a server that comunicates
with multiple other servers. A leaf node is a server that

comuni cates with only one other server. Table 4.3 identifies
sites as either |eaf nodes or hub nodes.

@: What is the server nane?

The Postlnstall script attenpts to determine the sites server
machi ne's nane and I P address. It is recomended to use the
machi ne’s fully-qualified nanme (nachi ne. domai n. nane, where
domai n. nane is the DNS domai n nane).

@B: Enter administrative info

The installer is asked the nane of the facility, descriptive

i nformati on about the server, and a point-of-contact (POC) for the
server. This information will be nmade available to clients
attaching to the server (a client can i ssue an ADM N comand,
which returns this infornmation). Since this information is not
used internally by IRC, the installer can respond in any way to

t hese questions. However, we strongly reconmend that the
installer make the entries informative. The descriptive
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i nformati on about the server is particularly useful if the site is
installing nmultiple servers. The POC information should include

t he nane, tel ephone nunber, and e-mmil address of the system

adm nistrator in charge of naintaining the | RC server

. Entering the | RC Network nei ghbors

This section configures the server to communicate with its
nei ghbors in the RC network. The following information is
required.

e The machi ne nane and/or | P address that the nei ghboring
server will run on

e The nane of the server itself (should be the sane as the
nane of the machine)

e The password that the server nust provide to gain access
to that nei ghbor

e Vet her the neighbor is a hub or a |eaf.

(b: Establishing operator access

An | RC operator (I RCOp) is a user who has operator privileges on
the | RC network. These privileges include the ability to "squit"
servers (renove the link between those servers, resulting in a
partitioned network), "connect" servers, "kill" users (kicking
them of f of a server), etc. The IRC Server configuration file

all ows one to specify the nicknane(s) and password(s) of the IRC
operator, as well as specifying which client nachine(s) a user can
be connected fromand still become an operator. Leaf nodes do not
require that there be any operators, and should not all ow
operators unless there is an administrator who is responsible for
mai ntaining |RC at that site. Hub nodes require know edgeabl e
operators. Those servers should all ow operators to connect to the
server fromclients running on the server machi ne, and shoul d not
al |l ow operators to connect from other nmachi nes.

SPECI AL NOTE ON THE | NSTALLATI ON
A site adm nistrator can edit the | RC server configuration
file with any text editor. The file is:

/' h/ COTS/IRCS/libl/ircd/ircd. conf

Itsformat isintended to be human-readable. This configuration file has no comments, but
thefile:

/ h/ COTS/ | RCS/ skel /i rcd. conf

is a fully-commented skeleton ircd configuration file that will help one understand the
syntax of ircd.conf.
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4.2.2 Adm nistering the | RC Server and the | RC Network

There is little work to be done to adninister an I RC server or IRC
network as a whole. System Administrators will nodify connections as
necessitated by failures in other servers and communi cations |inks.

4.3 Newsgroups

4.3.1 Installation Instructions for NEWSS (I nternet News Server
Segnent)

Installing the Internet News Server segnent (NEWSS) requires that the
installer respond to six questions posed by the Postlnstall software.
Sorme amount of planning is required before installing NEWSS. Pl ease
read this entire docurment before beginning the installation.

Question #2 (2 below) asks for the nane of the directory in which the

News spool should reside. The "News spool"” is the directory tree into
which all incomng News articles are stored. Since this can grow to a
truly tremendous size, it is strongly reconmended that the spool be

| ocated on a separate disk partition from/h/COTS/ NEWsS/Iib. Choose a
partition for the spool such that no critical application will crash if
the partition becones full. The history files (located in

/h/ COTS/ NEWSS/ 1ib) can also grow to be quite |arge, although they
shoul d remai n under 10 negabytes.

QL -- E-mmil address:

The first installation question requests that the site enter the
e-mai | addresses of the individuals entrusted with the
responsibility of nmintaining the News server. These person(s)

will nmost likely be the System Administrator(s). 1In any case, the
News server will, at tines, send e-mail to the user news 0. This
e-mail will contain inportant information with respect to

adm nistering the News server. This section of the Postlnstal
allows the SA to specify the users to whomthis e-mail should be
forwarded. It will continue to pronpt for e-nmil addresses until
the SA responds with a carriage return (<CR>), at which point it
will pronmpt to confirmthe list of e-nmail addresses. |f the SA
does not confirm the e-mail addresses previously entered will be
dropped and the site will have to start over in QL.

@ -- Parent directory of news spool

When News articles arrive at the server, they are stored into the
spool directory. Due to the potentially high volume of news
traffic, it is possible that the partition that stores the spoo
directory will becone full. It is thus inportant that the spoo

be placed in a partition that can becone full w thout crashing the
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server or causing undue problens with server applications. One
such application is the News server itself; if the spool is placed
on the sanme partition as /h/ COTS/ NEWSS/ i b, then when the
partition becones full, no lock files can be created in

/[ h/ COTS/ NEWSS/ I i b. The inpact of this is that "ctlinnd" cannot be
run (it utilizes lock files in/h/COTS/ NEWSS/|ib), and thus the
News adm ni strators cannot manually purge News articles (which
woul d rel ease disk space). Note that if there is already a News
spool in the specified directory, the site will be offered the
opportunity to use that News spool, rather than copying the
install spool over it.

@B -- The nane of the current donain:
Enter the DNS domain for the server.
& -- The nane of your organization:

Every News posting includes, as part of its header, the

"organi zation" of the individual posting the article. Enter a
line of text (<= 64 characters, including spaces) describing the
site. Exanples would be "FORSCOM' or "Central Conmand."

b -- Load a previously saved configuration

The DE-| NSTALL script for NEWSS supports saving the site's
configuration files (the contents of NEWSS/lib) in a tar file in
/h/ data/global. The purpose of this is to prevent users from

| osing a configuration that may have evol ved over an extended
period of tinme and be difficult to re-create (especially
nnrp.access). |If a site |oads an old configuration, the next two
guestions are skipped.

@ -- Establish the (News Server) network

This is the screen in which the site specifies its neighboring
servers (the servers which feed articles to the site's server and
which, in turn, are fed by the site's server). This is where the
i nformati on exchanged with the News adm nistrators at nei ghboring
sites is used. Since NEWSS is based upon machi ne-to-nmachi ne
connectivity (as opposed to site-to-site), the installer nust know
whi ch machi ne at each neighboring site will be the News server.

Al so, the installer nust exchange News passwords with nei ghboring
site installers. These passwords are used to authenticate server
connections. Wen associating passwords with server connections,
use a different password for each neighboring server (do not use
the sane password for a neighbor that neighbor is using for your
server). For each neighbor, four inputs are required:

e the server nmachine's fully qualified name

4-7



GCCS- SAM 2. 2
Rev 0
January 15, 1997

(machi ne. domai n. nane) or | P address

e the server's "pathnane" (the nane it appends to an article's
pat h—dsually the fully qualified nmachi ne nane)

e the password the site's neighbor nust provide for the site to
all ow a connection

e the password that the site's server nust provide to its
nei ghbor when connecting to it

For security reasons, all passwords should be unique. The
i nput process will continue until the site responds to
"Nei ghbor's I P address or fully-qualified nane :" with <CR>.

Q7 -- Create the Server's Access Control List

The News server software only accepts client connections from
users who have entries in the access control file (nnrp.access).
The site need not enter all of its users at this point in tine.
Enter one or two for testing purposes, and then nodify (or wite a
script to nodify) NEWSS/|ib/nnrp.access |ater on.

4.3.2 How to Start and Stop the Server. |If innd (the news server) is

not running on a machine, it nust be started byroot. To start the
server, execute the program

/ 'h/ COTS/ NEWSS/ pr ogs/ rc. news

To stop the server, user root should enter the command:

/ h/ COTS/ NEWSS/ progs/ ctlinnd shutdown "reason"
This is a UNI X conmand that will stop the process running the server.

4.3.3 How to Throttle (Pause) the Server. There will be tines when a
News adm nistrator wants to pause the server (stop it fromreceiving
articles, etc.) without termnating the server. Exanples of activities
an admnistrator may wish to performwhile the server is paused are:
editing the active file, re-building the history database, and backing
up or nodifying the News spool. The programctlinnd (control innd) is
used to pause the server as foll ows:

/ h/ COTS/ NEWSS/ pr ogs/ newsbi n/ ctlinnd pause "reason"

"reason" is a string that indicates why the server is being paused.
This string is stored intheinnd log files for future reference.
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To resune normal server operation:

/ 'h/ COTS/ NEWSS/ pr ogs/ newsbi n/ctlinnd go "reason"

“reason" nust either be the sane reason as was used to throttle the
server, or the enpty string (two quotes with no characters in between).

The manual (nman) pages entry that covers these operations are (see
4.3.14 for instructions on reading the man pages):

man ctlinnd (8)

4.3.4 How to Get the Server to Re-Read its Configuration Files. The

ctlinnd programwith the command "reload" is used to reload the
configuration files into nenory. The format of the conmand is:

/ h/ COTS/ NEWSS/ pr ogs/ newsbi n/ctlinnd rel oad "what reason"

where "what" is one of the following: all, history, hosts.nntp, active,
and overview. fnt. "Reason" is a string (enclosed by quotes if it
cont ai ns space characters) explaining why the rel oad was perforned.
Belowis a list explaining the result of each "what" specification.

al | Rel oad all configuration files, close and
re-open the history database

hi story Cl ose and re-open the history database.

hosts. nntp Re-read the hosts.nntp file - specifies

nei ghboring servers and the password they nust
provide to connect to the site.

active, Both the active and the newsfeeds files are

newsf eeds rel oaded for either command. The active file
speci fies which newsgroups are active at this
server, and the newsfeeds file specifies which
servers the site feeds news to, which
newsgroups are fed to those servers, and how
the site connects to those servers.

overvi ew. f m Rel oad the overview.fnmt file, which specifies
the format of the overvi ew dat abase. GCCS News
adm ni strators should never have do to this, as
t here should never be a need for a site to
custom ze their overview fnt file.

Note that there is no way to reload theinn.conf file. This should not
be an issue, as the "path" variable is the only part of inn.conf used by
i nnd.

The manual (nman) pages that cover these operations are:
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ctlinnd (8)
hosts. nntp (5)
overview. fm (5)
active (5)

hi story (5)

innd (8).

4.3.5 How t o Add/ Renove Newsfeeds (Nei ghboring Servers). Adding new
nei ghbors to the site's server or renoving existing neighbors involves
editing four files in /h/COTS/ NEWSS/ | i b:

® hosts.nntp e nntpsend. ctl
e newsfeeds e passwd. nnt p.

The file hosts.nntp lists the machi nes (nanme or | P address) that feed
news to this server, plus the password those servers nust supply to be
al lowed to connect to this server. The file newsfeeds specifies where
news articles get forwarded to and how they get forwarded. The file
nnt psend.ctl is the control file for the programnntpsend, which is the
programthat actually transmts articles fromthis site to the

nei ghboring servers. Finally, passwd.nntp is the file that specifies
the passwords the server nust supply to connect to its neighbors. innd
| oads hosts.nntp and newsfeeds into nenory during processing, so the
server nust be "rel oaded" after they are edited. nntpsend.ctl and
passwd. nntp are read each tinme nntpsend is executed (by default, once
every ten mnutes). It is advisable to do the follow ng:

a) Determ ne the changes to be nmade before begi nning editing.
b) Throttle the server while the changes are bei ng nade.
c) Unthrottle the server when done.

The manual (nman) pages that cover these operations are:
ctlinnd (8)
hosts. nntp (5)
newsf eeds (5)
nnt psend. ctl (5)
passwd. nntp (5)
innd (8).

4.3.6 Creating a Newsgroup.

Creating a Newsgroup on the GCCS News Network is a two-stage process:
establishing the Newsgroup on the Network and creating the Newsgroup on
each server.

4.3.6.1 Establishing a Newsgroup Across the GCCS Network. Execute the

Make G oup Segment. This segnent allows users to create a newsgroup. It
enforces the nam ng convention specified in the TLCF CONOPS. This
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program provides a command-line interface to newsgroup creation.

On all client nachines where users who mght want to create a newsgroup
sit:

Mul ti pl e executables in the progs directory work together to provide
newsgroup creation. MakeGroup.init is the script called when the “Mke
Gp” icon is pressed. It creates an xterm and runs MakeGroup inside of
it. MakeGroup, in turn, executes news.aut and GetActive to downl oad a
list of currently-existing newsgroups. It then pronpts the user to get
t he new newsgroup name, ensures its correctness, and then calls
makegroup. Makegroup builds a control nessage and then calls postnews to
post the article to the news server. Note that nmakegroup runs sgid, and
postnews can only be run by root or under group nmail. Postnews provides
no error checking as far as contents of the article being posted is
concer ned.

Step 1: Verify installation of required segments:
GCCSs CCE 2. 0.

Step 2: Install News Make Group 1.0.0. 2.
The following will be presented to the installer:
Pl ease enter the nanmes of the machi nes running news servers for this
site. This list will be made available as a nenu to users running the
news client.

Enter the first server name: (server nane)

| s <server name> correct? (y/n) [y]:
Pl ease be patient while we ping (server nane).

(server nane) is alive

Ping confirns that the machine is there.
Entering (server nane) into the nmenu of news servers.

Enter the second server nane: (server nane).

Al low users to create “*.limted.*” newsgroups. Does this by stripping
“.limted.*” off of the newsgroup nane -- the control nsg will follow
the distribution specified by the portion of the newsgroup nane which
cones before the “limted”.

4.3.7 Addi ng, Del eting, and Modifying Users' Access to News. The

file that configures the News server for user authentication is
nnrp.access. lgnoring conments and blank lines, this file consists of a
series of records, one per line. Each record enables access for a
machi ne or a user. The records consist of five fields separated by
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col ons:
machi ne: per m ssi ons: user nane: passwor d: newsgroup |ist.

For GCCS access permissions, no record will contain both a nachi ne name
and a user nane/password. CQur reconmendation is to provide only one
record in the nnrp.access file that does contain a nmachine
specification. 1t should |Iook as foll ows:

*: R ::!* news. announce. def aul t

This line allows any nmachine to connect to the News server w thout user
aut hentication, but only provides read access (no posting), and only
provi des access to one newsgroup, news. announce. defaul t.

Access for individual users is provided by lines which | ook as foll ows:
: R P:usernane: password: ! *, groupl, group2, groups3, ..

If the user provides user nanme and password, this line allows read and
post access to the listed newsgroups (groupl, group2, group3, etc.).
For a user to have any access to a News server (beyond reading the
article in news.announce.default), that user nust have an entry in
nnrp.access. There is currently no nechanismfor a user to nodify his
or her password; either the user nust tell the News adm ni strator what
password to enter into nnrp.access or, nore |ikely, the admnistrator
will informthe user what their password is.

For a user to be given access to a specific newsgroup, the nane of the
group nmust be included in the list of newsgroups in the user's
nnrp.access record. To renove access, the nane need only be renoved
fromthe list. Since nnrp.access is consulted each tine a user connects
to the server, there is no need to re-load the server's configuration
after editing nnrp.access. Note that the list of newsgroups begins with
"I*": the newsreader server understands w |l dcards, and "!*" neans "deny
access to all newsgroups." |f one reads the conmas as "except", then
"I* groupl" nmeans "deny access to all newsgroups except groupl.”

W | dcards can al so be used to reduce the size of nnrp.access records.

For exanple, if the newsgroups fruit.orange, fruit.banana, fruit.grape,
fruit.lenmon, fruit.line, and fruit.juice exist on a site's system and
the site wants user jdoe to have access to all of them except
fruit.orange, then the following |ine can be placed into nnrp.access:

R P:jdoe:passwd: ! * fruit.*, ! fruit.orange

This is useful if there will be a nunber of newsgroups that will be
available to all users. Gve those newsgroups the sane postfix, and
give no restricted newsgroups the sane postfix -- for exanple, al
unrestricted newsgroups' nanes will end with ".all". Then, every user's
nnrp.access |ine would | ook |ike:
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:R P:jdoe: passwd: ! *, *. all, groupl, group2

This gives access to all newsgroups whose names end in ".al

groupl and group2.

pl us

The manual (nman) pages that cover these operations are:
nnrp. access (5)
nnrpd (8)
innd (8).

4.3.8 How to Support Multiple Newsgroup Access List Mintainers. It
may be desirable to delegate responsibility for nmaintaining the
newsgroup access lists. |If this is the case, one possibility is to
create a new UNI X group (perhaps named news_access). Include user news
in that group, and change the group of the nnrp.access file (chgrp
news_access /h/ COTS/ NEWSS/ | i b/ nnrp. access) and change the node of the
file to be group-witable (chnod g+w /h/ COTS/ NEWSS/ | i b/ nnrp. access).
Now any user included in the group news_access can edit the nnrp.access
file.

A problemw th the above approach is that it is inpossible to track

whi ch users have nodified nnrp.access. One way to deal with this is to
create a new user on the system (news_access) with no shell, and nake
news and news_access the only two users in group news_access. The users
who are mmi ntai ning newsgroup access lists are given the password to the
news_access account, and nust su to that account to edit nnrp.access
(since news_access has no shell, nobody can log in as news_access). By
forcing users to su to news_access before editing nnrp.access, a record
of who has edited nnrp.access, and when, is kept in /usr/adn sul og.

The manual (nman) pages that cover these operations are:
chgrp (1)
group (4)
su (1).

4.3.9 How to Renpbve a Newsgroup. Renpving a newsgroup will be
illustrated with the exanpl e of renoving "groupl"” fromall news servers
in the GCCS News network. To direct News adnministrators on all machines
to renove a newsgroup, a control message nust be transnmitted. To do
this, execute the follow ng:

makegroup -d any groupl
Do not enter any text for the one-line description; for the description

ending with end of file (ECF), enter an explanation for why the
newsgroup is to be removed. Then, when asked "Send, abort or edit?"

select "edit." Wthin the editor, change every occurrence of "newgroup"
to "rngroup."” Save the file and quit the editor, and then sel ect
"send."
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Each News administrator will receive an e-mail nessage directing himor
her to execute the follow ng conmand:

/ 'h/ COTS/ NEWSS/ pr ogs/ newsbi n/ ctlinnd rngroup groupl

Executing this conmand will renpove the newsgroup fromthe server. The
newsgroups file should be edited to renpbve nention of the newsgroup from
it, nnrp.access should be edited to renove references to groupl, and, if
t he newsgroup was noderated, noderators should be edited to renove the
groupl entry.

The manual (nman) pages that cover these operations are:
ctlinnd (8).

4.3.10 Archiving a Newsgroup

4,.3.10.1 Why Archive a Newsgroup? Before discussing howto archive a
newsgroup, we will discuss why one might that to archive a newsgroup.
In addition to holding every "current" news article on disk, the news
server maintains a database that tracks the current articles. An
article remains current until it expires, at which point the article is
renoved fromthe spool and reference to it is renoved fromthe history
dat abase (eventually).

The length of tinme an article remains current is controlled by a

combi nati on of the "Expires: " header in the article (if one exists) and
the file expire.ctl in /h/COTS/NEWSS/|ib. Establishing values for
expire.ctl will involve a tradeoff between restricting the nunber of
current articles and giving users tine to read articles before they are
purged fromthe system

Under certain circunstances it will be desirable for articles in a
particul ar newsgroup to renain available indefinitely. For exanple,
news. announce. newusers is a newsgroup that contains a single article,
whi ch shoul d al ways be on the system This is acconplished in
expire.ctl, by specifying "never" for when articles will be purged.

The performance of nmany of the operations fundanental to News server
operation, such as maintaining the history database, searching for
articles, etc., depends directly upon the nunber of current articles.
In other words, if the nunmber of current articles is allowed to grow

i ndefinitely, eventually the News server will grind to a halt. Further
t he amobunt of disk space required for the News spool and the history
dat abase grows with the nunber of current articles. Thus, for a
newsgroup that receives a steady stream of articles, keeping the
articles current forever by default is not an appropriate option.

Another way to keep all of the articles in a newsgroup indefinitely is
to archive the newsgroup. The News server has software that allows for
the creation of a directory tree, sinmlar to the News spool, in which
articles fromspecified newsgroups are stored. Since these copies of
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the articles are not part of the News system (i.e., they are not tracked
by the history database, etc.), the size of the archive does not inpact
t he perfornmance of the server.

4,.3.10.2 How to Archive a Newsgroup. The program archive

/ h/ COTS/ NEWSS/ pr ogs/ newsbi n/ archi ve can be used to archive a newsgroup.
There are two ways to use this program an archive entry in thenewsfeeds
file can be created, in which case new articles will be archived each tine
nnt psend i s executed (every 10 minutes), or archive can be run froma cron
entry (presunably before expire is run each night).

Note: Currently the archive program has undergone only limted
devel opment and needs nodification. News articles are stored in
plain text files in the News spool directory
[ h/ COTS/ NEWSS/ spool / news. The directory hierarchy under the News
spool directory matches the newsgroups nam ng hierarchy.
Articles posted to newsgroup fruit.frozen.blender will be stored
in files in the directory
[ h/ COTS/ NEWBS/ spool / news/ fruit/frozen/ bl ender
The nanes of the files are integers. |If a site is dissatisfied
with the archiving software, it can mimc the archiver using
chrontab and the UNI X command “find.”

The manual (nman) pages that cover these operations are:
crontab (1)
cron (4)
archive (8).

4,.3.10.3 How to Access Archived Articles. There is currently no
interface for accessing archived news articles. They will sinply be
files under /h/COTS/ NEWSS/ spool / news/ news. ar chi ve.

4.3.10.4 How to Read NEWSS Man Pages. To access the nan pages
associated with the NEWSS segnent, execute the followi ng comand:

set env. MANPATH ${ MANPATH} : / h/ COTS/ NEWSS/ man ; # for csh
set MANPATH=$MANPATH: / h/ COTS/ NEWSS/ man; # for sh, ksh

Now, the conmand nan innd will access the man page for innd (which is in
/ h/ COTS/ NEWSS/ man/ nan8) .

4.3.11 VWhat to Do if Disaster Strikes:

° Corrupted active file. The active file is the database of
currently active newsgroups. The nman page "news-recovery"
contains a clear explanation of howto rebuild an active file. |If

a site wants/needs an old version of the active file to perform
the rebuild, and no active file is available, it should be able to
ask a neighboring server to send you theirs (this is a good reason
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to maintain nmultiple News servers at a site).

Corrupted history file. The history database can be rebuilt using
makehi story. See the man pages on news-recovery and nakehi story.

Nei ghboring servers have gone down. In the GCCS News network

t opol ogy, each server is provided with nultiple neighbors. Thus,
the |l oss of a single neighbor should not prevent a server from
receiving News articles except for those newsgroups that are being
given a restricted distribution. |If a site has a newsgroup that
comes to it fromonly one neighboring server, and that server goes
down, the site will have to contact an adm ni strator for that
server and find out a) if that server will be back up soon and b)
if it won't, the nane of a News adm ni strator of a server further
upstreamthat will link to the site's server. Note that if the
site can wait until the original neighbor cones back up, it is
unlikely to mss articles, but if it has to establish a new
connection, articles posted in the interimbetween the original

nei ghbor goi ng down and the new nei ghbor being established wll
not be transmitted to the site's server autonatically.

News server has gone down. |f the site's News server has gone
down, but will be back up within an hour or two, then, when the
site's server is back up, the neighboring servers will transmt
the news articles they have accunulated in the interim |f the
server will be down for an extended period of tinme, it is
inmportant to notify the users and provide theman alternate server
to which they can connect. Further, the site nust provide the

nei ghboring servers with a nmachine to which to transnit news
articles. An option is for the adm nistrator to have given the
site's news server an alias. For exanple, if the News server is
at FORSCOM and is running on [gidget.forscomgcc.sml], create a
DNS alias [news.forscomgcc.sml], and give that as the nanme of
the news server to users and neighboring servers. Then, if

[ gi dget] goes down in a pernanent way, the site can install the
NEWSS segnent on a new nmachine, restore the nbost recent copies of
the configuration files (active, newsfeeds, etc.), restore as nuch
of the spool as can be recovered (the site may wish to ftp
portions of the spool from neighboring sites to ensure that no
articles are lost) and then change the [news.forscom gcc. snil]
alias to point to the new News server

Lost spool (lost all articles). First, the server nust be
throttled. Second, a News disk partition nmust be allocated for
use as a News spool. Once a new partition is assigned to be the
News spool (nmounted on /h/s3, for exanple), a parent directory for
t he News spool nust be created in that partition/h/s3/spool.news
and the synbolic |ink /h/COTS/ NEWSS/ spool nust be set to point to
it (rm/h/ COTS/ NEWSS/ spool ; In -s /h/s3/spool.news

[ h/ COTS/ NEWSS/ spool ).  Then, a nei ghboring server (hopefully one
at the sanme site) can provide a copy of their spool to be ftp'ed
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into the spool partition. Finally, the active file and history
dat abase can be rebuilt, and the News server unthrottled (allow ng
nei ghbors to resune feeding News articles to this server).

The manual (nman) pages that cover these operations are:
ctlinnd (8)
news-recovery (8)
innd (8).

4.3.12 News Make G oup

This segnent allows users to create a newsgroup. It enforces the naning
convention specified in the TLCF CONOPS. This program provi des a
comand-line interface to newsgroup creation.

On all client nachines where users who mght want to create a newsgroup
sit:

Mul ti pl e executables in the progs directory work together to provide
newsgroup creation. MakeGroup.init is the script called when the “Mke
Gp” icon is pressed. It creates an xterm and runs MakeGroup inside of
it. MakeGroup, in turn, executes news.aut and GetActive to downl oad a
list of currently-existing newsgroups. It then pronpts the user to get
t he new newsgroup name, ensures its correctness, and then calls
makegroup. Makegroup builds a control nessage and then calls postnews to
post the article to the news server. Note that nmakegroup runs sgid, and
postnews can only be run by root or under group nmail. Postnews provides
no error checking as far as contents of the article being posted is
concer ned.

Step 1: Verify installation of required segments:
GCCSs CCE 2. 0.

Step 2: Install News Make Group 1.0.0. 2.
The following will be presented to the installer:
Pl ease enter the nanmes of the machi nes running news servers for this
site. This list will be made available as a nenu to users running the

news client.

Enter the first server name: (server nane)
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I s <server name> correct? (y/n) [y]:
Pl ease be patient while we ping (server nane).
(server nane) is alive

Ping confirns that the machine is there.
Entering (server nane) into the nmenu of news servers.

Enter the second server nane: (server nane).

Al low users to create “*.limted.*” newsgroups. Does this by stripping
“.limted.*” off of the newsgroup nane -- the control nsg will follow
the distribution specified by the portion of the newsgroup nane which
cones before the “limted”.

4.4.1 Netsite Installation. Netsite is the commercial Web server

that will be provided to certain GCCS sites. For Netsite, the installer
will be asked for the machine nane and the domain name. The instal
script then activates a Wb browser, which will ask the installer to
establish a nane and a password for the Web server adm nistrator

4.4.2 httpd Installation. The public-domain Web server provided to
GCCS is httpd. Wen the Postlinstall file is executed it will ask for
the nane or | P address of the nachine the site is running the

installation on. |If the site is running the installation froma renote
machi ne, enter the | P address of that machine. This is used to set the
di splay so errors and information will be shown on the active nachine.

Alog is created in ./POSTINSTALL. | og.

The install configures the httpd server, builds a default hone page, and
sends mail to smth5m@rudel . osf.gcc.sm| to |l et them know that a new
Web server is up

The installer will then be asked for the full nane of the site's System
Administrator so mail can be sent to the SA

To de-install the segnent, run the DE-1NSTALL script.
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SECTI ON 5. DOMAI N NAME SERVI CE ADM NI STRATI ON
5.1 Overview

Every network device attached to a TCP/IP network is identified by a
uni que 32-bit | P address. Any device that has an | P address can be
assigned a host nanme. Wile host nanes are not required--they sinply
make it easier for the user to use the network and nmay be used

i nterchangeably with a systenis | P address.

Currently three popul ar methods are used to translate or resol ve host
nanes into | P addresses in GCCS:

® Host Tables (/etc/hosts)
e NI S+
e Donmin Nane Service (DNS)

Host tables are located on each systemon the network in the /etc
directory. This requires that each table be nmintai ned separately and,
typically, can be an adm nistrative burden on all but the snmallest of
net wor ks.

When using NI S+, a single host file, found under /h/EMnis_files/host in
the GCCS EM server, is used by all GCCS platforns. It should not be
used to resolve nanes of platforms outside the site's LAN

DNS is an application layer protocol that is part of the standard TCP/IP
protocol suite. DNS is in essence a nanming service; it obtains and
provi des informati on about hosts on a network.

DNS perforns nam ng between hosts within the |ocal adm nistrative donain
and across domain boundaries. It is distributed anbng a set of servers,
comonly known as "nane servers," each of which inplenments DNS by
runni ng a daenon cal |l ed naned

5.2 References
a. Adm ni strating NI S+ and DNS (Sol ari s Manual)

b. DNS and BIND (O Reilly & Associates, Inc, Paul Albiztz &
Cricket Liu)

C. DNS tenpl ate files are | oaded onto the designated DNS system
in /var/nameser by the GCCS COE Kernel tape, if the installer
requests them

Tenpl ate files are also available fromthe SlIPRnet Support
Center (SSC) through an “anonynous ftp” account at ss.smil.ml
(I P address 204. 34.130.5)
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I nstruction for getting DNS Tenplate files via ftp:

Host _nane > ftp ssc.sml.ml
Connected to ssc.snmil.ml
220 ***** M| come to the SIPRNET Support Center (SSC) *****
***%** | ogin with usernane “anonynous”
Si pr - Sl PRnet Managenent |nformation
tenplates - Registration Tenplate
netinfo - SSC Information Files
rfc - Request for Conments Repository
std - Internet Protocol Standards
220 and nore!
Nane (ssc.sml.nmil.user): anonynous
331 CGuest login ok, send your enmil address as password
Passowr d: XXXXXXXX
230 CGuest login ok, access restrictions apply
ftp > cd domain
ftp > nget *
ftp > bye
221 Goodbye

If Netscape is inplenented on the host system the SSC can be contacted
via Wb page “http://ssc.smil.ml.”

5.3 Pre-Installation Tasks
Bef ore beginning the DNS installation, performthe foll ow ng tasks:

a. Choose two reliable UNI X machines on the LAN to be the
primary and secondary nanme servers. Any UNI X device with the
bi nd or in.naned daenon can run the nane server software.
These |l ocal nanme servers will be set up to know the addresses
and aliases of all the | ocal devices and to know where to
| ook for information about devices in other domains. The
nane server software does not require dedi cated nmachines.

Note: Al l SI PRNET domain nanes end with disa.sml.nil

b. Choose a DNS domain nane. Table 5-1 provides a partial |ist.
(Nanmes |isted can be verified by calling the Hotline at the
DISA OSF.) A DNS donmain name is not the sane as the NI'S or
NI S+ domain name. The NI'S or NI S+ domain nanme is what the
user gets after entering the conmand donmai nnane. Sone
exanples of fully qualified DNS donai n nanes are:

t he osf uses: osf.disa.smil.ml
t he jdef uses: jdef.disa.sml.ml
cent com uses: cent.smil.ml
cC. Regi ster site nanme servers with the SSC. To notify the SSC
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of a new nane server, obtain the registration tenplate from
t he anonymous FTP or HTTP server “ssc.snmil.ml”, conplete the
docurent including fully qualifed donmain nanes of the nane
server hosts, their | P addresses, and a technical point of
contact (POC), and emmil the docunent to the SSC at
HOSTMASTER@SSC. SM L. M L.

5.4 Installing the Prinmary Nane Server

WARNI NG Be very careful of the syntax and | ocation of white space
and "." in these files; they nust be exact or they will not
work and the installer will not receive a clear indication

of failure. There are four inportant, but easily
overl ooked, syntactical errors that can occur

a. There nust be a dot at the end of the fully qualified
names; e.g.,

hornet.osf.disa.sml.ml.
The final dot lets DNS know to start at the root server.
b. Make sure there are no uncommented white lines or the file

will not be fully read. Coments in these files are noted
by a seni-colon (;) at the begi nning of each comment I|ine.

C. The db. hosts, db.rev. hosts, and db.local files have a
serial number in their files. This nunber needs to be
incremented each tine these files are edited. |If the site
does not increnent this nunber, the DNS daenpn wil| not
know t here has been a change and will not read any edits.
This problemw ||l be discovered when the edited file is
chosen.

d. The db.cache file has a "dot" at the beginning of the lines
that identify the root nanme servers. DNS will not function

properly without the dots.

The following files are located in /var/ nameserver.

Note: These are exanpl es and nust be nodified for the site.
db. host s Maps | ocal donmin nanes and aliases to
addr esses.
db. rev. hosts Maps addresses to |ocal dommi n nanes.
db. cache Root nane server address |ocations.
db. | ocal Loopback networ K.
named. boot Ties all the other files together.
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Note: These files are generally referred to as the nane server database
(db. xxx) files and can have any nanme the site chooses.

a. Set up the db.hosts file. This file, with the db.rev. hosts
file, defines the domain for which a site's nane server is
authoritative (the best source of information). It contains
the follow ng types of records:

SOA Start of authority is always the first entry. There
can be only one in a database file.

NS Li sts a nane server for this domain.

A Maps a nane to an address.

CNAME Defines an alias (called a canonical nane).

PTR Maps an address to a nane.

MX Mai | Exchanger defines a mail hub for the | ocal
net wor k.

Note: This list is not an exhaustive list of all avail able record
types. It supplies enough to begin setting up the file.

The following is a sanple db. host file:

Note: A semi-colon (;) indicates a comment.

Nane Server tables for the server at jdef.disa.sml.nil

; Last update Wed Mar 10 20: 16: 33 1993
@ |IN SOA backfire.jdef.disa.sml.ml.
root. backfire.jdef.disa.sml.ml. (
93051013 ; serial number
3600 ; refresh after 1 hour
300 ; retry after 5 minutes

604800 expire after 1 week
3600 mninumtime to live (ttl) of 1
; hour
jdef.disa.sm|.ml. IN NS backfire.jdef.disa.sm|.ml.
I N NS j def 1000. jdef . disa.sm|.m|.
$ORIGI N jdef.disa.sm|.ml.
backfire IN A 199. 114. 66. 86
mai | host IN CNAME  backfire.jdef.disa.sm|.ml.
jdefrouter INA 199. 114. 66. 90
j def 1000 IN A 199.114. 66. 80
GCCS_SRV IN CNAME  jdef1000.jdef.disa.sml|.ml.
UCCS_SRV IN CNAME  jdef1000.jdef.disa.sml|.ml.
uccs_server | N CNAME jdef1000.jdef.disa.sml.ml.
gsorts IN CNAME  backfire.jdef.disa.sm|.ml.
jws3 IN A 199.114.66. 70
jotsl IN A 199.114.66.89

| ocal host I N A 127.0.0.1
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Nore: The dot (".") at the end of a fully qualified nane neans to start
at the root donain.

When a record is changed in a database file, the corresponding
serial nunmber should al ways be increnented. Having made this
change, the nane server daenon can then be signaled to check the
dat abase and update its records and the secondary nane server's
records. A good practice is to use the date and tine the serial
t he nunber in YYMVDDHH f or nat .

The root.jdef.disa.snml.ml. is the mail address for the person
responsi ble for this domain.

b. Set up the db.rev. hosts file. Because addresses are | ooked
up as nanmes in DNS, addresses nust al so be provided to nane
mappi ngs. Each host in the domain nust have at |east one
record. The addresses are reversed within-addr.arpa
appended. The following is an exanple of the db.rev. hosts
file:

; Last update Fri Jun 24 10:40:23 1994

@ |INSOA backfire.jdef.disa.sml.ml.

root. backfire.jdef.disa.sml.nil.
93051013 ; serial number

3600 ; refresh after 1 hour
300 ; retry after 5 minutes

604800 expire after 1 week
3600 mnimmtime to live
;(ttl) of 1 hour
I N NS backfire.jdef.disa.sml.ml.
I N NS j def 1000. j def . disa.sm|.m |
$ORI G N 66.114. 199. i n-addr . ar pa.
86 IN PTR backfire.jdef.disa.sml.ml.
80 IN PTR j def 1000. jdef . disa.sm|.m|.
90 IN PTR jdefrouter.jdef.disa.sml|.ml.
70 IN PTR jws3.jdef.disa.sml.ml.
89 IN PTR jotsl.jdef.disa.sml.ml.
C. Set up the db.cache file. The nane server daenpn uses the

cache information to resolve an address outside its | ocal
domain. The cache points to the prinary and secondary root
nane servers, hornet.osf.disa.sml.ml| and
mlo.osf.disa.snmil.ml, respectively. These nane servers are
| ocated at the OSF and are aware of all the other nane
servers in the network. An alternate root nane server is
needed to protect against an OSF site failure. Sites that
would Iike to volunteer to provide this service should nai
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to "netadm@asf.disa.sml.ml". The db.cache file should | ook
exactly like the foll ow ng:
3600000 IN NS ROOT1. SSC. SM L. M L.
ROOT1. SSC. SM L. M L. 3600000 A 204. 34.130. 4
3600000 NS ROOT2. SSC. SM L. M L.
ROOT2. SSC. SM L. M L. 3600000 A 140. 49. 179. 234
3600000 NS ROOT3. SSC. SM L. M L.
ROOT3. SSC. SM L. M L. 3600000 A 140. 49. 183. 234
3600000 NS ROOT4. SSC. SM L. M L.
ROOT4. SSC. SM L. M L. 3600000 A 199. 252. 79. 234
When an alternate root nane server is defined, it will be added
her e.
d. Set up the db.local file. This file provides the | oopback

address. The following is an exanple of this file:

nane. | ocal for jdef

$ORI GI N j def. di sa.smil.nil.
@ |IN SOA backfire.jdef.disa.sml.ml.

root. backfire.jdef.disa.sml.nml.(93051013

db.

; serial nunber
3600 ;. refresh after 1 hour
300 ; retry after 5 minutes

604800 expire after 1 week
3600 ) mninumtime to live (ttl)
of 1 hour
IN NS backfire.jdef.disa.sml.ml.
IN NS j def 1000. jdef . disa.sm|.m|.
I'N PTR | ocal host.

So much for waparound 127.0.0.1

Set up the naned.boot file. This file ties all of the

dat abase files together. It specifies the catal og where the
dat abase files reside, and the file nane the site has chosen
for each database. The following is an exanple of the
naned. boot file:

; named. boot for primary nane server for your domain
;type domai n sourcefile or host

directory /var/nanmeserver

cache

cache

primary jdef.disa.sm|.m|l db. host s
primary 66.114.199.i n-addr. arpa db.rev. hosts

5-6



g.

net mask:

le0 : flags = 863<up , broadcast , no
inet 164.117.210.77 netmask . f

GCCS- SAM 2. 2
Rev 0
January 15, 1997

primary 0.0.127.in-addr. ar pa db. | ocal

When all the database files and the nanmed. boot file are
conpl eted, copy the naned. boot file to /etc/named. boot
directory:

# cp /var/ nanmeserver/ named. boot /etc/naned. boot <r et urn>
To start the nane server daenon, as root enter:
# i n.named<r et ur n>

During systemstartup, if the /etc/naned.boot file exists, the
i n.namred daenon will be automatically started.

Set up the /etc/resolv.conf file. This file defines the nane
servers for a domain. Set it up as foll ows:

domai n your domai n. di sa.smi|.nil <return>

naneserver ip_address_of primry_nanme_server<return>
naneserver ip_address_ of _secondary_nanme_server<return>
naneserver ip_address_of _offsite_backup_nanme_server<return>

Be sure there are no extra lines or spaces at the end of a line.
If there are extra spaces, the resolver does not work, and it
does not provide any error nessages. For devices in a domain
that are not nane servers, this is the pathway to a nane server.
A maxi rum of three nane servers nmay be listed in the resol ver

Performthe following steps to conplete the installation:

1. Verify that the /etc/defaultrouter file contains the IP
address for the site's gateway. |If this file does not
exist, or contains the wong value, create it and add the
| P address of the default gateway.

2. To dynamically set the default gateway, type

# route add net default <IP_address> 1<return>
3. Verify the netmasks using the "ifconfig" comand

# ifconfig | eO<return>

The following is an exanple of a Class B network with a Class C

trailers , running , nulticast > mu 1500
fffffO0O broadcast 164.117.210.255
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Nore: 164.117.210.77 should be your host's |P address.

(" Net mask" should be ffff0000 if Class B netnask is desired. It
should match A. 2.

"Broadcast" shoul d be 164.117.255.255 if Cass B network is
desired.)

4. To update a non-NI'S system edit /etc/netnmasks and enter
t he conmand:

# ifconfig -a netmask + broadcast +<return>

5.5 Secondary Nane Server Setup

a. Create a catalog like /var/naneserver |ike the primry nane
server. Touch the db. hosts and db.rev. hosts files as
fol |l ows:

# nkdir /var/ nameserver<return>
# cd /var/ naneserver <r et ur n>
# touch db. hosts db. rev. host s<ret urn>

b. Create or copy the naned. boot, db.cache, and db.local files
fromthe primary server. In the naned.boot file, change
every occurrence of primary to secondary except for the
db.l ocal entry. For the db.hosts and db.rev. hosts files, add
the I P address of the primary server. The file should be
simlar to the foll ow ng:

Secondary (backup) naneserver

;type domai n sourcefile or ip address

directory [ var/ naneser ver

cache

db. cache

secondary jdef.disa.sm|.ml 199. 114. 66. 86 db. hosts
secondary 66.114.199.i n-addr. arpa 199. 114. 66. 86 db.rev. hosts

primary 0.0.127.in-addr. ar pa db. |l oca

Copy the file to /etc/naned. boot and start the name server
daenon.

5.6 Set Up the Renaining Hosts on the Network

The remai ni ng hosts use the /etc/resolv.conf file to | ocate the nane
servers for a domain. Set up the renmmining hosts as foll ows:
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domai n {your domain}.disa.sml.m]l

nameserver {ip_address_of prinmary nane_server}

nameserver {i p_address_of secondary_nane_server}

nameserver {i p_address_of offsite_backup_nane_server}
Be sure there are no extra lines or spaces at the end of a line. |If
there are extra spaces, the resolver does not work, and it does not
provi de any error nessages. A naxi mum of three nanme servers nmmy be
listed in the resol ver.
5.7 Debugging Hnts

e If the in.named daenon does not start:

First check the /var/adninmessages file. An error message is
printed there if syslog is turned on.

« |f things are not working as expect ed:

Check the cache by signaling the in.naned daenon as foll ows:
# kill -INT “cat /etc/naned.pid <return>
This will cause a dunp to the /var/tnp/naned_dunp.db file.

e The nsl ookup facility provides insight into how DNS sees the
network. Enter the command nsl ookup and use help to get a list
of avail abl e opti ons.

5.8 Updating the Nane Server Database

Edit the files as appropriate, making sure to increment the serial
nunber (always edit the files on the primary). Signal thein.naned
daenon of the change, using the followi ng coomand. This comand wil |l
insert the process ID (pid) of the nanmed daenon as an argunent for the
kill conmand (HUP is the UNI X signal nanme for Hangup):

kill -HUP “cat /etc/naned.pid <return>

Force an update of the secondary nane server using the follow ng
command:

usr/sbin/in.named -xfer -z jdef.disa.sml.m!| -f db.hosts -s O
backfire.jdef.disa.sml.m| <return>

NOTE: Substitute site-specific information for "backfire.jdef".

z = the zone
f = the database to update
s = the serial nunber on the secondary server is the sane as the
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# on the prinmary server.

If the above command does not work, do the followi ng on the secondary
nanme server: kill the in.named daenpn, renove the db. hosts and
db.rev. hosts fromthe secondary, touch the db. hosts and db.rev. hosts
files, then restart the daenon. These actions force an update.

5.9 Solaris 2.3 Specifics

Make sure the /etc/nsswitch.conf file reflects DNS resol ution.
Typically the host nmap should be like the foll ow ng:

files dns nisplus [ NOTFOUND=r et ur n] i f running nis+
files dns [ NOTFOUND=r et ur n] i f not running nis+

Note: "files" has been placed first for those sites that have "hot standby"”
CRACLE dat abase servers. |f the prinary database server goes down,
the site only has to update the /etc/inet/hosts file to activate the
backup.
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SECTI ON 6. NI S+ ADM NI STRATI ON

6.1 Overview of N S+

NI S+ stands for Network Information Service Plus. It was designed to
replace NIS, and is a default naming service for Solaris. N S+ can
provide limted support to NIS clients via a YP-conpatibility node.
NI S+ was nmai nly designed to address problens that NI'S cannot address.

It is inportant to note that there is no relation between NI S+ and N S.
The commands and the overall structure of NIS+ are different from N S.
In addition, sonme command syntax in NIS+ is different from

the NI'S conmands. NI S+ was desi gned from scrat ch.

NI S+ increases security by using an additional authentication nmethod.
Users will still have their standard | og-in password, will give them
access to the system They will also have a secure rpc password or
network password. This new password is necessary to actually access
NI S+, and is what provides the new security. Usually, a user's login
password and network password will be the sane, and a user will
automatically have access to all N S+ functionality when they log in
with their log-in password. However, if they are different, a user wll
have to keylogin and type his or her network password to get access to
NI S+. Special notes are the N S+ daenons rpc. nisd and nis_cachengr.
You shoul d see them running on every N S+ server and client.

6.1.1 An Expl anation of the Basic NI S+ Cbjects. N S+ objects are
structural elenents used to build and define the NI S+ nanespace. The
five basic N S+ objects are described in the subsections that follow.
(bj ects are al ways separated by dots.

6.1.1.1 Directory hjects. These are simlar to Unix system
directories, in that they can contain one or nore objects such as: table
obj ects, group objects, entry objects, or link objects. Directory
objects forman inverted tree-like structure, with the root donmmi n at
the top and the subdonmai ns branchi ng downwards. They are used to divide
nanespace into the different parts. Each nain directory object wll
contain that domain's org dir and groups_dir directory objects. The

org dir directory objects contain table objects for that domain. The
groups_dir directory objects contain NI S+ adm nistrative group objects.

Exanpl e of Directory Objects:
Sun. Com

org_dir. Sun. Com
groups_dir. Sun. Com

6.1.1.2 Table Objects. These are simlar to NIS maps. Tabl e objects

store a variety of network information. Tables may contain zero or nore
Entry Objects. There are a total of 17 predefined table objects.
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Tabl es can be administered with the nistbladm or ni saddent conmands.
Tabl e entry objects forma rowin the table and each row stores one
record.

Exanpl e of Table bjects:

Passwd. org_di r. Sun. Com
Hosts. org_dir. Sun. Com

Exanpl e of Entry Objects:
[ nane=user 1], passwd. org_di r. Sun. Com

6.1.1.3 Goup Objects. These are Nl S+ nanespace admi nistrative user
groups. They permt controlled access rights to nanespace nodification
on a group basis. They are adm nistered with the nisgrpadm command.

Exanpl e of Group bjects:
adm n. groups_di r. Sun. Com

6.1.1.4 Link Objects. These are pointers to other objects. They are
simlar to synbolic links. They typically point to table or object
entries. They are administered with the nisln conmand.

6.2 Debugging NIS+. Before trying to debug a N S+ problem you should
al ways make sure that you have the recomended patches installed on the
system |In particular, the kernel patch should be at the current patch
| evel, and all the systens should have the sane patch revision.

6.2.1 Aut hentication Problens. Mst of the problens in NI S+ are
aut hentication-related problens. Assuning that you are runningrpc.nisd

at security level 2 on your master server, you can useniscat to
determine if a user is authenticated:

% ni scat passwd.org dir

If the user can see the encrypted passwords, then the user is
authenticated. |If the user sees *NP* in place of encrypted passwords,
then the user does not have permission to read the “passwd” colum. In
this case, you could run keylogin to try and reauthenticate the user.

If that works, the user nmight need to run chkey to synchroni ze the | og-
in and network passwords.

If keylogin still does not authenticate the user, it is likely that the
user’'s credentials have not been set up correctly. You can check that
sonmeone actually has credentials by exam ning thecred table:

% ni scat cred.org dir
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You can create credentials for a user with nisclient:
% ni sclient -c usernane

When havi ng credential problens, also consider that it mght be a
problemwi th the credentials of the workstation as well. |If known-good
users fail on a specific workstation, you will probably want to try

and set the workstation back up, as described in Section 6.3.3.

6.2.2 Examining NI S+ Tables. Sone N S+ problens will be related to
information mssing fromtables. You can exam ne the contents of tables
with a variety of commnds:

niscat will output the entire contents of a table for you:
% ni scat passwd.org dir

You can al so exami ne the object properties of a table:
% ni scat -o passwd.org dir

This can be very hel pful, because it will show you if a table has
unusual perm ssions which may be restricting access.

ni smatch can al so be used to find things in a table:
% ni smatch -h joe passwd.org dir

ni scat and nismatch both directly access the NI S+ tables. getent, on
the other hand, will look up tables in the order defined in the
/fetc/nsswitch.conf. A typical getent command woul d be the foll ow ng:

% getent passwd j oe

This would I ook up the user joe in passwd. In a typical environnent, it
woul d access files first, and then NIS+. |f you find that getent and

ni smatch give you different answers, you should | ook at your
nsswitch.conf. Perhaps a naming service that is |isted earlier in your
nsswitch.conf has different information, or NIS+ nay not be |isted at
all in your nsswitch. conf.

6.2.3 Using Snoop. If you are having intermttent problens, snoop
is often useful to debug them To use snoop correctly, you nust run it
from an uninvol ved nachine. For exanple, if you have a client that is
having intermttent problens with N S+, you should runsnoop on a
machi ne on the sanme subnet as the problemclient, but the machi ne nust
be neither the client nor any of the NI S+ servers:

unr el at ed- nachi ne# snoop probl emr nmachi ne
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This will tell you about all of the packets going in and out of the
probl em machi ne. You should | ook for N S+ packets, taking careful notes
of errors. |If you are getting sone type of internmittent errors, it is

useful to see which server your client was talking with at the tinme of
your problem Possibly one of your servers has bad or old information.

6.2.4 Performance Problens. Sonme NI S+ problens may be related to
performance. You night find NI S+ servers overl oaded. You mi ght get

"Nl S+ Server Unreachable" errors because your network is overl oaded. The
comands snoop and netstat may be used to exani ne such problens further.
Sections 6.5 and 6.9 explain other places you can get help fromwthin
Sun. Performance Tuning is beyond the scope of the hel p that SunService
can provide

6.2.5 GCCS Version 2.2 Information. In GCCS Version 2.2 the ASCl I
versions of the NIS+ tables are stored in/etc/nis. The System
Mai nt enance segnent will update those tables daily, except for the

shadow file, which is updated every hour. Wen performing a “NIS
popul ate” /etc/nis should be specified as the | ocation of the N S+
t abl es.

Several scripts are located in/etc/nis/adnin to assist the system

adm nistrator. The script “nis_kill” kills all N S+ processes and
restores the systemfiles to reflect a non-N S+ system The

“nis _client” makes a systema N S+ client when executed. The
“nis_server” and “nis_server_post” scripts make a systema N S+ server
and popul ate the NI S+ tables. The N S+ domain nane and the NI S+ server
nane that are found in the “nis_client” and “nis_server” scripts is
updated, if necessary, the System Mii ntenance segnent on a daily basis.

6.3 Conmmon How Tos

6.3.1 How to Prepare Your Site for NIS+. Before configuring the
NI S+ nanespace you need to do initial planning, including: verifying
har dware and software requirenents, nam ng the domain, determ ning
security level, and planning your donmin hierarchy.

In general you need a Solaris 2.3 or higher operating system 32 to 64
MB of nmenory and about 128 MB of swap space is recomended for a medi um
to large domain. The size of /var/nis is recommended to be about 20 MB.
All of these requirenents can be found in Section 7.4 of the

Adm ni stering Nane Servi ces Manual

The donmmin nanme for the root server should be at | east two | abel s |ong.
This neans for exanple, that the domain nanme "xyz." is not supported,

but the domain nanme "xyz.com" is.

Anot her consideration is security level. The default security level is
2. |If you want a secure environnent, then you should run N S+ at
security level 2. |If you have SunGCS client nmachi nes on the network,

which are going to get served by the NI S+ server, then you need to run
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NI S+ in YP conpatibility node. You should al so deci de about the access
rights you want to give to users and admi nistrative groups.

Finally, you should understand N S+ concepts such as the difference
between the |l og-in password and the network password. |It's very
important to know this difference while troubl eshooting authentication-
rel ated probl ens.

Once you are ready to begin configuring your donmin, it is recomended
that you use the quick startup scripts to configure N S+ nanespace. For
exanple, to configure the root server use the nisserver script; to
configure clients use the nisclient script. These scripts are easy to
use and reduce chances for errors. The followi ng Sections outline the
use of these scripts.

6.3.2 How to Set Up a Root NI S+ Master. To set up a root server,

becone t he superuser on the root master, and use thenisserver script to
build the root domain:

root-server# nisserver -v -r -d domai n_nane
(where donmin_nane is your NI S+ domain.)

Afterward, you will want to populate the NIS+ tables froma set of ASCI
files. It is a good idea to create a separate directory and then edit
the files required to popul ate the tables there.

For exanple, create a directory /var/tnp/nisfiles and copy the files
fromthe /etc directory to /var/tmp/nisfiles, and then edit the files.
You may wish to edit the passwd file, for exanple, because you only need
the entries for the normal users in the N S+ passwd table.

Following is the list of standard NI S+ tables that you may wish to
i ncl ude when you popul ate your nmaps (although it is not required that
they all be included):

al i ases
aut o_hone
aut o_nmst er
boot par ans
cred

group
host s
net gr oups
net masks
net wor ks
passwd
protocol s
rpc
services
ti mezone
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To popul ate the tables, change to the directory where the edited files
are, and then run the nispopul ate script:

root-master# cd /var/tnp/nisfiles
root-nmaster# ni spopulate -v -F

It is inportant to note that the network password created in the
credential table for all the users is "nisplus". This should be changed
to sonething nore secure. For normal users, every user needs to run
keyl ogin and then do the chkey command, and enter a new network
password. It is highly recommended that |ogin password and the network
password be the sane. In the NI S+ environnent, login explicitly runs
keylogin so if the network password is sane as the | og-in password,
users don't have to do a seperate keylogin to authenticate.

When the ni spopul ate is done, you should reboot your server. \When it
comes back up, you can verify that NIS+ is working correctly by running
t he standard N S+ conmmands:

root-master%nisls
root - mast er % ni scat passwd.org dir

6.3.3 How to Set Up a NIS+ Client. To set up a NIS+ client, first
becone root on the master server, and verify that N S+ host table has an
entry for the client. |If it does not, useadnintool to add it.

Afterward, run the nisclient script to create credentials for the client
machi ne:

root-master# nisclient -v -d donain_nane -c client_machi ne

(where domain_nane is your NI S+ domain, and client_nachine is the
nane of your new client.)

Do not worry if nisclient tells you that the credentials al ready exist
for your client_nmachine.

Next, log in to your client machine asroot, and run nisclient to
initialize it:

client# nisclient -v -i -h nmaster_nmachine -a naster_ip -d
domai n_nane

(where naster_nmachine is the nane of your NI S+ nmaster, naster _ip
is the I P address of your N S+ nmaster and domamin_nane is the nane
of your NI S+ dommin.)

6.3.4 How to Set Up a Root NI S+ Repli ca.

After your root replica has been set up as a client system (see Section
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6.3.3), start the NI S+ server daenon:
root-replica# rpc.nisd

Then, you can execute the nisserver conmand on the root-naster:
root-master# nisserver -v -R -d domain_nane -h replica_machi ne

(where domain_nane is your NI S+ domain and replica _nachine is the
nane of your root-replica.)

Finally, run nisping on the naster server to propagate the tables to the
replica server:

root - mast er# ni spi ng donai n_nane.
root-master# nisping org _dir.donai n_nane.
root - mast er# ni spi ng groups_dir. donai n_nane.

(where donmin_nane is your NI S+ domain.)
6.3.5 How to Set Up a Subdonain N S+ Master. The subdonmmi n server
nmust already be setup as a client of the domain above it (see Section
6.3.3). This nay be the root domain, or sone subdomain. After it is,
you should start rpc.nisd

subdomai n- master# rpc. ni sd
Then, you should log in to the master of the dommi n above your current
domai n, and execute nisserver (root-master is used in this exanple, but
this could al so be sone higher subdomai n-naster):

root-master# nisserver -v -M-d subdomai n_nane -h subdonai n_nast er

(where subdomain_nane is the nane of your new NI S+ subdomain, and
subdomai n_nmaster is the name of your Subdomain nmaster.)

You will then want to populate the NI S+ tables for your new subdonai n.
This is done on your subdomain master, in a simlar nmanner to that
described in Section 6.3.2:

subdonmai n-master# cd /var/tnp/nisfiles
subdonmai n- mast er# ni spopul ate -v -F

Afterward, reboot your new subdommi n naster.

6.3.6 How to Set Up a Subdonain N S+ Replica. The sanme procedure
as is described in Section 6.3.4, should be used to set up a Subdonmain
Replica. However, the comands will be run on the subdonmai n-naster, not

t he root-nmaster.
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6.3.7 How to Configure the Root Server for an |IP Address Change.
Unfortunately, there is no easy way to configure the root server again
when the | P address is changed. This is because the clients nmintain
the server's |IP address in their cold start file, and the server has the
old IP address in its cache. You nust totally reinitialize the root
server for an | P address change.

The best way to do this is first dunp the NIS+ tables to ASCII files
usi ng the ni saddent conmmmand:

root-master# cd /var/tnp/nisfiles

root-master# ni saddent -d aliases > aliases
root - mast er# ni saddent -d boot parans > boot parans
root-master# ni saddent -d ethers > ethers

root - mast er# ni saddent -d group > group

root - mast er# ni saddent -d hosts > hosts

root - mast er# ni saddent -d netgroup > netgroup
root-mast er# ni saddent -d netid >

root - mast er# ni saddent -d net nasks > net masks
root - mast er# ni saddent -d networks > networks
root - mast er# ni saddent -d passwd > passwd

root-mast er# ni saddent -d protocols > protocols
root - mast er# ni saddent -d publickey > publickey
root-mast er# ni saddent -d rpc > rpc

root-master# ni saddent -d services > services
root - mast er# ni saddent -d shadow > shadow

root - mast er# ni saddent -d tinezone > tinezone
root-master# nisaddent -d -t auto_hone.org dir key-val ue >
aut o_hone
root-master# n
aut o_mast er

saddent -d -t auto_mmster.org dir key-val ue >

Then, you nust clean out old N S+ info:

root-master# cp /etc/nsswitch.files /etc/nsswitch. conf
root-master# /etc/init.d/rpc stop

root-master# rm-f [etc/.rootkey

root-master# rm-rf /var/nis/*

root-master# /etc/init.d/rpc start

And finally, you can reconfigure your N S+ server, as described in
Section 6. 3. 2.

6.3.8 How to Add a User to the Admin Goup. In your default setup,
only root on your master machine will be able to make nodifications to
nost of your NI S+ naps. You will probably want to extend these

perm ssions to all of the systemadnmnistrators. This is typically done
by putting all of the systemadninistrators into the adnin group:
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# ni sgrpadm -a adni n. domai n_nane. joe

# ni sgrpadm -a adni n. domain_nane. liz
The above command will give “joe” and “liz” the ability to nodify nost
NI S+ tables fromtheir own accounts. This can give considerable
privilege, so you should nake sure that joe and liz are trusted, and
that their accounts are secure.

6.3.9 How to Change a NI S+ User Password.

The password for a normal user can be changed by the user running the
ni spasswd conmand:

% ni spasswd

Thi s updates the password in the password table, and al so updates the
credential table.

Root can change passwords for users by running:
# ni spasswd user_nane

However, this procedure shoul d never be used for changing the root
passwor d.

6.3.10 How to Change a NI S+ root password. To change a root passwd,
you nust use the foll ow ng procedure.

First, issue the passwd command, and supply new password:
# passwd

This will change the password in the |local /etc/passwd file. Then, run
chkey -p and enter the new network passwd:

# chkey -p

Finally, do keylogin -r to update /etc/.rootkey file with the new
private key for the server:

# keylogin -r
Thi s changes the private key for the server, while the public key
remai ns the sane. This is necessary because clients use server's public
key for authentication.

If you use any other nethod for updating your root password, you can
create serious problens in your N S+ donain.
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6.3.11 How to Adm ni ster N S+ Credenti al s.

The ni saddcred conmand can be used to create, update and renove | ocal
and DES credenti al s.

To create or update credentials for another N S+ principal:

% ni saddcred -p uid -P principal -nane | oca

% ni saddcred -p rpc-netnane -P principal -nane des
The rpc-netnanme is unix.ui d@onmai n_nane for a user, and
uni x. host nane@lonai n_nane for the root user on a host. Note that these
domai nnanes do NOT contain a trailing dot, unlike nbst N S+ commands.
The principal -nane i s nane.dormai n_nane., where nane can be user nane or
a host nane.

For exanple, joe (uid 555) in the exanple.comdonmain has the foll ow ng
names:

pri nci pal - nane: j oe. exanpl e. com
r pc- net nane: uni x. 555@xanpl e. com

While root on the machine test has the foll owi ng nanes:

pri nci pal - nane: t est. exanpl e. com
r pc- net nane: uni x. t est @xanpl e. com

A few caveats: you can only create DES credentials for a client
wor kstation. DES credentials may only be created in the client's hone
domai n. However, you can create local credentials for a client user in
ot her dommai ns.
To renpve credentials execute the foll ow ng:

% ni saddcred -r principal - nane
6.3.12 How to Admi nister N S+ G oups.

The following coomands nmay all be used to administer N S+ groups. Be
aware that N S+ groups are not the sanme thing as normal Unix groups.

You can |ist the object properties of a group withniscat:
% ni scat -o group-nane. groups_dir. domai n_nane.

The ni sgrpadm command creates, deletes, and perforns m scel |l aneous
adm ni stration operations on the N S+ groups.

To create a group:
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% ni sgr padm - ¢ group- nane. domai n_nane.

The group you create will inherit all the object properties specified in
the NI S DEFAULTS variable. You can view the defaults using the

ni sdefaul ts conmand:

root-master# nisdefaults

prinici pal nanme: nmaster.donmai n_nane
domai n nane: donmi n_name

Host Name: nmster. donmai n_nane

G oup Nane:

Access Rights: ----rncdr---r---
Time to live: 12:0:0

Search Patch: domai n- nane

To del ete a group:

% ni sgr padm -d group- nane. domai n_nane.
To list the group nenbers:

% ni sgr padm -1 group- nane. domai n_nane.
To add nenbers to a N S+ group

% ni sgr padm -a group-nane nenber
To renove nenbers froma N S+ group:

% ni sgr padm -r group-nane nenber
To deternine if a nmenber belongs to a N S+ group

% ni sgr padm -t group-nane nenber
6.3.13 How t o Adni nister N S+ Tabl es.
The nistbladm comand is the primary NI S+ table adninistration utility.
Wth this coomand, you can create, nodify, or delete tables and table
entries. To create a table you nust have create rights to the directory
under which you will create. To delete a table you nust have destroy
rights to the directory. To nodify a table, or to add, change, or
delete the entries you nust have nodify rights to the table or the
entries.
A table colum can have followi ng characteristics:

S: Searchabl e

|: case insensitive
C. encrypted
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To create a table:
% ni stbl adm -c table-type col um-spec .... table-nane
For exanple, to create a table of type conputers and of nane
conput ers. exanple.com, with two columms, nane and nodel, which are both
searchabl e, you would use the foll ow ng command:
% ni st bl adm - ¢ conput ers nane=S nodel =S conput ers. exanpl e. com
(assum ng your dommi n_nanme is exanpl e.con
To delete a table:

% ni st bl adm -d t abl e- nane

For exanple, to delete your conputer’s table, you would use the
fol |l owi ng conmmand:

% ni st bl adm -d conput ers. exanpl e. com
For nore information about adding entries or nodifying entires, refer to
t he ni stbladm man page.
6.3.14 How t o Exani ne NI S+ tabl es.
The niscat conmand di spl ays the contents of NI S+ tabl es.
To display the object properties of a table:

% ni scat -o tabl e-nane

or:

% niscat -0 entry
To display the contents of a table:

% ni scat -h tabl e-nane
6.3.15 How to Modi fy N S+ Tabl es.
NI S+ tables may be nodified in a nunber of ways. One note for all of
these nethods is that a NI S+ principal nust be a nenber of the admn

NI S+ group to make nodifications to nost tables (see Section 6.3.8).

The best method is to use the adnintool GJ to nodify them The only
di sadvantages to this approach are: admi ntool requires X to be running;
not all the standard tables are avail abl e t hrough adni ntool; and new
tables will never be avail abl e through adni ntool .
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If you can not use adnintool to nodify a table, nisaddent is the best
alternative. The nisaddent conmmand | oads information fromtext files or
fromNS maps into NIS+ tables. It can also dunp the contents of

the NI S+ tables back to text files. The follow ng options are used

al ong with the nisaddent comand:

-a append: add the contents of the source to the table

-r replace: substitute contents of the source for the contents of
the table

-mnerge: nmerge the contents of the source with the contents of

t he table.

-d dunp: dunp the contents of the table to stdout

(Wth no -a, -r or -moptions, the default is REPLACE)

You can put new entries into a file, and then nmerge in those changes:
% ni saddent -m -f filenane tabl e-type

For exanpl e:
% ni saddent -m -f /etc/hosts hosts

O, you could dunp a table, make changes, and then replace the copy of
the table in N S+

For exanpl e:

% ni saddent -d hosts > /tnp/hosts
% vi /tnp/hosts
% ni saddent -r -f /etc/hosts hosts

There is a special case to nodify the password tabl e usingni saddent.
Exanpl e:

% ni saddent -d passwd > /tnp/ passwd

% ni saddent -d shadow > /tnp/ shadow

% vi /tnp/ passwd

% ni saddent -r -f /tnp/passwd passwd

% ni saddent -m -f /tnp/shadow -t passwd.org_dir shadow

The reason that you nust do the passwd table this way is that if you
don't reload all the shadow i nformation, your passwords will be |ost.

If you do not want to use ni saddent, your final option is to use

nistbladmto directly nodify the table. This can be fairly conpl ex.
Exam ne the nistbladm man page for nmore infornation on how to do this.
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6.3.16 How to Regularly Adninister NIS+. Depending on the updates
one perforns in the nanespace, it is a good idea to frequently perform
nisping -Cso that log files get witten to the disk. You may wish to
put this into a cron tab on your root-naster server, to make sure that
it is executed daily.

Anot her inportant NI S+ administration task is to regularly back up
/var/nis, to make sure that you can recover in the case of a massive
failure.

6.3.17 How to Renbve NIS+. |If you wish to renmove NI S+, you should
run the followi ng conmands on all of your N S+ machi nes:

cp /etc/nsswitch.files /etc/nssw tch. conf
/letc/init.d/ rpc stop

rm-f /etc/.rootkey

rm-rf /var/nis/*

rm-f /etc/defaul tdonmain

letc/init.d/rpc start

HoHHHHH

It is suggested that you start with the clients, and do the servers
| ast .

6.3.18 How to define the printer table in NIS+. Run the follow ng
comand, as root, to set up the NIS+ printers table definition:

# nistbladm -c -D access=n+r, o+rntd, g+rncd, w+r printers
print er _nane=S, o+rntd, g+r, w+r printer_host =S, o+rntd, g+r, wtr
description=, o+rntd, g+r, wr printers.org _dir. donmai nnane .

Once you have set up this definition, you can confirmthe perm ssions
are set properly:

# niscat -o printers.org dir

Chj ect Nane . printers

Owner . ppp. hans. com

G oup : adni n. hans. com
Domai n : org_dir. hans.com

Access Rights : r---rntdrncdr---
Time to Live : 12:0:0

Chj ect Type . TABLE
Tabl e Type . printers
Nurber of Col umms 3

Char act er Separ at or
Search Path
Col umms :
[ 0] Nane . printer_name
Attributes . (SEARCHABLE, TEXTUAL DATA, CASE SENSI Tl VE)
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Access Rights : ----rncdr---r---

[1] Nane : printer_host

Attributes . (SEARCHABLE, TEXTUAL DATA, CASE SENSI Tl VE)
Access Rights : ----rncdr---r---

[ 2] Nane : description

Attributes . (TEXTUAL DATA)

Access Rights : ----rncdr---r---

After this, adm ntool or the nisaddent command can be used to popul ate

t he

6.4

6. 4.

BRE

Printers table.
Sone Frequently Asked Questions
1 M scel | aneous Questi ons
VWhat are the main features of N S+?
What new functionality does NI S+ have?

VWhat are the differences between NI'S and N S+?

A: NS nane space is a flat nanmespace, which neans that it does
not support subdomains. Under NI'S, only one donain is accessible

froma given host. |In NS+, the nanespace is hierarchical. This
hi erarchical structure is simlar to the Unix fil esystem
structure. Since the N S+ nanespace is hierarchical, it can be

configured to conformwith the | ogical hierarchy of the
organi zation. This neans that you can create subdomai ns for
different |evels of organization.

In NS, even for a small change in the map, the nmaster server
needs to push the whole map to the slave servers. However, in

NI S+, the database updates are increnmental. This neans that only
changes in the map are replicated to replica servers. Therefore,
NI S+ dat abase updates are nore efficient and | ess tine-consum ng.

Anot her inportant difference between NI'S and NI S+ is server
binding. In NS, clients are hard- bound to a specific server.
During the bootup tine, the ypbind process on the client side
binds to a specific server. However, the NIS+ client library is
not a seperate process. In NS, the ypwhich conmand can tell you
to which specific server the client is bound to, but that is not
possible in NIS+. In other words, the binding in NIS+ is soft

bi ndi ng.

NI S maps can be searched by only one predefined searchabl e col um.
NI S+ tabl es allow nore than one searchabl e col um.

NI S supports UN X groups and netgroups. N S+ also supports the
concept of NI S+ group. One or nmbre NI S+ users can be grouped
together into a NIS+ group. Miltiple N S+ groups can be defi ned,
each with different access and nodification rights to the N S+
nanmespace.
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NI S+ al so has much i nproved security.

NI S does not support authentication, authorization and secure RPC,
whereas NI S+ supports authentication, authorization and secure
RPC.

Q Wiat is ny network password?

A: I n nost cases, your network password should be the sanme as your
| og-in password. Wen NI S+ is just getting set up, network
passwords are often set to 'nisplus'.

Q Wiy can't | have machi nes and users with the sanme nanme?

A: Al machines and users nmust have credentials created for them
If you have a machine and a user with the sane nanme, only one of
themw Il be able to have credentials. |n case of a nam ng

conflict of this sort, you should change the nachine's nanme you

may have to recreate credentials for the user and machine
af t erwar ds:

% ni sclient -c user
% ni sclient -c machi ne

6.4.2 Nl S+ Setup Probl ens

Q Wiy does nisserver fail when | run it, as described in Section 6.3.4?

A |If for sonme reason the nisserver script fails, check the error
nmessage. It will give sone ideas about the failure. Another
option is to do the configuration manually usingnisinit, and

ni ssetup, as is described in the Nane Services Admi nistration
Quide. This will give an idea about which step the script is
failing in. This can help to diagnose the problembetter. |If the
nisinit -r step hangs, then check if you are running DNI. The DN
installation nodifies /etc/netconfig file with this line:

nsp tpi _cots ord - decnet nsp / dev/ nsp
{fusr/lib/straddr.so

If you coment this line out and then run the script again, it
will work correctly.

6.4.3 User Log-in Problens
Q Wiy do | get the following error on log-in

"Password does not decrypt secret key for ..."
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A: This nmeans that the user's log-in password and network password

do not match. After log-in, the user nust runkeylogin to get
NI S+ credenti al s:

% keyl ogi n

They will have to type their N S+ network password at the keylogin
pronpt. This may very well be 'nisplus' if the user is logging in for
the first time. Afterwards, the user should runchkey, to synch the

| og-in and network passwords:

% chkey -p

Users have to again type their N S+ password (nisplus) and then their
| og-in password (password typed in when |ogging into system.

Q Wiy do | get the following error on login

"/usr/bin/passwd: <user> does not exist"
"Connection closed by foreign host."

Al: This can be the result of selecting "cleared until first

| ogin" in adm ntool, when you initially create a user. You should
i nstead select a nornmal password for a user when you create the
user’s account.

A2: If you are trying to use password aging, you nust install the
password agi ng poi nt patch.

6.4.4 NI S+ Lookup Probl ens
Q Wiy do | get inconsistant results when | do certain N S+ | ookups?

A In NIS+, the server binding is a soft binding. That is, every
guery may be accessing a different server. Therefore, if a
replica is not in synch with the master, clients will get

i nconsi stant information for every query. \Wen you get

i nconsi stant information for queries run the snoop conmand (see

Section 6.2.3) to find out which server is providing the incorrect
i nformati on.

6.5 Ref er ences

6.5.1 | nportant Man Pages

chkey

keyl ogi n
newkey

nis

ni s_cachenyr
ni saddcr ed
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ni scat

ni saddent
ni schgrp
ni schown
ni schttl

ni scli ent
ni sdefaul ts
ni sgrep

ni sgr padm
ni sinit

ni sl og
nisls

ni smat ch
ni snkdi r

ni spi ng

ni spopul at e
ni srm

ni srndir

ni sserver
ni st bl adm
ni sudpkeys
rpc. ni sd

6.5.2 Sunsol ve Docunents. There are a nunber of Sunsol ve docunents
concerning NI S+. The ones |isted below either contain sone additional
information not in this docunent, or reference rare problens, or rare
how-t os.

6.5.2.1 FAGs
1012 NI S+ questi ons
6.5.2.2 I nf odocs

2216 NI S+ questi ons
11742 How to convert a NI S+ root replica server to a root nms

6.5.2.3 SRDBs

5874 ni s+ dat abase recovery

6285 Change of root passwd on N S+ server breaks authenticat
6487 Di fferences between NI'S and NI S+

6640 Why does NI S+ require passwords

6616 Is it possible to revert to NIS

7202 Cannot change NI'S passwords served by N S+ servers
10448 Changing the N S+ naster server.

10941 NI S+ error nessages

10951 NI S+ servers unreachabl e

11728 Changing a NI S+ server's | P address.

6.5.3 Sun Educational Services. N S+ concepts and administration
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of fered by SUNED

6.5.4 Sol ari s Docunent ati on

_Nane Services Adnministration Quide , part #801-6633-10
_Nane Services Configuration Guide , part #801-6635-10

6.5.5 Third Party Docunentation

_Al'l About Adnministering NIS+ , by R ck Ranasey, Prentice Hal
6.5.6 RFCs. There are no RFCs on NI S+.
6.6 Supportability

SunService is not responsible for the initial configuration of your N S+
environnment. In addition, SunService can not diagnose your NI S+

per f ormance probl ens, or suggest N S+ tuning guidelines. W can help
resol ve problens where NI S+ is not behaving correctly, but in such cases
the contact nmust be a system adm nistrator who understands how t he NI S+
domain is set up

6.7 Additional Support

For initial configuration, or N S+ performance tuning guidelines, please
contact your local SunService office for possible consulting offerings.
Sun's Custoner Rel ations organi zation can put you in touch with your

| ocal Sunlntegration or Sales office. You can reach Custoner Rel ations
at 1-800-821-4643.
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SECTION 7. MAIL ADM NI STRATI ON

7.1 Introduction

Sendnai | inplements a general purpose internetwork mail routing facility
under the UNI X operating system It is not tied to any one transport
protocol. Its function may be |ikened to a crossbar switch, relaying
nmessages fromone domain into another. |In the process, it can do a

limted anbunt of nessage header editing to put the nessage into a
format that is appropriate for the receiving domain. Al of this is
done under the control of a configuration file.

Due to the requirenents of flexibility for sendmail, the configuration
can seem sonewhat unapproachable. However, for npbst GCCS Sl PRNET sites,
the only difference in the sendmail.cf file is the domain nane. Those
sites having uni que address resolution rules will have to address those
i ndi vidual ly.

The GCCS COE Kernel tape configures each platformfor nail according to
how certain questions are answered.

g. If it was stated that the platformis a mail server (nai
host) during the installation of the GCCS COE Kernel (see
Section 4.3 of the GCCS I npl enentation Procedures), the
foll ow ng occurs:

1. A preconfigured main.cf file" is configured with the
site's domain nane and copied into the
fetc/mail/sendmail .cf file.

2. An alias of nmailhost is added after the site's host nane
in the /etc/host file.

3. The file system/var/mail is exported.

b. If it was stated that the platformis not a mail server, the
foll owi ng occurs:

1. The preconfigured subsidiary.cf file is configured with
the site's domain name and copied into the
letc/mail/sendmail .cf file.

2. An | P address with an alias of nmil host is added to the
host table of that platform

3. The /var/mail file systemof the mail server is nounted.

* Copies of these mail administration files are provided in Section 7.2, with bold print used
to identify fields that were modified.

7-1 CH-3



GCCS- SAM 2. 2
Rev 0
January 15, 1997

C. The /usr/lib/sendrmail.nmx file is copied to /usr/lib/sendmail
to enable mail to use DNS.

Al t hough sendnmail is intended to run without the need for nonitoring, it
has a nunber of features that may be used to nonitor or adjust the
operation under unusual circunstances. These features are not descri bed
in this docunent. The following Iist of docunents are recommended for
those who would like nore detailed infornmation on the operation of
sendnai | :

sendmail - by Bryan Costales with Eric Allman & Neil Rickert,
published by O Reily & Associ at es.

sendnmail - An Internetwork Mail Router, by Eric Al mn (SMM\ 16)
sendnmai|l - Installation and Operation Quide, by Eric Al man
(SMwt 07) .

O her useful docunments are the follow ng Requests for Comments (RFCs):

RFC822 Standard for the Format of ARPA-Internet Text Messages

RFC821 Sinmple Mail Transfer Protocol

RFC819 The Donmi n nam ng Convention for Internet User
Applications

RFC1123 Requi renents for Internet hosts - Application and
Support.

To receive these RFCs via electronic mail:

mai |l service@s.internic. net
hel p
or

mai |l service@s.internic. net
send RFC 822

7.2 Mail Admi nistration Files

HERHHHHRHHH AR H PR HH AR SRS HR R H S R TR R
Sendmai | configuration file for "MAI N MACHI NES"

You should install this file as /etc/sendmail.cf

if your machine is the main (or only) mail-relaying
machi ne in your domain. Then edit the file to
custom ze it for your network configuration.

See the manual "System and Network Adm nistration for the Sun
Workstation". Look at "Setting Up The Mail Routing Systent in
t he chapter on Communications. The Sendnmail reference in the
back of the manual is also useful.

HHFHFFHHFEHHFEHHFRR
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# @#)min.nc 1.17 90/ 01/ 04 SM
#

#HH## | ocal info

# delete the following if you have no sendnmilvars table
Lmrei | domai n

# my official hostnane

# You have two choices here. |If you want the gateway nachine to identify
# itself as the DOVAIN, use this line

Dj $m

# |If you want the gateway machine to appear to be INSIDE the domain, use:
#Dj $w. $m

# if you are using sendmail.mx (or have a fully-qualified hostnanme), use:
#Dj $w

# mpjor relay mailer - typical choice is "ddn" if you are on the
# Defense Data Network (e.g. Arpanet or M| net)

#DMsmart uucp

DMvddn

# major relay host: use the $M mailer to send mail to other domains
#DR ddn- gat eway
#CR ddn- gat eway

DR nmi | host

CR mai | host

# If you want to pre-load the "mail hosts" then use a line like

# FS [usr/lib/milhosts

# and then change all the occurrences of $% to be $=S instead.

# Otherwi se, the default is to use the hosts.byname map if NS

# is running (or else the /etc/hosts file if no NI'S).

# valid top-level domains (default passes ALL unknown domai ns up)

CT arpa comedu gov ml| net org sm|l
CT us de fr jp kr nz il uk no au fi nl se ca ch ny dk ar

# options that you probably want on a nmail host:

# checkpoint the queue after this nmany recipients
OC10

# refuse to send tiny messages to nore than these recipients
h10

HERSHHHH RS H PR RS HH TR H SRR TR PR H AR
#
# General configuration information

# |l ocal donmmin nanes

#

# These can now be determ ned fromthe domai nnane system call

# The first conponent of the NIS domain name is stripped off unless
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# it begins with a dot or a plus sign.

# If your NI'S domain is not inside the domain name you would Iike to have
# appear in your mail headers, add a "Dm' line to define your domai n nane.
# The Dmvalue is what is used in outgoing mail. The Cm val ues are

# accepted in incomng mail. By default Cmis set fromDm but you m ght
# want to have nore than one Cmline to recognize nore than one domain

# name on inconming mail during a transition.

# Exanpl e:

# DnCS. Podunk. EDU

# Cm cs cs. Podunk. EDU

#

DnDUMWY.

Cm DUM DUMWY.
# known hosts in this domain are obtained from gethostbynane() cal

# Version nunber of configuration file

#i dent "@#)version.m 1.17 92/07/14 sM" /* SunCS 4.1 */
#

#

# Copyright Notice

#

#Notice of copyright on this source code product does not indicate
#publ i cati on.

#

# (c) 1986, 1987,1988,1989 Sun M crosystens, |nc

# Al'l rights reserved.

DVSM - SVR4
#HH## St andard nmacr os

# name used for error nmessages
DnMai | er - Daenon

# special user

CDMnui | er - Daenmon root daenon uucp
# UNI X header format

Dl From $g $d

# delimter (operator) characters
Do. : %@ "=/ ]

# format of a total nane

Dg$g$?x ($x) $.

# SMIP | ogi n message

De$j Sendmmil $v/$V ready at $b

#H# Opti ons

# Rermote node - send through server if mailbox directory is nmounted
OR

# location of alias file

OANetc/mail/aliases

# default delivery node (deliver in background)

Qdbackgr ound

# rebuild the alias file automagically
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@ D)

# tenmporary file node -- 0600 for secure mmil, 0644 for pernissive
OF0600

# default A D

Oyl

# location of help file

OH/ etc/ mail / sendmai | . hf

# log |l evel

oL9

# default messages to old style

Co

# Cc my postmaster on error replies | generate

OPPost mast er

# queue directory

OQ var/ spool / ngqueue

# read tineout for SMIP protocols

O 15m

# status file -- none

OS/etc/ mail / sendmai | . st

# queue up everything before starting transnission, for safety

# return queued mail after this |ong
Or3d

# default U D

Qul

HH# Message precedences
Pfirst-class=0
Pspeci al -del i very=100

Pj unk=-100

#H# Trusted users
T root daenpn uucp

#H# Format of headers

H?P?Ret ur n- Pat h: <$g>

HRecei ved: $?sfrom $s $. by $j ($v/$V)
id$i; $b

H?D?Resent - Dat e: $a

H?D?Dat e: $a

H?F?Resent - From $q

H?F?From  $q

H?x?Ful | - Name: $x

HSubj ect :

H?M?Resent - Message-1d: <$t. $i @j >

H?M?Message- 1 d: <$t. $i @j >

HErr ors- To:

HERSHH R R HH AR H PR HH R R
#H# Rewriting rules #i#
HERSHH R R HH AR H PR TR

# Sender Field Pre-rewiting

S1
# None needed.
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# Recipient Field Pre-rewriting
S2
# None needed.

# Name Canoni cal i zati on

# Internal format of names within the rewiting rules is:

# anyt hi ng<@ost . domai n. donmai n. . . >anyt hi ng

# W try to get every kind of nane into this format, except for |oca

# names, which have no host part. The reason for the "<>" stuff is

# that the relevant host nane could be on the front of the nane (for

# source routing), or on the back (normal forn). We enclose the one that
# we want to route on in the <>'s to make it easy to find.

#

S3

# handle "from <>" special case
R$* <>8$* $@@ turn into magic token

# basic textual canonicalization
R$* <$+>$* $2
basi ¢ RFC822 parsing

# make sure <@, @, @: user @> syntax is easy to parse -- undone |ater

R@+, $+: $+ @1: $2: $3 change all "," to ":"
R@s+: $+ $@>6<@1>: $2 src route canonica
R$+: $*; @+ $@1: $2; @3 list syntax

R$+@+ $: $1<@2> focus on dommin
R$+<$+@+> $1$2<@3> move gaze right
R$+<@+> $@>6$1<@2> al ready canonica

# convert ol d-style names to domai n-based nanes
# Al old-style nanes parse fromleft to right, wthout precedence.

R$- ! $+ $@>6$2<@1. uucp> uucphost ! user
R$- . $+! $+ $@>6$3<@1. $2> host . domai n! user
R$+9&+ $@>3%1@2 user %host

# Final Qutput Post-rewriting

sS4

R$+<@+. uucp> $2! $1

u@. uucp => hlu

R$+ $: $>9 $1 Cl ean up addr
R$* <$+>%* $1$2%$3

def ocus

# Clean up an nanme for passing to a mailer
# (but leave it focused)

S9

R$=wl @ $@w $n

R@ $@n handl e <> error addr
R$* <$* LOCAL>$* $1<$2$m>$3 change local info
R<@+>%*: $+: $+ <@1>%$2, $3: $4 <r out e- addr > canoni ca
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# Rewriting rules

# special | ocal conversions

S6

R$* <@* $=m>$* $1<@2LOCAL>$4 convert |ocal donmin

# Local and Program Mailer specification

Mocal, P=/bin/mil, F=flsSDFMmMP, S=10, R=20, A=mail -d $u
Mpr og, P=/ bi n/ sh, F=l sDFMeuP, S=10, R=20, A=sh -c $u

Ss10

# None needed.

S20

# None needed.

#i dent "@#)ethermmt 1.15 93/04/05 SM" /* SunCS 4.1 */
#

# Copyright Notice

#

#Notice of copyright on this source code product does not indicate
#publ i cati on.

#
# (c) 1986, 1987,1988,1989 Sun M crosystens, |nc
# Al'l rights reserved.

HERHHHHRHHH AR H PR HH AR SRS H T SRR TR R

HittH#

#H#HH#H Et hernet Mail er specification

HittH#

#H#### Messages processed by this configuration are assuned to renmin
##### in the same domain. This really has nothing particular to do
#####  with Ethernet - the name is historical

Met her, P=[TCP], F=msDFMUCX, S=11, R=21, A=TCP $h

S11

R$* <@+>$* $@P1<@2>$3 al ready ok

R$=D $@1<@wW> tack on ny hostnane

R$+ $@1<@k> tack on my nmbox hostnane
S21

R$* <@+>$* $@P1<@2>$3 al ready ok

R$+ $@1<@k> tack on my nmbox hostnane

HERSH SRR HH AR H PR H AR SR H PR RS R R R R R
# General code to convert back to old style UUCP nanes

S5

R$+<@ OCAL> $@ $w $1

name @ OCAL => sun! nane

R$+<@- . LOCAL> $@ $2! $1

u@. LOCAL => hlu

R$+<@+. uucp> $@ $2! $1

u@. uucp => hlu

R$+<@* > $@ $2! $1 u@ => hlu



# Rout e-addrs do not work here. Punt til uucp-nmail
R<@+>%* $@ @1%2

R$* <$* >$* $@ $1$2%3

# UUCP Mai |l er specification

P=/usr/ bi n/ uux, F=nsDFNhuU, S=13, R=23,
A=uux - -r -a$f $hlrmail (S$u)

Muucp,

# Convert
S13
R$+
convert to old style
R$=wi $+

strip |local
R$+

uucp sender (From field
$: $>5%1
$2

$: $w $1

nane

# Convert
S23
R$+
convert to old style

uucp recipient (To, Cc) fields

$: $>5%1

#i dent
#
#
#
#

"@#)ddnmmt 1.8 93/06/30 SM"

Copyright Notice

#Notice of copyright on this source code product does not

#publ i cati on.
#
# (c) 1986, 1987,1988,1989 Sun M crosystens,
# Al'l rights reserved.

GCCS- SAM- 2. 2
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January 15
comes up with sonething.
just defocus and punt
Def ocus strange stuff

stick on real host nanme

/* SunCS 4.1 * |

i ndi cate

I nc

BHHHHBHBHERHBHGHHHBH B HH B H B HE R H B H BB BB RS R H R R R R R H

DDN Mai | er specification

on the Defense Data Network
M | net)

Send nmai |
(such as Arpanet or

HHHHH

Midn, P=[TCP], F=msDFMuCX, S=22, R=22, A=TCP $h,
map containing the inverse of mail.aliases
Note that there is a special case mail.byaddr
| ookups in both Nis+ and NI S.

If you want to use ONLY Nis+ for alias inversi
and unconmment the line after that
DZmai | . byaddr

#DZREVERSE. mai | _al i ases.org_dir

HHHHH

S22

R$* <@ OCAL>$*
R$- <@- >

R$* <@+. $*>$*

$: 51
$: $>3${ Z$1@2%}
$@L<@2. $3>%4

7-8

E=\r\n

wi |l cause reverse

on comment out the next |ine

invert aliases
al ready ok

CH-3
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R$+<@+>%* $@HB1<@2. $nr$3 tack on our domain
R$+ $@HB1<@w. $n> tack on our full nane

# "Smart" UUCP nmiler: Uses UUCP transport but domai n-style naming
Msmart uucp, P=/usr/bin/uux, F=CnsDFMhuU, S=22, R=22,
A=uux - -r $hlrmail ($u)

BHHHHBHBHERH B HGHH B H B HH B H B H SRR H B R B H R BB SRR H R R R BB H
#

# RULESET ZERO
#
# This is the rul eset that determ nes which mailer a nane goes to.

# Rul eset 30 just calls rulesets 3 then O.

S30

R$* $: $>3 $1 Fi rst canonicalize
R$* $@ $>0 $1 Then rerun ruleset 0
SO

# On entry, the address has been canonicalized and focused by rul eset 3.
# Handl e special cases.....

R@ $#l ocal $: $n handle <> form

# resolve the local hostnane to "LOCAL".

R$* <$* $=w. LOCAL>$* $1<$2LOCAL>%$4

t hi shost . LOCAL

R$* <$* $=w. uucp>$* $1<$2LOCAL>$4

t hi shost . uucp

R$* <$* $=w>$* $1<$2LOCAL>$4 t hi shost

# Mail addressed explicitly to the domai n gateway (us)

R$* <@ OCAL> $@>30%1 strip our nane, retry
R<@ OCAL>: $+ $@>30%1 retry after route strip

# For numeric spec, you can't pass spec on to receiver, since old rcvr's
# are not smart enough to know that [x.y.z.a] is their own nane.

R<@ $+] >: $* $:$>9 <@ $1] >: $2 Clean it up, then...

R<@ $+] >: $* $#et her $@ $1] $: $2 numeric internet spec
R<@ $+] >, $* $#et her $@ $1] $: $2 numeric internet spec
R$* <@ $+] > $#et her $@ $2] $: $1 numeric internet spec

# deliver to known ethernet hosts explicitly specified in our domain

R$* <@ % . LOCAL>$* $#tet her $@2 $: $1<@2>%$3
user @host . sun. com
# deliver to hosts in our domain that have a MX recod
R$* <@ %x. LOCAL>$* $#et her $@2 $: $1<@2>%$3
user @host . sun. com

# etherhost.uucp is treated as etherhost.$m for now.

# This allows themto be addressed from uucp as foo!sun!etherhost!user.
R$* <@ % . uucp>$* $#et her $@2 $: $1<@2>%$3

user @t her host . uucp
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# Explicitly specified nanes in our domain -- that we've never heard of

R$* <@* . LOCAL>$* $#error $: Never heard of host $2 in domain $m
# Clean up addresses for external use -- kills LOCAL, route-addr ,=>:

R$* $:$>9 $1

Then conti nue. .

# resol ve UUCP-styl e nanes

R<@b- . uucp>: $+ $#uucp $a@1 $: $2
@nost . uucp: ...
R$+<@- . uucp> $#uucp $@2 $: 51

user @ost . uucp

# Pass other valid names up the | adder to our forwarder
#HRE* <@* . $=T>$* $#EM S@R $: $1<@2. $3>%$4
user @omai n. known

# Replace following with above to only forward "known" top-Ievel domains
#RE* <@* . $+>%* $#H$M SR $: $1<@2. $3>%4
user @ny. domai n

# if you are on the DDN, then conment-out both of the the lines above
# and use the foll ow ng instead:

R$* <@* . $+>%* $#ddn $@ $2. $3 $: $1<@2. $3>%4
user @ny. domai n

# Al addresses in the rules ABOVE are absolute (fully qualified domains).
# Addresses BELOW can be partially qualified.

# deliver to known ethernet hosts

R$* <@ %y >$* $#et her $@2 $: $1<@2>%$3 user @t her host
# deliver to known et hernet hosts that has MX record

R$* < @Y >$* $#et her $@2 $: $1<@2>%$3 user @t her host
# other non-local nanmes have nowhere to go; return themto sender.

R$* <@+. $- >$* $#error $: Unknown domain $3

R$* <@+>%$* $#error $: Never heard of $2 in domain $m
R$* @* $#error $:1 don't understand $1@2

# Local names with %are really not |ocal
RS+ + $@>30$1@h2 turn %=> @ retry

# everything else is a local name
R$+ $#l ocal $: $1 | ocal nanes

BHBHHBHBHIERH B H G HH B H RS R BH G HH B H B R RS RHBH R BHEHE R H HHH
SENDMAI L CONFI GURATI ON FI LE FOR SUBSI DI ARY MACHI NES

You should install this file as /etc/sendmail.cf

if your machine is a subsidiary machine (that is, some
ot her machine in your domain is the main mail-rel aying
machine). Then edit the file to custonize it for your
net wor k configuration.

HHFHHFHHR
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@ #)subsidiary.nc 1.11 88/02/08 SM; from UCB arpa.nt 3.25 2/24/83

H*H

# delete the following if you have no sendnmilvars table
Lmmei | domai n

# local UUCP connections -- not forwarded to mail host

cv

# nmy official hostnane

Dj $w. $m

# major relay mailer

DMddn

# maj or relay host

DRmai | host

CRmai | host

HERSHHHH RS H PR RS HH TR H SRR H SRR

#

# General configuration information

# |l ocal donmmin nanes

#

# These can now be determ ned fromthe domai nnane system cal |

# The first conponent of the NIS domain name is stripped off unless

# it begins with a dot or a plus sign.

# If your NI'S donmmin is not inside the domain name you would Iike to have
# appear in your mail headers, add a "Dm' line to define your domai n nane.
# The Dmvalue is what is used in outgoing mail. The Cm val ues are

# accepted in incomng mail. By default Cmis set fromDm but you n ght
# want to have nore than one Cmline to recognize nore than one domain

# name on inconming mail during a transition.

# Exanpl e:

# DnCS. Podunk. EDU

# Cm cs cs. Podunk. EDU

#

# known hosts in this domain are obtained from gethostbynane() cal

DrDUMWY.
Cm DUM DUMWY.

# Version nunber of configuration file

#i dent "@#)version.m 1.17 92/07/14 smM" /* SunCS 4.1 */
#

#

# Copyright Notice

#

#Notice of copyright on this source code product does not indicate
#publ i cati on.

#

# (c) 1986, 1987,1988,1989 Sun M crosystens, |nc
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# Al'l rights reserved.
DVSM - SVR4
#i# St andard macr os

# name used for error nmessages
DnMai | er - Daenon

# specail user

CDMnui | er - Daenmon root daenon uucp
# UNI X header format

D From $g $d

# delimter (operator) characters
Do. : %@ "=/ ]

# format of a total nane

Dg$g$?x ($x) $.

# SMIP | ogi n message

De$j Sendmmil $v/$V ready at $b

#H# Opti ons

GCCS- SAM- 2. 2

January 15

# Renmote node - send through server if mailbox directory is nmounted

OoR
# location of alias file
OA/etc/mail/aliases

# default delivery node (deliver in background)

Qdbackgr ound

# rebuild the alias file automatically

oD

# tenmporary file node -- 0600 for secure numil,
OF0600

# default A D

Ogl

# location of help file

OH/ etc/ mail / sendmai | . hf

# log | evel

oL9

# default messages to old style
Co

# Cc ny postmaster on error replies |
OPPost mast er

# queue directory

OQ var/ spool / ngqueue

# read tineout for SMIP protocols
O 15m

# status file -- none
OS/etc/ mail / sendmai | . st

# queue up everything before starting transni ssion,
GCs

# return queued mail after this |ong
Or3d

# default U D

Qul

HH# Message precedences

for safety

perm ssive

Rev 0
1997
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Pfirst-class=0
Pspeci al -del i very=100
Pj unk=-100

#i# Trusted users
T root daenpn uucp

#i# Format of headers

H?P?Ret ur n- Pat h: <$g>

HRecei ved: $?sfrom $s $. by $j ($v/$V)
id$i; $b

H?D?Resent - Dat e: $a

H?D?Dat e: $a

H?F?Resent - From $q

H?F?From  $q

H?x?Ful | - Name: $x

HSubj ect :

H?M?Resent - Message-1d: <$t. $i @j >

H?M?Message- 1 d: <$t. $i @j >

HErr or s- To:

HERSHH BB HH AR H PR RS HH R
#H# Rewriting rules #i#
HERSHHRRHHH AR H PR RS HH R H

# Sender Field Pre-rewiting
S1
# None needed.

# Recipient Field Pre-rewiting
S2
# None needed.

# Nanme Canoni calization

# Internal format of names within the rewiting rules is:

# anyt hi ng<@ost . donai n. donmai n. . . >anyt hi ng

# W try to get every kind of nane into this format, except for |oca

# names, which have no host part. The reason for the "<>" stuff is

# that the relevant host nane could be on the front of the nane (for

# source routing), or on the back (normal forn). We enclose the one that
# we want to route on in the <>'s to make it easy to find.

#

S3

# handle "from <>" special case
R$* <>8$* $@@ turn into magic token

# basi c textual canonicalization
R$* <$+>$* $2
basi ¢ RFC822 parsing

# make sure <@, @, @: user @> syntax is easy to parse -- undone |ater
R@+, $+: $+ @1: $2: $3 change all "," to ":"
R@S+: $+ $@HB>6<@1>: $2 src route canonica
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R$+: $*; @+ $@51: $2; @3
R$+@+ $: $1<@2>
R$+<$+@b+> $152<@F3>
R$+<@+> $@>6$1<@2>

# convert ol d-style names to domai n-based nanes

# Al old-style nanes parse fromleft to right,

R$-! $+ $@>6%$2<@1. uucp>
R$- . $+! $+ $@>6$3<@1. $2>
R$+98+ $@>3$1@52

# Final Qutput Post-rewriting

S4

R$+<@+. uucp> $2! $1

u@. uucp => hlu

R$+ $: $>9 $1

R* <g+>* $1$2%3

def ocus

# Clean up an nanme for passing to a mailer
# (but leave it focused)

S9

R$=wW @ $@w $n
R@ $@n

R$* <$* LOCAL>$* $1<$2$>$3

R<@+>%*: $+: $+ <@1>%$2, $3: $4

HERSHU BB HH RS H AR
# Rewriting rules

# special |ocal conversions
S6
R$* <@* $=np$* $1<@2LOCAL>$4

# Local and Program Mailer specification

M ocal, P=/bin/mil, F=flsSDFMmP, S=10, R=20, A=nmil
F=I sDFMeuP, S=10, R=20, A=sh -c $u

Mpr og, P=/ bi n/ sh,

S10
# None needed.

S20
# None needed.

#i dent "@#)ethermmt 1.15 93/04/05 SM"
#

# Copyright Notice

#

GCCS- SAM 2. 2
Rev 0
January 15, 1997

[ist syntax
focus on domain
nove gaze right
al ready canoni ca

wi t hout precedence.

uucphost ! user
host . domai n! user
user %host

Cl ean up addr

handl e <> error addr
change local info
<rout e- addr > canoni ca

convert |ocal domain

-d $u

SunGCs 4.1 * |

#Notice of copyright on this source code product does not indicate

#publ i cati on.
#

# (c) 1986, 1987,1988,1989 Sun M crosystens,
#

Al'l rights reserved.
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HERSHHHRHHH AR H PR H AR SRR H T SRR TR R

Hitt#

#H#HH#H Et hernet Mail er specification

HittH#

#H#### Messages processed by this configuration are assuned to renmin
##### in the same domain. This really has nothing particular to do
#####  with Ethernet - the name is historical

Met her, P=[TCP], F=msDFMUCX, S=11, R=21, A=TCP $h

S11

R$* <@+>$* $@1<@2>$3 al ready ok

R$=D $@1<@wW> tack on ny hostnane

R$+ $@1<@k> tack on my nmbox hostnane
S21

R$* <@+>$* $@P1<@2>$3 al ready ok

R$+ $@1<@k> tack on my nmbox hostnane

HERSHHH RS H AR H PR HH AR SR H PR SR R R R R R
# General code to convert back to old style UUCP nanes

S5

R$+<@ OCAL> $@ $w! $1

name @ OCAL => sun! nane

R$+<@h- . LOCAL> $@ $2! $1

u@. LOCAL => h'!u

R$+<@+. uucp> $@ $2! $1

u@. uucp => hlu

R$+<@* > $@ $2! $1 u@ => htu

# Rout e-addrs do not work here. Punt til uucp-mail cones up with sonething.
R<@+>%* $@ @1%$2 just defocus and punt
R$* <$* >$* $@ $1$2%$3 Def ocus strange stuff
# UUCP Mai |l er specification

Muucp, P=/ usr/bi n/ uux, F=nmsDFMhul, S=13, R=23,
A=uux - -r -a$f $hlrmail (S$u)

# Convert uucp sender (From field

S13
R$+ $: $>581
convert to old style
R$=w! $+ $2
strip |l ocal nane
R$+ $: $wl $1 stick

on real host nane

# Convert uucp recipient (To, Cc) fields
S23

R$+ $: $>581
convert to old style

BHH#H RULESET ZERO PREAMBLE

# Rul eset 30 just calls rulesets 3 then O.
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S30
R$* $: $>3 $1
R$* $@$>0 $1
SO

GCCS- SAM 2. 2
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First canonicalize
Then rerun rul eset 0

# On entry, the address has been canonicalized and focused by rul eset 3.

# Handl e special cases.....
R@ $#l ocal $:$n

# Earlier rel eases special-cased the [x.y.z.a] format,

# shoul d handl e these properly on input.

# now del ete redundant | ocal info

R$* <$* $=w. LOCAL>$* $1<$2>%4
t hi shost . LOCAL

R$* <@ OCAL>$* $1<@n>$2
R$* <$* $=w. uucp>$* $1<$2>%4
t hi shost . uucp

R$* <$* $=w>$* $1<$2>%$4

t hi shost

# arrange for local names to be fully qualified
R$* <@ % >$* $1<@2. LOCAL>$3

handl e <> form
but SunCS 4.1 or |ater

host == donmi n gat eway

user @t her host

# For numeric spec, you can't pass spec on to receiver, since old rcvr's
# were not smart enough to know that [x.y.z.a] is their own nane.

R<@ $+] >: $* $:$>9 <@ $1] >: $2
R<@ $+] >: $* $#ether $@ $1] $: $2
R<@ $+] >, $* $#ether $@ $1] $: $2
R$* <@ $+] > $#et her $@ $2] $: $1
R$* <$*. >$* $1<$2>%$3

R<@: $* $@H>30%1

R$* <@ $@>30%1

HERSHHHHBHHHH RS H PR RS H AR H SRR H PR SRR
### Machi ne dependent part of rul eset zero ###
HERSHHHHBHHH AR RS H PR RS H AR SRR H PR SRR

# resol ve names we can handle locally
R<@=V. uucp>: $+ $:$>9 $1

R<@=V. uucp>: $+ $#uucp P@1 $: $2
R$+<@=V. uucp> $#uucp $@2 $: %1

# optim ze names of known ethernet hosts

R$* <@ % . LOCAL>$* $#et her $@2 $: $1<@2>%$3
# local host that has a MX record

R$* <@ %x. LOCAL>$* $#et her $@2 $: $1<@2>%$3

# other non-local nanmes will be kicked upstairs
R$+ $:$>9 $1
Re* <@+>$* $#SM  S@R $: $1<@2>$3

R$* @* $#SM $@R $: $1<@2>

# Local names with %are really not |ocal!
RS+ + $@>30$1@h2

7-16

Clean it up, then...

nuneric internet spec
nuneric internet spec
nuneric internet spec

drop trailing dot

retry after route strip
strip null trash &retry

First clean up, then...
@nost . uucp: ...
user @ost . uucp

user @ost . here

user @ost . here

Cl ean up, keep <>
user @Gone. wher e
strangeness with @

turn % => @ retry

CH-3



# everything else is a local name

R$+

$#l ocal $: $1

# Ruleset 33 is used in renpte nmode only

S33

R$+<@=w. LOCAL>
R$+<@=w>

R$* <@+>%*

R$+

$1

$1

$#et her $@k $: $1<@2>%$3
$#l ocal $: $1

7-17
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| ocal names

forward to $k
| ocal names
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SECTI ON 8. PRI NTER ADM NI STRATI ON
8.1 Scope

This section addresses the installation of the SUN NeWsprint product on
t hose SUNservers that nust support SUN printers, and the use of the
Network Printer Adm nistration Application provided with GCCS Version
2. 2.

8.2 Installing NeWsprint on Print Servers

Any SUNserver or SUNstation that has a SUN printer directly attached to
it requires NeWsprint to

use that printer. GCCSis currently using the follow ng SUN printers:
SPARCpri nter, NeWsprinter20, and SPARCprinter |Il. For the SPARCprinter
and the NeWBprinter20, NeWSprint is provided on a CD | abel ed "NeWspri nt
Version 2.5 revision b." For the SPARCprinter |1, NeWsprint is

provi ded on a CD | abeled "Printer Manager Software V1.0 for Solaris
2.X." If asite attenpts to install it after N S+ has been activat ed,
it will encounter problens. Prior to installing NeWsprint the site
shoul d obtain a NeWsprint font |icense. Execute the followi ng steps to
install NeWsprint:

a. Log on to the print server as root.
b. Insert the NeWBprint CDinto the CD drive.

For SPARCprinterll use the CD "Print Manager Software V1.0 for Solaris
2. X"

For SPARCprinter/ NeWsprinter20 use the CD "NeWsprint Version 2.5
revision b."

C. Enter the foll owi ng conmands:

cd /cdronf unnamed_cdr onxr et ur n>
cd sp2<return> for SPARCprinterll only
. I npcdnxr et ur n>

d. A list of options is displayed. Choose Option 1: Sel ect
Application

e. A list of options is displayed. Choose the appropriate
opti on.

SPARCprinter if using SPARCprinter

NeWBprinter20 i f using NeWsprinter20
SPARCprinterll if using SPARCprinterl

NeWsprint if just installing NeWsprint software.
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f. Another |ist of options is displayed. Choose Option 3:
Install Application.

g. A series of questions and directions is displayed. Answer
the questions and directions as foll ows:

Question: Begin Installation (y/n?)
Answer: y<return>

Press space bar two tines to read nore |license information

Question: Do you want to continue (y/n?)
Answer: y<return>

Question: Do you want to install NeWsprint Answerbook (y/n?)
Answer: y<return>

The following item(s) will be be installed in /opt/NeWsprint:
NeWSpr i nt
Continue (y/n?) vy <return>

Question: VWhat nane do you want for the printer?
Answer: {\What ever name you wi sh for your printer} <return>

Question: Do you want this printer to be the default printer
(y/ n?)

Answer : y or n <return>

Question: Do you want to install NeWsprint font |icense (y/n?)
Answer: y<return>

Question: Enter NeWsprint font |icense:
Answer: Enter the license provided (Reference Section 10.3)

NeWBprint is now installed. SUN patch 102113-03 is required to
prevent NeWsprint fromlocking up after printing one job. This
patch is placed in /opt after the | oad_patches script is executed
during the | oading of the GCCS COE Kernel (Section 4.1 of

| npl emrentati on Procedures). To install the patch, execute the
fol | owi ng:

a. Shut down the print scheduler with the foll owi ng conmand
(there is no need to be in single-user node to load this
pat ch):

| pshut <r et ur n>

b. Install patch 102113-03 according to the steps in the
README. 102113-03 fil e provided
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with the patch.
/opt/102113-03/install patch /opt/102113-03<return>
C. Restart the print scheduler with the foll owi ng comand:
{fusr/1ib/l psched<return>
8.3 GCCS Desktop Printer Concept of Operations

The purpose of this section is to describe the printing capabilities
provi ded by the GCCS Version 2.2

Sessi on Manager (al so known as the Desktop). These printing
capabilities consist of Network Printing, Renpte Printing, and GCCS
Devel opnent Support.

8.3.1 Network Printing Support. Network Printing Support allows
users to send output to printers

on their GCCS network regardl ess of workstation hardware, print
server hardware, and printer hardware, within the lintations of the
hardware initially identified as supported by the GCCS COE The
foll owing chart describes the conbi nati ons of workstation, print
server, and printer hardware that are initially supported in the
area of networked printing:

CLI ENT PRI NT SERVER PRI NTER( S)

SUN Sol ari s SUN Sol ari s SPARCPrinter 11
( NEWSPRI NT)
POSTSCRI PT

Non- POSTSCRI PT ( HPCL)
EPSON Pri nt er

HP 9. X POSTSCRI PT
Non- POSTSCRI PT ( HPCL)
EPSON Pri nt er

HP 9. X SUN Sol ari s SPARCPri nter |1
( NEWSPRI NT)

POSTSCRI PT
Non- POSTSCRI PT ( HPCL)
EPSON Pri nt er

HP 9. X POSTSCRI PT
Non- POSTSCRI PT ( HPCL)
EPSON Pri nt er

Network Printing Support consists of support to the System
Administrator for printer installation and managenment and support to
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the user for printer selection. System Adm nistrators and users

wi |l be provided support for print queue managenent, and all of
these functions will be presented through graphical user interfaces.
System Admini stration printer support will exist as a distinct GCCS

application (Printer Administrator) while user print nmanagement wil |
be integrated into the GCCS desktop (the User Print Manager
function).

8.3.1.1 Printer Adnministrator. The Printer Adm nistrator function

will provide System Administrators the capability to easily manage
the functions associated with adding and deleting printers on the
GCCS network. Specifically, the following functions will be

provi ded throug the printer adm nistrator user interface:
e Install a connected printer on its attached print server.

* Renpove an installed printer fromits attached print server
and all print clients on the
net wor k.

Addi tional functions provided that relate to the managenent of
printer assets on the GCCS network
are:

e Query current available printer list and update the client
during systemreboot or upon admi nistrator request.

« Mdify printer characteristics such as description and
| ocati on.

Queue managenent functions are simlar to functions provided regul ar
users, except that System Administrators are allowed to perform
gueue managenent functions across the network and manage

jobs that they did not initiate. The queue nanagenent tasks
supported are:

e Renpve any print job fromany print queue.

« Mve a print job fromone print queue to another.

e Start or stop an active print queue.
8.3.1.2 User Print Manager. The User Print Manager enabl es the user
to select the optimal printer for a given print job. The graphical
user interface will display a selection |ist of available printers

that includes such details as printer nanme, print server nane,
| ocation, description, printer type, and current status. Current

status will show how nmany jobs are currently waiting to be printed
on that printer. Fromthis display, the user will select the printer
to be used for a given print task. The user will also be enabled to

delete jobs that they have initiated froman active print queue.
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8.3.2 Renote (Dial-Up) Printing Support. |In order to support Arny
applications that will be reached by nodem (through a term na
controller) fromrenote installations, those applications nust

be given a nethod of allowing their output to be directed to a
renote printer, either at the dial-up site or potentially at an
entirely different renote site. The known constraints on this

requirenent are that the solution will only be defined for renpte
print servers that run Wndows 3.1 (or potentially Wndows NT) or
SUN Solaris, and that only character-based applications will be

supported renotely.

The solution to this requirenent consists of software in three
di fferent areas:

a. The particular configuration of the renote print server

b. The software that manages the available printer |ist
based on renpte | ogins and | ogouts (session control)

cC. The software that actually directs the print job to the
printer the user selects.

This requirenment has one major built-in limtation. The expected
maxi mum t hroughput is 9600 baud, based on the use of STU-IIls as

nodens. This will severely limt the practical size of jobs that
can be printed remotely.

8.3.2.1 Renpte Print Server Configuration. The renpte print server
nmust have the followi ng software, installed in accordance with GCCS
installation guidelines: Wndows 3.1 (or potentially Wndows NT)
and Chanel eon NFS. Chaneleon will allow the renpte print server to
accept UNI X | pr commands. Only certain types of printers will be
supported as renpte printers. The following lists the initia
configurations supported for renpte (dial-up) printer access:

Appl i cati on Server Print Server Printers
SUN Sol ari s SUN Sol ari s SPARCPrinter |1
( NEWSPRI NT) POSTSCRI PT

Non- POSTSCRI PT ( HPCL,
HPGL)
EPSON Pri nter

SUN Sol ari s PC EPSON Pri nter

8.3.2.2 Session Control. When a renote user establishes
connectivity to the terminal server and |l ogs into an application,
the print support software will include the user's local printer on
the list of available printers. Wen the user disconnects fromthe
session, the user's local printer is removed fromthe avail able
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printer list.

8.3.2.3 Renpte Print Software. When a renote user is ready to
print froman application on the application server, the user wll
select fromthe list of available printers (printers on print
servers that are concurrently accessing the ternminal server). This
is likely to be, but does not have to be, the renpte printer at the
dial -up users site. The application will send the print command and
print file to the associated rennte print server for processing.

8.3.3 GCCS Printer Administration User’s Guide. The Network
Printer Administration Application will allow System Admi ni strators
to install, renove and control access to printers on the GCCS
network without requiring themto understand the UNI X print

comands. All activities revolve around the printer table, so the
GCCS System Adni ni strator should view the network printing status in
ternms of the contents of the printer table. The follow ng sections
are step-by-step instructions for performng the major functions of
GCCS network printing.

8.3.3.1 Adding A printer to a Print Server

a. Set up the printer according to the nanufacturer's
instructions. FO Newsprint printers,this includes
conmpleting the full Newsprint software and hardware
installation.HP printers nust be set up to receive serial
or parallel input. ASCI|I and Postscript printers wll
likely require no special setup

b. Plug the printer into the appropriate port on the GCCS
systemthat will be the print server. Serial printers
require a 2-3 swap (null noden) if connected to a serial
port.

cC. Login as sysadmin on the print server system

d. Sel ect the "PRINTER' | CON fromthe GCCS LAUNCH W NDOW

e. When the PRI NT MANAGER wi ndow appears, select "NEW from

the File pull-down nenu.

f. When the PRI NT MANAGER; Create Printer w ndow appears;
provi de a printernanme. Nanes nust be 14 characters or
| ess and nmay not include special characters (dash,
underscore, and nunerals are all owed).

g. Provide the printer type. Valid GCCS printer types are
HPCL, ASCI|, Postscript, or Newsprint.

h. Provide the port identification.
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i Provide a printer description. This can be the buil ding,
room nunber, commandnane, or whatever will hellp a user
identify this printer. Descriptions can be any |ength,
but for the sake of reasonabl e-looking printer |ist
di splays, it is recormmended that they be limted to | ess
than 40 characters.

Selecting the OK or APPLY control button will then create an entry
in the GCCS printer tableand the UNI X printer table.

The Printer Adnministration software will nake the appropriate system
calls to install the printer on the server and then will add an
entry to printer table for this printer. Printer

8.3.3.2 Adding Renote Printer

a. On the PRI NT MANAGER wi ndow, select New Renpte fromthe
File pull-down nenu.

b. When the PRI NT MANAGER: Create Non Gccecs Printer w ndow
appears, enter the PRINTER NAME of the renote printer.

cC. Enter the PRI NTER TYPE of the renpte priner.

d. Enter the HOST NAME to which the renpte printer is
connect ed.

e. Enter a DESCRI PTION of the renpte printer.

f. Selecting either OK or APPLY will create a printer in the

GCCS printer table as well as an entry in the UNI X
printer table.

8.3.3.3 Mdifying a GCCS Printer Entry.

a. On the PRI NT MANAGER wi ndow, highlight a previously
created GCCS printer.

b. Select Modify fromthe File pull-down nenu.

cC. When the PRI NT MANAGER: Modi fy Printer w ndow appears,
nmake the appropriate changes to the DESCRI PTION fi el d.

d. Selecting the OK or Apply control buttons will then nake
the changes to the GCCS printer file.

8.3.3.4 Renoving a Printer fromthe Network
To renobve a printer;

a. Highlight the printer fromthe list provided in the
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PRI NTE MANAGER wi ndow.
b. Select 'Delete' fromthe File pull-down nenu.
8.3.3.5 Selecting a GCCS System Default Printer

a. On the PRI NT MANAGER wi ndow, highlight the entry that
will be the GCCS default printer.

b. Fromthe File pull-down nenu, select Set Default.

cC. When the PRI NT MANAGER: Default Printer w ndow appears,
sel ect either OK or APPLY. The selected GCCS printer wll
becone the UNI X and GCCS system default printer.

8.3.3.6 Cetting Current Printer Status
To get current printer status;

a. On the PRI NT MANAGER wi ndow, sel ect the Show Status entry
fromthe Option pull-down nenu.

b. A UNl X | pstat command is then requested, with results
di splayed in the | ower pane of the PRI NT MANAGER wi ndow.

8.3.3.7 Updating Print Clients on the Network.

The Printer Administration software includes a script that runs on
system boot-up taht brings the systemin synchronization with the
printer table. This can also be acconplished by sel ecting
"Reinitialize Print System fromthe Option nenu.

8.3.3.8 Termnating the GCCS Printer Adm n Manager

When admi nistration of the GSSC printing is conplete, select the
Exit entry fromthe file
pul | -down menu. The application will then term nate.

This sanme script can be run fromthe Printer Adnministration main
menu by selecting Option |I: “Update Printers on This Print dient.”

8.3.4 The Current Printer File. Included in the GCCS desktop
software is a file that keeps track of the user's current printer.
This file is found in the user's hone directory and is of the form
C_p: host _nane: sessi on_nunber to ensure a unique file nanme. The
current printer file is created each time a user logs into GCCS and
remains only as long as the user's current session lasts. During
the session, if the user selects a new current printer (using the
"File -> Select Printer" option on the GCCS nain nenu bar) the
current printer file will be updated with the new sel ecti on.
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When a user | ogs out, two processes occur. First, the contents of
the current .c_p:host_nane:session_nunber file is copied to a
permanent current printer file (called.c_p and stored in the user's
home directory). Second, the current printer file for that session
i s del eted.

At login, when the .c_p: host_nane: session_nunber file is created,
the value in the .c_p permanent file (which contains the current
printer at the end of this user's |last session) is copied into the
new current printer file.

If, at login, the .c_ p file does not contain a currently valid
printer (based on the printer table), its value is replaced by the
system default printer, which is stored in

/ h/ dat a/ gl obal / EMDATA/ confi g/ . c_p: gl obal

If no valid printer exists in any of these files, the
. C_p: host _nane: session_nunber file will contain the literal NULL.

8.3.5 The Printer Table. The printer table is the single system
reference that maintains the current status for all GCCS printers on the
network. It is located in /h/datal/global/ENVDATA/ config/printer_table

The printer table contains:

e Printer Entries. Single line entries, one for each current
GCCS printer, that describe the printer's installation status
to the printer adnministration software. The format of each
printer entry is:

Nanme; Host ; Type; Descri pti on; Avai | abl e on Network Fl ag; Host
g S; Col or St atus

Nanme -- printer nanes are linmted by UNIX to 14 characters.
Printer nanes cannot
contain special characters (except for '-', ' ', and '.").

Host -- the system nane of the server connected to this
printer.

Type -- GCCS supports four broad classes of printers. The valid
GCCS printer types are: Postscript, Newsprint, HPCL, and ASCI |
Newsprint printers when they are fully installed will are treated
as Postscript.

Description -- this is a free-text area, linmted (for display

purposes) to 64 characters. This field can be used to descri be
the printer's physical location, its capabilities, which

organi zation it belongs to, or any other information that m ght
be hel pful to the user.
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Avai l abl e on the Network -- |If this printer is currently

avail able for other clients on the network, this flag should be
set to "True." If it is set to "False," only the connected
server will be able to print to this printer.

Host O S -- The Operating System of the connected server host.
Valid options are "HP- UX'" and "SunGCsS."

Color Status -- This field contains information that is not being
used in the initial delivery of GCCS Printer Adm nistration (al
printers are set to "B/W). Wen color printing is supported by
CCCS, this field will be used to direct color output to the
correct printers.

Additionally, each printer is associated with a device, although device
information is not stored in the printer table. On HP workstations,
avai |l abl e devices are Parallel, Serial A and Serial B. On SUN

wor kstations, a single port represents both the Serial A and Serial B
devices (which one is deternmned by a switch on the device driver
itself).

e Blank Lines. As needed for readability.

e Coment Lines. As needed for readability. Coment |ines are
lines in the printer table that contain the pound character ('#')
anywhere in the |ine.

Bl ank Iines and coment lines in the printer table are ignored by the
Printer Adninistration software

One note about editing the printer table -- the addition of a new entry
or the nodification of a current entry results in the affected entry
beconming the last |line of the printer table.

8.4 Configuring a Systemto Print Renotely.

This section discusses howto configure a print client under Solaris and
HP- UX operating systens.

8.4.1 Configuring Solaris. (The followi ng can al so be done using the
Printer Administrator tool.)

a. Log on to the print client as root.
b. Enter the foll ow ng command:

# | psystem -t s5 { PRI NTSERVER} <r et ur n>
where PRINTSERVER is the nane of the print server

This response w || appear:



8.

4.

2

GGC- SAM 2. 2
Rev 0
January 15, 1997

{ PRI NTSERVER} has been added.
Enter the foll ow ng command:

# | padmin -p {LOCALNAME} -s { PRI NTSERVER}! { PRI NTERNAMVE} <ret urn>
where LOCALNAME is the nanme the printer will be called by the
system

PRI NTSERVER i s the host nane of the print server.

PRI NTERNAME is the nane of the printer on the renpte print
server.

If this will be the default printer, execute the follow ng
st at ement :

# | padmin -d { LOCALNAME} <r et ur n>

# accept {LOCALNAME} <r et urn>
where LOCALNAME is the nanme the printer will be called
by the system

# enabl e { LOCALNAME} <r et ur n>
where LOCALNAME is the nanme the printer will be called
by the system

Check for errors by entering the command:
# /bin/lpstat -t<return>
Confi guri ng HP-UX

Log on to the print client as root.

Enter the foll owi ng conmands:
# [usr/1ib/l pshut<return>

# [usr/lib/lpadnmin -p{ LOCALNAME} -nm{ PRI NTMODEL} /

-v/dev/null -ornm{ PRI NTSERVER} - or p{ PRI NTERNAVE} -o0b3 <return>
where LOCALNAME is the nanme the printer will be called
by the system
PRI NTMODEL is the type of printer.

PRI NTSERVER i s the host nane of the print server.
PRI NTERNAME is the nane of the printer on the renpte
print server.

# lusr/lib/accept {LOCALNAME} <ret urn>
where LOCALNAME is the nanme the printer will be called
by the system

# [usr/bin/enabl e { LOCALNAME} <r et ur n>
where LOCALNAME is the nanme the printer will be called
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by the system

# [usr/1ib/l psched<return>
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SECTI ON 9. USER ACCOUNT ADM NI STRATI ON
9.1 Basi cs about DBUSER 6.0

The dat abase segnent DBUSER (Version 6.0.0+) has the capability to create
ORACLE User Accounts and granting to the appropriate roles to allow the
user to connect to the ORACLE database through any of the 17 foll ow ng
segnent s:

JOPES (SMDB), RDA, PDR USER, JOPES PDRPT, GSORTS, LOGSAFE, JEPES, MEPES,
Al RFI ELD, RFA DATABASE, TCCESI, NPG GIN (SM NT) DATABASE, FRAS, CRI S
RPI and EVAC

This segnent will not create the GCCS User Accounts. The process to
performthat is identified in the foll ow ng section (9.2 Adding User
Accounts to GCCS).

The DBUSER segnent will also allow for the revoking of specific roles
and, if necessary, the revoking of the basic ORACLE User Account. This
segnent will not delete the GCCS User Accounts created through the

process specified in the follow ng section (9.2 Adding User Accounts to
GCCS) .

9.1.1 DBUSER Scripts

The DBUSER segnent scripts nmust be run as either ‘root’ or ‘sysadnmn’ on
t he Dat abase Server nmachine. These routines are located in the
/ h/ DBUSER/ progs directory and are call ed:

grant _user
revoke user

These are Korn Shell scripts that interact with other Korn Shell Scripts
and PERL scripts stored in the /h/DBUSER/ Scripts directory. The PERL
scripts will interface with various SQ. scripts that are provided with
each segnent to actually performthe grants, revokes and any ot her
mani pul ati ons that are necessary to properly setup and configure the user
accounts. There should be no need for the administrator to directly cal
any routine other than the two |listed above.

9.1.2 Log Files

The various SQL scripts that grant and revoke the privileges, and in a
few cases create tables, renove tables, etc.; will generate nunerous | og
files in the /tnp directory. These are generally named in an obvi ous
fashion. But if the adm nistrator desires these to be displayed a bit
nore clearly, when invoking either of the two scripts mentioned above
sinmply add the argunent ‘-v' at the end. The spool log file nanmes will be
di spl ayed after each grant or revoke is perfornmed.

When using the MILTIPLE user node, explained below, only the |ast |og
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files are saved since as each user is processed the log files fromthe
prior user will be overwitten with the new user log file activities.

9.1.3 DBUSER | nt er f ace

The DBUSER interface is geared towards a |ine based interface that
pronpts the user with questions about which roles to grant or revoke.
There is an occasional need to request a password fromthe user and
verify that it is acceptable. Wen this happens an X Term w ndow wi || be
di spl ayed pronpting for the desired password. The questions that are
asked are phrased to be responded to with a YES or a NO, and shoul d be
limted toa ‘'Y (for YES) or a ‘N (for NO.

9.2 Adding User Accounts to GCCS

It is reconmmended that user accounts be established after all software is
| oaded on all platforms and NIS+ is initialized.

Two adninistrative accounts are delivered with the software:
secnman - used to add user accounts or profiles.
sysadm n - used to perform system adm nistrator functions, such as
installation of new segnents.

The installation teamwi |l assist the Site Admnistrator in creating an
account for the System Adninistrator (to be used for user account

mai nt enance) and a basic user account. The follow ng steps nust be

fol | owed.

9.2.1 Creating User Accounts (Perforned at the EM Server's Consol e.)
a. Log in as secnman, with proper password.

b. Select Prefs fromthe nmenu bar. Select Change Profile fromthe
menu. Click the Next or Prev buttons until SYSADM N i s di spl ayed
in the Position: field. dick the OK button.

cC. Doubl e click the Security icon. The run_security w ndow
di splays. Enter the secman's password at the Password: pronpt.
The Security Manager wi ndow appears.

d. Select File fromthe nenu bar. Select Create Account fromthe
menu. The SECURI TY MANAGER: Create Accounts w ndow appears.

e. Enter the USER ID:. 8 characters or less, starting with an
al phabetic character (a-z), and containing only al phanuneric
characters and the underscore ().

f. Enter the USER NAME: (Essentially an administrative coment

field. Recommended: section; POC Information, including |ocation
and tel ephone nunber. Exanple: ccj6 _doc MAJ John Doe 8-6580.)
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Note: Do not use conmas or ot her special characters. Use only letters

and nuneral s.

The USER # field is filled in by the utility. (This is the UD
and it is the last used value plus 1. This nunber nmay be edited
to re-use old U D #s that have been del eted).

Enter the PASSWORD: (This will be the user's |login password).

Enter the SYBASE SYS ADM N USERNAME: (sa).
Enter the SYBASE SYS ADM N PASSWORD: (See Section 11.1).

Cick the button for the DEFAULT GROUP: field. Select from
admin (for an adm ni strator account) or gccs (for a user
account). dick the Apply button.

Click the button for the OPTIONAL GROUP: field. Select from
admin (for an adm ni strator account) or gccs (for a user
account). dick the Apply button.

Click the button for the Acct _groups field. Select from root,
Security Admin, System Admin, or GCCS Operator (for a user
account). dick the Apply button.

Cick the button for the Role field. Select from SSO Default
(user account managenent and security), SA Default ( system

adm nistration, which is primarily used for installing new
software segnents), or GCCS Default (for a user account). dick
the Apply button.

When all fields are successfully conpleted, click the OK button
on the SECURI TY MANAGER: Create Accounts w ndow.

Select File fromthe nenu bar. Select Exit fromthe nmenu. dick
K to the Exit? question.

Custom zing Profiles. After the System Adnmi ni strator has

regi stered the new user, a user profile nust be assigned for the user.

a.

b.

Log in as secnman, with proper password.

Select Prefs fromthe nmenu bar. Select Change Profile fromthe
menu. Click the Next or Prev buttons until SYSADM N is displ ayed
in the Position: field. dick the OK button.

Double click the Profile icon. The Profile Manager w ndow
appears.
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d. Select File fromthe nenu bar. Select Add New User Profile from
the nenu. The PROFI LE MANAGER: Add New User Profile wi ndow
appears.

e. Click the button for the User ID: field. Select appropriate user

fromthe registered users display.

f. Click the button for the Project: field. Select appropriate
project fromthe display.

g. Click the button for the Position: field. Select from
GCCSUSER or SYSADM N in the position display. (This selection
is tied to the user's launch wi ndow i con sel ections.)

Note: These first three fields of the wi ndow are nmandatory for user
profile creation. The others deal with the organi zati onal
structure of the site. They include Directorate, Division,
Branch, Section, and Cell.

h. Click on the OK or Apply button. Select File fromthe nenu bar
and Exit fromthe menu.

9.3 Executing the ‘grant_user’ DBUSER Scri pt
The grant _user script will perform sone basic setup options:

a. Determ ne the DI SPLAY that will be used for the secondary
wi ndowi ng pronpting by checking the setting of the DI SPLAY environnent
variable. If it is NULL it will request the DI SPLAY to use. This all ows
the administrator to run the script on a nachine other than the DBSERVER,
but renptely connected through an X Wndows term nal session. If done
renmotely the | ocal machine should have ‘xhost + enabled to allow the X
W ndows DI SPLAY to be shown on the | ocal machine.

b. The password for the oradba account will be requested through
a secondary xterm wi ndow di splayed in yellow. This window wll verify the
password provided. A correct password nust be entered before the script
will allow further use. If the oradba password is set to be | NTERNAL then
sinmply entering a NULL value (hitting RETURN) will verify that as a valid
passwor d.

When these two housekeepi ng tasks are acconplished the user is requested
which of the two nodes of operation to use ‘Single or “Multiple User.
To exit the script enter “Quit at this pronpt.

9.3.1 Working in SI NGLE USER Mbde

By selecting the ‘'S option the administrator will be pronpted to provide

a user nane that needs to be mani pul ated. This user nane should be an
exi sting GCCS account that was created using the procedure described in
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section X. 2. It should consist of one (1) to eight (8) characters
begining with an al phabetic (A-Z) foll owed by al phanuneric (A-Z, 0-9) or
the underscore (_) character. Wen creating a UNl X account the case
(upper or lower) is inmportant, but wi thin ORACLE any | owercase characters
are converted to uppercase. The grant _user script will translate any
nanmes provided to uppercase.

The grant _user script will determne if the user nane provided currently
has ORACLE CONNECT privileges. If it does not have such privileges the
adm nistrator will be pronpted whet her the ORACLE account shoul d be
created. Answering this question with ‘Y es will grant CONNECT privil eges
to the account with appropriate SQL responses displayed. Answering this
guestion with a “No will return the script to the MODE Pronpt.

If the user name already has CONNECT privil eges, or the CONNECT
privileges are granted the grant_user script will determ ne what other
CRACLE roles if any are currently granted to the user. This set of ORACLE
roles is used in the follow ng series of questions.

For each Database Segnent currently installed on the database server
there is one, or nore ORACLE roles that need to be granted for a user to
access that database segenent. The prinmary ORACLE role for the segnent is
conmpared against the |ist of ORACLE Roles deternined in the follow ng

step. If the user already has that role no action will be taken. If,
however, the user does not have the primary ORACLE role for the segnent
then the administrator will be pronpted whether the user should be

granted that role or not. The answer for each question is stored for
bul k processing in the next step.

When all of the install ed database segnments have been checked and queri ed

agai nst the adninstrator will have displayed all of the role(s) that have
been chosen to be granted. The administrator will then be pronpted
whether this list is correct and these roles should be granted to this
user. If the answer is ‘No the script will return to the MODE Pronpt. |If

the answer is ‘Y es then the next step is perforned.

For each role to be granted the set of scripts provided with the database
segnents to grant the role, create the tables, create the synonyns, etc.
will be run in the sequence necessary to properly configure the ORACLE
user for accessing the specified database segnent via the correspondi ng
client segnent. Most of these scripts are very straightforward and sinply
grant the specified role to the specified user. But sone are much nore

el aborate and involved. Success or failure to grant the role will be

di spl ayed after each script is processed.

9.3.2 Wor ki ng in MIULTI PLE USER Mode
By selecting the ‘M option the administrator will be pronpted to provide
a sequence of user nanes that needs to be mmani pul ated. These user nanes

shoul d be existing GCCS accounts that were created using the procedure
described in section X 2. Each nane should consist of one (1) to eight
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(8) characters begining with an al phabetic (A-2Z) foll owed by al phanuneric
(A-Z, 0-9) or the underscore (_) character. Wen creating a UN X account
the case (upper or lower) is inportant, but within ORACLE any | owercase
characters are converted to uppercase. The grant_user script wll

transl ate any nanmes provided to uppercase. Each nane should be foll owed
by a <return> to separate them After entering the |ast nane enter a
single period (.) character followed by a <return>.

For each user name entered the grant _user script will performthe
foll owi ng steps:

a. Determine if the user nane provided currently has ORACLE
CONNECT privileges. If it does not have such privileges the script wll
grant CONNECT privileges to the account with appropriate SQ. responses
di spl ayed.

b. All of the ORACLE roles currently granted to the user will be
determ ned and stored for use in step (e).

cC. For the first user only the set of ORACLE roles to be granted
will be deternined. For each Database Segnent currently installed on the

dat abase server there is one, or nore ORACLE roles that need to be
granted for a user to access that database segnent. The adnministrator is
gueried for each role whether it should be granted to this set of users.
These answers are stored for use in step (e).

d. After the administrator has responded to each rol e question,
the list of roles to be granted is displayed and the adm nistrator is
asked to confirmthe choice. If the answer is ‘Y es then the roles wll
be granted as stated below. If the answer is ‘N o then the process will
be cancelled and the routine will return to the MODE pronpt.

e. For each role chosen to be granted a test is made to see if
the user already has that role. This is done by conparing the list saved
fromstep (b) and the list fromstep (c). |If the user does not have the
role then step (f) is perfoned.

f. The role to be granted has a set of scripts provided with the
dat abase segnents to grant the role, create the tables, create the
synonynms, etc. This set of scripts will be run in the sequence necessary

to properly configure the ORACLE user for accessing the specified

dat abase segnent via the corresponding client segnent. Mst of these
scripts are very straight forward and sinply grant the specified role to
the specified user. But sone are nmuch nore el aborate and invol ved.
Success or failure to grant the role will be displayed after each script
is processed.

As nmentioned in step (c) only on the first user will there be a query for
which roles to grant. This list once built will be used for each of the
ot her users so that when processing is conpleted all of the users wll
have the same set of new rol es.
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9.4 Executing the ‘revoke_user’ DBUSER Scri pt
The revoke _user script will perform sone basic setup options:

a. Determ ne the DI SPLAY that will be used for the secondary
wi ndowi ng pronpting by checking the setting of the DI SPLAY environnent
variable. If it is NULL it will request the DI SPLAY to use. This all ows
the adnministrator to run the script on a nachi ne ot her than the DBSERVER
but renptely connected through an X Wndows term nal session. |If done
remptely the | ocal machine should have ‘ xhost + enabled to allow the X
W ndows DI SPLAY to be shown on the | ocal nachine

b. The password for the oradba account will be requested through
a secondary xterm wi ndow di splayed in yellow. This window wll verify the
password provided. A correct password nust be entered before the script
will allow further use. If the oradba password is set to be | NTERNAL then
sinmply entering a NULL value (hitting RETURN) will verify that as a valid
passwor d.

When these two housekeepi ng tasks are acconplished the user is requested
whi ch of the two npodes of operation to use "S' single or "Mnultiple User.
To exit the script enter "Quit at this pronpt.

9.4.1 Working in SI NGLE USER Mdde

By selecting the ‘'S option the administrator will be pronpted to provide
a user nane that needs to be mani pul ated. This user nane should be an

exi sting GCCS account that was created using the procedure described in
section X. 2. It should consist of one (1) to eight (8) characters
begining with an al phabetic (A-Z) foll owed by al phanuneric (A-Z, 0-9) or
the underscore (_) character. Wen creating a UNl X account the case
(upper or lower) is inmportant, but wi thin ORACLE any | owercase characters
are converted to uppercase. The revoke user script will translate any
nanmes provided to uppercase.

The revoke _user script will determine if the user nane provided currently
has ORACLE CONNECT privileges. If it does not have such privileges a
nmessage will be displayed and the script will return to the MODE pronpt.

If the user name already has CONNECT privil eges, the revoke user script
will deternine what other ORACLE roles are currently granted to the user
if any. This set of ORACLE roles is used in the follow ng series of
guesti ons.

The first question will be if all of the roles including the CONNECT
privilege should be revoked fromthe specified user. If the answer is
‘Y es then the ‘revoke _user’ script will assune that ALL of the roles
shoul d be revoked as well and not bother to pronpt for them I|f the
answer is ‘N o then the questions bel ow are asked.

For each Database Segnent currently installed on the database server
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there is one, or nore ORACLE roles that need to be revoked fromthe user.
The primary ORACLE role for the segnent is conpared against the |ist of
ORACLE Rol es deternmined in the following step. If the user already has

that role the admnistrator will be pronpted whether that role should be
revoked or not. If, however, the user does not have that role no action
will be taken. For each question the answer is stored for bul k processing

in the next step.

When all of the install ed database segnments have been checked and queri ed
agai nst, the adminstrator will have displayed all of the role(s) that
have been chosen to be revoked. The administrator will then be pronpted
whet her this list is correct and these roles should be revoked fromthis
user. If the answer is ‘No the script will return to the MODE Pronpt. |If
the answer is ‘Y es then the next step is perforned.

For each role to be revoked the set of scripts provided with the database
segnents to revoke the role, drop the tables, drop the synonyns, etc.

will be run in the sequence necessary to properly revoke access fromthe
ORACLE user fromthe specified database segnent via the correspondi ng
client segnent. Most of these scripts are very straightforward and sinply
revoke the specified role to the specified user. But sonme are nuch nore
el aborate and invol ved. Success or failure to revoke the role will be

di spl ayed after each script is processed.

If the adm nistrator chose to drop the CONNECT privil ege then the sql
script stored in $ORACLE HOVE to drop the user entirely shall be run.

9.4.2 Wor ki ng in MULTI PLE USER Mode

By selecting the ‘M option the administrator will be pronpted to provide
a sequence of user nanes that needs to be mmani pul ated. These user nanes
shoul d be existing GCCS accounts that were created using the procedure
described in section X 2. Each nane should consist of one (1) to eight
(8) characters begining with an al phabetic (A-2Z) foll owed by al phanuneric
(A-Z, 0-9) or the underscore (_) character. Wen creating a UN X account
the case (upper or lower) is inportant, but within ORACLE any | owercase
characters are converted to uppercase. The grant_user script wll

transl ate any nanmes provided to uppercase. Each nane should be foll owed
by a <return> to separate them After entering the |ast nane enter a
single period (.) character followed by a <return>.

For each user name entered the revoke user script will performthe
foll owi ng steps:

a. Determine if the user nane provided currently has ORACLE
CONNECT privileges. If it does not have such privileges the
script skip this user and proceed with the next user at this
st ep.

b. All of the ORACLE roles currently granted to the user will be
determ ned and stored for use in step (f).
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C. For the first user, who has connect privileges, the
adm nistrator will be queried if ALL of the ORACLE rol es,
i ncl udi ng the CONNECT PRI VI LEGE shoul d be revoked. If this
answer is ‘Y es then all roles granted shall be revoked,
i ncl uding the CONNECT PRI VI LEGE and step (d) below is skipped.
If this answer is "N o then step (d) is perforned.

d. The set of ORACLE roles to be revoked will be determ ned. For
each Dat abase Segment currently installed on the database
server there is one, or nore ORACLE roles that need to be
revoked fromthe user. The adninistrator is queried for each
role whether it should be revoked fromthis set of users.
These answers are stored for use in step (f).

e. After the administrator has responded to each rol e question,
the list of roles to be revoked is displayed and the
adm nistrator is asked to confirmthe choice. |If the answer is
‘Y'es then the roles will be revoked as stated below. If the
answer is ‘N o then the process will be cancelled and the
routine will return to the MODE pronpt.

f. For each role chosen to be revoked a test is made to see if
the user already has that role. This is done by conparing the
list saved fromstep (b) and the list fromstep (d). If the
user does have the role then step (g) is perfoned.

g. The role to be revoked has a set of scripts provided with the
dat abase segnents to revoke the role, drop the tables, drop
the synonyns, etc. This set of scripts will be run in the

sequence necessary to properly revoke access fromthe ORACLE
user fromthe specified database segnent via the correspondi ng
client segnent. Most of these scripts are very straightforward
and sinply revoke the specified role to the specified user.

But some are much nore el aborate and invol ved. Success or
failure to revoke the role will be displayed after each script
is processed.

h. If the adm nistrator in step (c) chose to drop the CONNECT
privilege then the sql script stored in $ORACLE HOVE to drop
the user entirely shall be run

As nmentioned in steps (c) and (d) only on the first user will there be a
gquery for which roles to revoke. This list once built will be used for
each of the other users so that when processing is conpleted all of the
users will have the same set of rol es revoked.

9.5 Notes Relating to specific GCCS Segnents
This section details sone rather specific informati on concerni ng each of

the current Database Segnents that the DBUSER segnent interfaces wth.
The i nformati on contained herein is technical information that is useful
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in understanding the log files generated and how to correct problens
shoul d they ari se.

9.5.1 JOPES

The JOPES Dat abase Segnent is referred to as SVMDB. The prinmary rol e nane
is ‘SVMDB USER . The secondary role nane is ‘SVMDB REF FILE . This
secondary role is only present when the SMDB Patch 15 Segnent is
installed. To grant the roles necessary to access the SVMDB segnent, two
(2) SQL scripts are run. The first is stored in the DBUSER Segnent, the
second is generated dynamically fromthe first and is stored tenporarily
inthe /tnp directory. \When revoking the JOPES Segnent from a user, the
user needs to have either the ‘SMDB USER role or the ‘' SMDB REF FILE
role for the revoke script to be executed. This revoke will run two (2)
SQ. scripts, the first stored in the DBUSER Segnent, the second is
generated dynanically fromthe first and is stored tenporarily in the
/tmp directory.

9.5.2 RDA

The RDA Dat abase Segnment is referred to as RDASRV. The role nane is
‘RDAUSER . To grant the role necessary to access the RDASRV Segnent, one
(1) SQL script stored in the RDASRV Segnent is run. To revoke the role
one (1) SQ script stored in the RDASRV Segnent is run.

9.5.3 PDR USER

The PDR USER Dat abase Segnent is referred to as PDRSRV. The role nane is
‘ PRE_DEFI NED REPORTS USER' . To grant the role and create the necessary
dat abase objects there are four (4) SQ scripts stored in the PDRSRV
Segnent to run. To revoke the role and drop the database objects there
are four (4) SQ scripts stored in the PDRSRV Segnent to run

9.5.4 JOPES PDRPT

The JOPES PDRPT Dat abase Segnent is referred to as JOPES ORA PDRPT. The
role nane is ‘JPDRPT_ROLE'. To grant the role there is one (1) SQ script
stored in the JOPES PDRPT Segnent to run. To revoke the role there is one
(1) SQL Script stored in the JOPES PDRPRT Segment to run

9.5.5 GSORTS

The GSORTS Dat abase Segnent is referred to as GORA. The role nane is
‘GSORTS ROLE'. To grant the role there is one (1) SQ. script stored in
the GSORTS Segnent to run. To revoke the role there is one (1) SQL Scri pt
stored in the GSORTS Segment to run.

9.5.6 LOGSAFE

The LOGSAFE Dat abase Segnent is referred to as OLSAFE. The role nane is
‘ LOGSAFE USER . To grant the role there are three (3) SQ. scripts stored
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in the OLSAFE Segnment to run. To revoke the role there are five (5) SQ
Scripts needed to be run. Four (4) of the scripts are stored in the
OLSAFE Segnment. The last is generated and is stored in the / tnp
directory.

9.5.7 JEPES

The JEPES Dat abase Segment is referred to as QJEPES. The role nane is
“JEPES USER . To grant the role the adm nistrator nust provide the

tabl e_naster password. Wen this has been successfully retrieved, one
(1) SQL Script stored in the QJEPES Segnment will be run. To revoke the
role there are two (2) SQ. Scripts stored in the QIEPES Segnent to run.

9.5.8 VEPES

The MEPES Dat abase Segment is referred to as MEPESDB. The role nane is
‘MEPES USER' . To grant the role there is one (1) SQ script stored in
VEPESDB Segnent to run. To revoke the role there is one (1) SQ Script
stored in the MEPESDB Segnent to run.

9.5.9 Al RFI ELD

The Al RFI ELD Dat abase Segnent is referred to as AIRFDB The role nane is
“AlRFIELD ROLE'. To grant the role there is one (1) SQ. script stored in
the AIRFDB Segnent to run. To revoke the role there is one (1) SQL Scri pt
stored in the AlIRFDB Segment to run.

9.5.10 RFA DATABASE

The RFA Dat abase Segnment is referred to as RFADB. The role nane is
‘RFA USER' . To grant the role the adm nistrator nust provide the

tabl e_nmaster password and the RFA password. When these have been
successfully retrieved, seven (7) SQ Scripts need to be run. Four (4)
of the seven (7) are stored in the RFADB Segnent. The other three (3)
are generated by the first four Scripts and are stored in the / tnp
directory. To revoke the role the adm nistrator nust provide the RFA
password. When this has been successfully retrieved, six (6) SQ Scripts
need to be run. Three (3) of the six (6) are stored in the RFADB
Segnent. The other three (3) are generated by the first three Scripts
and are stored in the / tnp directory

9.5.11 TCCESI

The TCCESI Database Segnent is referred to as ESISRV. The role nane is
“TCCESI'. To grant the role there is one (1) SQ script stored in the

ESI SRV Segnent to run. To revoke the role there is one (1) SQL Scri pt

stored in the ESI SRV Segment to run.

9.5.12 NPG

The NPG Dat abase Segnment is referred to as NPGDB. The role nane is
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‘“NPG USER' . To grant the role there is one (1) SQ script stored in the
NPGDB Segnent to run. To revoke the role there is one (1) SQ Script
stored in the NPGDB Segnent to run.

9.5.13 GIN (SM NT) DATABASE

The GINSM NT Dat abase Segnent is referred to as SMDB. The role nane is
“GINSM NT_ROLE'. To grant the role there is one (1) SQ. script stored in
the GINSM NT Segnent to run. To revoke the role there is one (1) SQ
Script stored in the GINSM NT Segnent to run.

9.5.14 FRAS

The FRAS Dat abase Segnent is referred to as FRASDB. The role nane is
‘FRAS ROLE'. To grant the role there is one (1) SQ script stored in the
FRASDB Segnent to run. To revoke the role there is one (1) SQL Scri pt
stored in the FRASDB Segment to run.

9.5.15 (RIS

The GRI' S Dat abase Segnent is referred to as GRISDB. The role nane is
‘GRIS ROLE'. To grant the role there is one (1) SQ script stored in
CRI SDB Segnent to run. To revoke the role there is one (1) SQ Script
stored in the GRI SDB Segment to run.

9.5.16 RPI

The RPI Dat abase Segnment is referred to as RPIDB. The role nane is

‘RPI _USER' . To grant the role there is one (1) SQ script stored in the
RPI DB Segnent to run. To revoke the role there is one (1) SQ Script
stored in the RPIDB Segnent to run.

9.5.17 EVAC

The EVAC Dat abase Segnent is referred to as EVACDB. The role nane is
“EVAC ROLE'. To grant the role there is one (1) SQ script stored in the
EVACDB Segnent to run. To revoke the role there is one (1) SQL Scri pt
stored in the EVACDB Segment to run.
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SECTI ON 10. SOFTWARE LI CENSE ADM NI STRATI ON
10.1 Applix License Setup Procedures

To use Applix the license nust be installed. Execute the following to
obtai n your License Key:

a. Log in as root, then execute the foll ow ng:
# cd / h/ COTS/ APPLI X/ axdat a <return>

# ./axhostid <return>

Note: The systemwi |l identify the site's License Key. Contact the
GMC Hotline at (703) 695-0671or DSN 225-067l1and provide the
Li cense Key and POC (NAME, TEL,FAX). DISA will notify Applix,
obtain the licensing information for the site, and FAX it to the
site POC, usually within 24 hours.

b. Execute the follow ng:
# cd [/ h/ COTS/ APPLI X/ axdat a <ret urn>

C. Two license files will appear: axlicensedeno, al xicensdat

1. The following is an exanple of the information that will be
execut ed when axlicensedenp is opened:

. 000 1-dec-95
. 000 1-dec-95
. 000 1-dec-95
. 000 1-dec-95
. 000 1-dec-95
. 000 1-dec-95
. 000 1-dec-95
. 000 1-dec-95
. 000 1-dec-95

FEATURE *wgm none
FEATURE *sps none
FEATURE *mbx none
FEATURE *fwp none
FEATURE *fpp none
FEATURE *fgp none
FEATURE *dat none
FEATURE *opn none
FEATURE *rts none

8B4C1F6D076650F27859 "" DEMO
4B7CAF4AD381F2609F469 "" DEMO
7BDC2F3D48AF4EG8BAB1 "" DEMO
5B4C3FCDB88E32B76C59F "" DEMO
4B7CAFEDOS5F02D79C59F " " DEMO
8B4C1FCD58B34B66C59F "" DEMO
7BAC2F6D54BFADGACTAY " " DEMO
4B7C2FBDBCEBF81AC019 "" DEMO
5B3C3F5D2D1027FEF16F "" DEMO

WWWWWWwwWwww
OCOO0OO0OOOOO0OO0O

2. The following is an exanple of the information that will be
execut ed when axlicensdat is opened:

. 000 1-dec-95
. 000 1-dec-95
. 000 1-dec-95
. 000 1-dec-95
. 000 1-dec-95
. 000 1-dec-95
. 000 1-dec-95
. 000 1-dec-95

FEATURE *sps none
FEATURE *mbx none
FEATURE *fwp none
FEATURE *fpp none
FEATURE *fgp none
FEATURE *dat none
FEATURE *opn none
FEATURE *rts none

4B7CAF4AD381F2609F469 "" DEMO
7BDC2F3D48AF4EG8BABL "" DEMO
5B4C3FCDB88E32B76C59F "" DEMO
4B7CAFEDOS5F02D79C59F " " DEMO
8B4C1FCD58B34B66C59F """ DEMO
7BAC2F6D54BFADGACTAY " " DEMO
4B7C2FBDBCEBF81AC019 "" DEMO
5B3C3F5D2D1027FEF16F "" DEMO

WWWWWwwWwww
OCOO0OO0OOCOO0OO0o
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d. Execute the follow ng:
# cd / h/ COTS/ APPLI X

e. Type appli x.

f. Fromthe Applix utility nenu, select LI CENSEGENERATOR
g. Using the license informati on sheet provided by DI SA enter
all information, tabbing between fields. All entries are in

upper case.
h. After entering all data, choose K

i To ensure that the APPLI X |icense nmanager cones up when the
systemis re-hbooted, execute the follow ng:

# cd /etc/rc3.d
# vi S4Sapplix
Add the follow ng |ines:
./ h/ COTS/ APPLI X/ axdat a/ axl nnmgrd - c\
./ h/ COTS/ APPLI X/ axdat a/ axl i censeda > /tnp/axnlm og &

10.2 JDI SS License Setup Procedures

The JDISS will not run if the site has not obtained a |license. Contact
the GMC at (703-695-0671/ DSN225-0671) to find out how to obtain a
| i cense.

10.2.1 dient/Server Relationship. For JDISS to run properly, the JDI SS
license nmust be on the host designated "I nmserver." The JDISS client
segnent nust be | oaded on a host that can reach the | nserver, i.e., the
/etc/inet/hosts file nmust have the I P address and "Il nserver" of the host
that has the JDI SS server segnent | oaded.

10.2.2 License File Procedures for JDISS Version 2.0.3

Nore: The license file is calledlicense.dat and is in ASCI| text format.
Most of the file contents should not be changed. The server host ID
cannot be changed without getting a new license file fromthe JDI SS
PMO. In the DAEMON |ine, the path to the daenon can be nodified. |If
any other changes are nmade, it will invalidate the license, and the
application will not be found.

If a site has a license, or if the host machine is a client of another
host that has a network license then, to install the JDISS |icense file
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for JDI SS v2.0. 3:

a. Copy the license.dat file the site received to/h/JDISS/etc as
fol |l ows:

# cp license.dat /h/JDI SS/etc Re-boot the machine.
Installation is conplete.

10.2.3 Procedures for Machines Currently Running O der Version That
Upgrade v2.0. 3.

Bef ore upgrading to JDI SS V2.0.3, save the/h/JDISS/etc/license.dat files
to another directory, so the files will not be del eted.

a. After installing V2.0.3, copy the savedlicense to the JDISS
directory as foll ows:

# cp license.dat/h/JDI SS/etc/license. dat

b. Re-boot the machine. Installation is conplete.
Tr oubl eshooting of JDISS for troubl eshooting procedures see JDI SS
Installati on Manual dated, 7 Novenber 1996 or JDI SS System Adnini stration
Manual dated, 7 Novenber 1996.
10.3 NeWsprint License Setup Procedures
10.3.1 NeWsprint Version 2.0 Setup Procedure. To install the font
license, the site nust have a font password. Also, if the site has a
Postscript printer, such as a Laserwriter, it does not need a font
license.

10.3.1.1 Acquiring a Font Password. A font password can be acquired by
cal ling 1-800-USA-4SUN and supplying the follow ng infornmation.

e Host ID of the systemto which the printer is attached.

e Serial nunber of the NeWBprint software. The serial nunber
is printed around the inside hole of the NeWsprint CD.

e The NeWsprint "right to use" nunber, listed on the face of
the |icensing agreenent.

After aquiring the password, install the software, and set up
the license that was provided by SUN Systens.

10.3.2 Upgrading a License for NeWsprint V2.0 to V.2.1. If a

site is using NeWsprint 2.0, the original password is still valid
for NeWsprint 2.1. To check the fonts, execute the follow ng:
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# cd /var/spool/license/fontlicense

Exanpl e (a nunber shoul d appear that is simlar to this font

| i cense:

. 65000934) :

# cat /var/spool/licenses/fontlicenses. 65000943

NOTE: Host I D and font password will be displayed.

NOTE: The installing |license procedures are the sane as in
Section 2.0, “Setup Procedures.”

10. 3.3

a.

NeWBprint Version 2.5 License Setup Procedures

Call SUN Systens at 1-800-USA-4SUN during the hours of
0800 to 1700 Monday through Friday to obtain font
password. You nust have the sane information as |isted
in Section 2.0.

To view the host ID and font password, execute the
fol | owi ng:

# [/ opt/ NeWsprint/bin/hostid
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SECTI ON 11. SPARCSTORAGE ARRAY ADM NI STRATI ON
11.1 Overvi ew

This section provides a description of the steps that are
performed to renove and install disk drives in SPARCstorage
arrays in typical GCCS environnents. The steps in this section
have been refined and condensed; however, they are intended to be
in total conpliance with the procedures described in the

SPARCst orage Array Configuration Guide. |f any discrepancies
exi st between this docunent and the SPARCst orage Array
Configuration Quide, the SPARCstorage Array Configuration Guide

t akes precedence.

Before perfornming functions to nodify the configuration administrative
personnel should be famliar with the various types of SPARCstorage
array configurations provided with the Volunme Manager (VM, the

graphi cal representation of VM objects (disks, disk groups, subdisks,
pl exes, volunmes), standard GCCS configuration guidelines, and any site-
speci fic inplenentations.

The SPARCst orage arrays are normally configured as part of the process
to build a new GCCS operating environnment or to upgrade an existing
one. Disk partition and nmappi ng guidelines for the various GCCS SUN
SPARCserver and client platforns are provided in the GCCS

| npl enent ati on Procedures docunent.

11.2 GCCS Configuration Considerations

When a partition froma physical disk is placed under VM control, a VM
disk is assigned to the partition and is accessed via a di sk medi a nane
(e.g., oraclel7). The assigned VMdisk al so becones a part of a disk
group (e.g., oracledg), a collection of VMdisks that have sonething in
conmmon. A VM disk can be divided into one or nore subdi sks. Subdi sk
nanes are derived fromtheir respective VM disk nedia nanme (e.g.

oracl el7-01).

VM uses subdisks to build virtual devices, which are called “ plexes.”
A plex consists of one or nore subdi sks that can be | ocated on one or
nore physical disks. Plex nanes are derived fromtheir associated
vol une nane (e.g., vol02-01 indicates the first plex of the second
vol une, vol02). A volume can consist of one to eight plexes. VM
default nam ng conventions are used to uniquely |abel volunes (e.g.,
vol 02).

In an array-only hardware environnent (no internal or other externa

di sk devices), the standard GCCS VM installation functions will
designate the last disk device in the first array for swap use. This
di sk, along with any other disks that are not under VM control, will be
presented with a “failed” status in the VM GUJl displays and in output
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produced from executing the VM conmmand line interface (CLI) vxdisk |ist

command.

VM di sk striping and nmirroring techniques are used in the standard GCCS
di sk configuration functions for certain file systens to optim ze

syst em performance and provi de enhanced data protection.
buil ds VM vol unes by sequentially selecting the first avail able
di sk (logica

physi cal

This process is repeated until
obtained to build a volune of desired size and structure.

Additional ly, at
Spare (HS) di sk.

as a Hot

Thi s process

subdi sk) associated with each target nunber.
a sufficient nunber of disks are

| east one disk contained on each array is designated
Hot - spari ng,

a VM configuration option, is

used to automatically rebuild mrrored data when a disk fails.

disk fails in a disk group with an HS di sk

the fail ed physical

When a
di sk

di sappears fromthe disk group view and the HS di sk assunes the
characteristics of the failed disk,
HS di sks can only be used to replace disks in the disk group to which

t hey have been assigned.

data on a disk that fails is |ost.

Consequent |y,
SPARCst orage arrays and designating an HS di sk on each unit,

including its nane and subdi sks.

If no disk is designated as an HS devi ce,

in building striped, mrrored volunes using two 18CGB
t he GCCS

VMinstallation process produces a configuration in the follow ng

manner
DEVI CE TYPE
c3t 0d0s2 sliced
c3t 0d1s2 sliced
c3t 0d2s2 sliced
c3t 1d0s?2 sliced
c3t 1d2s2 sliced
c3t 2d0s?2 sliced
c3t 2d1s2 sliced
c3t 2d2s2 sliced
c3t 3d0s2 sliced
c3t 3d1s2 sliced
c3t 3d2s2 sliced
c3t 4d0s?2 sliced
c3t 4d1s2 sliced
c3t 4d2s2 sliced
c3t 5d0s?2 sliced
c3t 5d1s2 sliced
c3t 5d2s2 sliced
c4t 0d0s?2 sliced
c4t 0d1s2 sliced
c4t 0d2s2 sliced
c4t 1d0s?2 sliced
c4t 1d1s2 sliced

DI SK

oracl e01
or acl e07
oracl el3
or acl e08
oracl el4
oracl e03
or acl e09
or acl el5
oracl e04
oracl el0
oracl el6
or acl e05
oracl ell
oracl el7
or acl e06
oracl el2
spar e0O1

mrror01
m rrorQ7
mrrorl3
mrror02
m rror08

11-2

GROUP

or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg

STATUS
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
online
onli ne
onli ne
onli ne
onli ne

spare

(as depicted in the sanple output fromavxdisk |list command):
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c4t 1d2s2 sliced mrrorl4 or acl edg onli ne
c4t 2d0s2 sliced mrror03 or acl edg onli ne
c4t 2d1s2 sliced mrror09 or acl edg onli ne
c4t 2d2s2 sliced mrrori5 or acl edg onli ne
c4t 3d0s2 sliced mrror04 or acl edg onli ne
c4t 3d1s2 sliced mrrori0 or acl edg online
c4t 3d2s2 sliced mrrorl6 or acl edg online
c4t 4d0s2 sliced m rror05 or acl edg online
c4t 4d1s2 sliced mrrorill or acl edg online
c4t 4d2s2 sliced mrrorl7 or acl edg online
c4t 5d0s2 sliced m rror06 or acl edg online
c4t 5dl1s2 sliced mrrori2 or acl edg online
c4t 5d2s2 sliced spar e02 or acl edg online spare

Where c# denotes the controll er nunber associated with the array units,
t# indicates the target nunber (0-5) within the referenced array, d#

i ndi cates the di sk number (0-4) associated with each respective target
nunber, and s2 indicates that the full disk is being used as a subdi sk
partition.

The order of the disk nanes oracle## and mirror## indicates that the
first available disk was selected fromthe first target nunber,

foll owed by the selection of the next available disk on the next target
nunber, and so on, until all required disks were selected. HS disks
have been naned spare0l and spare02. |n practice, this list would al so
i ncl ude any additional disks that are present on the platformbut are
not under VM control (with an error status).

11.3 ldentifying a Failed D sk

The key aspect of disk replacenent involving a SPARCstorage Array unit
is identifying the proper disk device to renove or replace.

11.3.1 Command Line Interface Techniques. The VM CLI can be used to
produce a list of available disk devices and their related status. The

[ist will indicate which VMcontroll ed disks are in an error status.
Note that in the standard GCCS configuration, the designated swap di sk
and ot her di sks not under VM control will also be listed with an error

status. The following steps are perfornmed to identify failed disk
devi ces using the VM CLI

a. Log in as root.
b. Produce a list of available disk devices:
# vxdisk list | nore
C. Revi ew the generated output to identify devices that have an

error status, situations where an HS device has kicked in,
and situations where the vol une conponents do not conply
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d.

with the standard GCCS configuration techniques.

exanpl e,

DEVI CE

c3t 0d0s2
c3t 0d1s2
c3t 0d2s2
c3t 1d0s2
c3t 1d1s2
c3t 1d2s2
c3t 2d0s2
c3t 2d1s2
c3t 2d2s2
c3t 3d0s2
c3t 3d1s2
c3t 3d2s2
c3t 4d0s2
c3t 4d1s2
c3t 4d2s2
c3t 5d0s2
c3t 5d1s2
c3t 5d2s2
c4t 0d0s2
c4t 0d1s2
c4t 0d2s2
c4t 1d0s2
c4t 1d1s2
c4t 1d2s2
c4t 2d0s2
c4t 2d1s2
c4t 2d2s2
c4t 3d0s2
c4t 3d1s2
c4t 3d2s2
c4t 4d0s2
c4t 4d1s2
c4t 5d0s2
c4t 5d1s2
c4t 5d2s2

GCCS- SAM- 2. 2
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considering the previous vxdisk list output for a
scenario containing a failed disk:

TYPE

sliced
sliced
sliced
sliced
sliced
sliced
sliced
sliced
sliced
sliced
sliced
sliced
sliced
sliced
sliced
sliced
sliced
sliced
sliced
sliced
sliced
sliced
sliced
sliced
sliced
sliced
sliced
sliced
sliced
sliced
sliced
sliced
sliced
sliced
sliced

DI SK

oracl e01
oracl e07
oracl el3
oracl e02
oracl e08
oracl el4
oracl e03
oracl e09
oracl el5
or acl e04
oracl el6
or acl e05
oracl ell
oracl el?7
or acl e06
oracl el?2
oracl el0
irror0l
rrorQ7
rrorl3
rror02
rrorQ08
rrorl4
rrorQ03
rrorQ09
rrorl5
rror04
rrorl0
rrorl6
rrorQ05
rrorl7
rrorQ06
rrorl?2
par e02

3.3

3.3.3.3.3333333333

(7]

GROUP

or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg
or acl edg

STATUS
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
error
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
onli ne
online spare

Exam nati on of the output shows device c3t3dls2 with an “error”
Additionally, it
can be determ ned that device c3t5d2s2, an HS devi ce,
kicked in and is now regarded as di sk oracl el0, and whose
status no | onger

status indicating that the device has fail ed.

Record and save the failed di sk nane,

and normal device addresses (if the HS has kicked in) for

i ndi cat es t hat

it

is spare disk.

has

along with its actual

reference during configuration restoration functions. In
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the exanple, the failed disk was previously named oracl el0,
its current device address is c3t5d2, but in its nornmm
addr ess was c3t 3d1.

e. Not e that sone error conditions will not be noted as such in
the vxdisk list command output. It is therefore recommended
that the VM GQUI be used to confirmthe status of a disk
drive.

11.3.2 Gaphical User Interface Techniques. The VM GU physical disk
di splay provides a graphic depiction of the disk devices contained in
an array that directly corresponds to the physical |ayout of disks
within the array. 1In the VM physical disk display, failed devices in
an array are indicated with a blue icon. |In sone configurations, the
last disk in the first array is designated for swap use in an array-
only configuration. This disk is not under VMcontrol; therefore, it
wi |l appear as a failed device. This condition can be verified by
examning the /etc/vfstab file contents.

The | ayout of the disk icons in the view should match the |ayout of

di sks represented in the array front panel LCD display. The nunbers
speci fied on each physical disk (PD) icon provides the target (t#) and
relative physical disk nunbers (d#) in the foll owi ng nmanner:

T0, DO T2, DO T4, DO
T0, D1 T2, D1 T4, D1
T0, D2 T2, D2 T4, D2
T0, D3 T2, D3 T4, D3
T0, D4 T2, D4 T4, D4
T1, DO T3, DO T5, DO
T1, D1 T3, D1 T5, D1
T1, D2 T3, D2 T5, D2
T1, D3 T3, D3 T5, D3
T1, D4 T3, D4 T5, D4

Front Side (Handl e End)
For exanpl e, a device address contai ning c#t3dls# for an array disk
unit denotes a disk device located in the fourth slot fromthe front of
t he second tray.

Performthe following steps to view a display of physical disk devices
for an array:
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Log in as root.
Launch the VM root w ndow:
# [opt/vxval bi n/ vxva&

In the root wi ndow view, click the LEFT nouse button on the
screen button corresponding to the four digit world nunber
in the front panel LCD display on the array. This action
produces a view of the disk devices contained in the
referenced array.

Not e any di sk icons displayed in blue.

Cl ose the window by clicking LEFT on the File option in the
menu bar of the wi ndow, and selecting Cose; Exit may be
selected to end the VM GUJl session

(or)

Log in as root.

Launch the VM root w ndow
# [opt/vxval bi n/ vxva&

In the root window view, click the LEFT nouse button on the
screen button corresponding to the nane of a disk group
(e.g., oracledg).

The VM di sk icons (denoted by “D’) that are displayed appear in
the order of their selection in the configuration building
process: left to right, and top to bottom The order of the
devi ce nanes (c#t#d#s#) under each icon should indicate how
the first available disk was selected fromthe first target
nunber, followed by the selection of the next avail able disk
fromthe next target nunber, and so on, until all required

di sks were sel ect ed.

Considering this convention, a failed disk and an HS disk (if
it has replaced a failed disk) can be identified by an
illogical break in the order of the device nanes. Wen an HS
replaces a failed disk, the HS disk icon is |labeled with a “D
to indicate that it is no |onger available as an HS di sk.

A conpletely failed physical disk will not appear in this

di splay. However, a configured volune may be displ ayed
containing a plex with an error status (denoted by an abnor mal
coloration of the plex) to indicate a failed disk.

In the latter situation, the properties of the plex in question

11-6



GCCS- SAM 2. 2
Rev 0
January 15, 1997

nmust be examned to identify the failed disk. Display the
properties for a plex by clicking LEFT on the plex nane (e.g.,
vol 02-01), then clicking the RI GHT npuse button.

In the Plex Properties w ndow, the plex Kernel State indicates
the availability of the plex; a disabled plex cannot be
accessed. Volume properties may be exam ned in the sane
manner, but a di sabl ed vol unme cannot be accessed. A val ue
other than zero in the Nunmber of 10 Failures field is also

i ndi cative of a volune problem

When error conditions are present in a plex or volume, the SA
nmust identify the disk that is nbost |likely the cause of the
problem This can be acconplished by displaying the properties
of each subdisk within the plex. A value other than zero in
the Nunber of 1O Failures field in the properties viewis

i ndi cative of a disk problem

d. The VM group wi ndow can be closed by clicking LEFT on the
File option in the nenu bar of the wi ndow, and sel ecting
Close; Exit may be selected to end the VM GUl session.

11.4 Di sk Replacenent Scenari os

11.4.1 Overview of Procedures. Certain disk replacenent procedures
may be performed based on the configuration of the failed disk. After
the failed di sk has been identified, the SA nust detern ne whether or
not the failed disk belongs to a mrrored volune, and whether or not it
has been replaced by an HS disk. The follow ng general procedures
shoul d be perfornmed when considering configuring a failed disk:

a. If the disk is part of a mrrored volunme, and the HS disk
has kicked in or is not avail abl e:

1. Renpove or replace the failed disk. |f an HS disk is not
avail abl e, the volune can continue to operate on the
mrrored conpl enent of the failed disk

2. Restore the volume configuration to its nornal state
after installing a new disk.

b. The disk is part of a mirrored volune; and the HS disk is
avai l abl e, but did not kick in:

1. If a replacenent disk is not readily available for
installation, renove the failed disk to allow the HS disk
to kick in.

2. When the new di sk becones available, install it in the

array at the location of the failed disk.

11-7



11.4.2

GCCS- SAM 2. 2
Rev 0
January 15, 1997

3. Restore the configuration to its normal state after
installing the new disk.

(or)

1. If a replacenent disk is available take all HS disks
offline (by changing their properties) to prevent them
from ki cking in.

2. Repl ace the failed disk.
3. Restore the configuration to its normal state.
4. Pl ace the HS di sks back onli ne.

If the disk is part of a non-mrrored vol une:

1. Renpve the affected volune and its associ ated pl exes and
subdi sks.

2. Repl ace the failed disk.

3. Rebui | d the vol une.

4, Restore vol une data using standard data restore

functions, e.g., ufsrestore.
Hot Spare Di sk Qperati ons.

In the root window view, click the LEFT nouse button on the
screen button corresponding to the nane of the desired disk
group (e.g., oracledg) to produce a view of its VM vol unes,
pl exes, and subdi sks.

Locate a disk icon labeled with ‘PD or ‘HS (physical disk
or hot spare, respectively). Active HS disks in the group
are | abeled as 'HS .

Click LEFT on the disk icon to highlight it, then click the
Rl GHT nmouse button to display its properties.

At the ‘Hot Spare’ entry of the properties w ndow
click LEFT on Yes to designate the disk as an HS disk. To
deactivate it, click LEFT on No.

To exit the window click LEFT on Apply to effectuate

changes or Cancel to discard the w ndow w thout maki ng any
changes.
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Vol une Qperations (Non-Mrrored D sk Configurations).

4.

In the group wi ndow view, select the volune containing the
failed disk by clicking LEFT on its icon.

Record the nane of all disks that are a part of the volune
in the order that they appear.

Record the file system nane assigned to the vol une
(di spl ayed under the vol une icon).

From t he Basi c-Ops nenu, select Volune Operations, then
sel ect Renobve Recursively.

Sel ect Ckay to proceed with the renpval.
The failed disk can now be physically replaced in the array.

After a failed disk has been replaced in the configuration,
the volune can be rebuilt. This is acconplished by
perform ng the foll ow ng steps:

In the appropriate group wi ndow view, click R GHT on the
first required disk icon (as noted when renoving the
volune) to highlight its icon, then click M DDLE on the
remai ni ng required disk icons.

From t he Basi c-Ops nenu, select File System Operations,
then select Create, then select Striped.

Compl ete and verify the contents of the Striped Vol une
Create window (with standard val ues for 1.05GB disk
drives) as foll ows:

Vol une name: xxx99 (e.g., vol 03)

Vol une size: 9999999s (nunber of disks tinmes 2050272
followed by ‘s’ for sectors)

Nunmber of Colums: (Nunber of disks sel ected)

Stripe unit size: 72

Create file system Yes

Mount file system Yes

Mount point: /xxx/xxx (file system nount point)

Mount automatically: Yes (or No, as required)

To exit the window. click LEFT on Apply to effectuate
changes or Cancel to discard the w ndow w thout making
changes.

11.5 Disk Renpval and Installation
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Physical Disk Rermoval. Performthe following steps to renmove a

di sk drive froma SPARCstorage array unit:

a.

Review al|l aspects of the configuration of the disk to be
removed, including its location in the array.

Advi se users who are |l ogged in of inmnent system
term nation.

Gracefully shut down the Oracl e database, if applicable.
As root, take the system down:

# uadmin 2 0
After systemconpletes term nation, power off the CPU.

Power off the array unit and all ow di sk devices to spin down
(approximately 1 mnute).

Renpve the front panel of the array to gain access to the
di sk trays.

Renpve the tray containing the disk to be renoved, by
releasing the tray’s handle. Pull the tray outward until
it catches. Feel for the tray flapper |ocated on the
bottom rear, center of the tray. Push the flapper upward
while slightly pulling the tray to release it. Do not apply
force to release the tray!

After renoving the tray, place it securely on a flat surface
before attenpting to renove a disk drive

Renpve the desired di sk using the handle | ocated on the top
of the disk. Use caution in handling the disk (in case it
is not the correct disk to renove, and has to be
reinstalled).

If a replacenent disk is available, it can be installed now
in the location vacated by the failed disk. Wen installing
a disk, seat it carefully by pressing on the SUN enbl em and
locking it using its handle.

Repl ace the tray back into the array. Feel for the tray
fl apper, push the flapper upward while pushing the tray to
insert the tray. Do not apply excessive force to insert the

tray!

Power on the array. The ready state of the array is
i ndi cated when the lines in the LCD display on the front
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panel become visible for all installed disks. After
achieving this ready state, wait at |east two minutes before
pr oceedi ng

After waiting at |east two mnutes, power on the CPU

Restore the VM environnent to its normal disk configuration

Physical Disk Installation. Performthe following steps to
a disk device into a SPARCst orage Array unit:

Review al| aspects of the configuration of the disk to be
installed, including its required location in the array.

Advi se users who are logged in of inmnent system
term nation.

Gracefully shut down the Oracl e database, if applicable.
As root, take the system down:

# uadmin 2 0
After systemconpletes term nation, power off the CPU.

Power off the array unit and all ow di sk devices to spin down
(approximately 1 mnute).

Renpve the front panel of the array to gain access to the
di sk trays.

Renpve the tray containing the disk to be renoved, by
releasing the tray’s handle. Pull the tray outward until
it catches. Feel for the tray flapper |ocated on the
bottom rear, center of the tray. Push the flapper upward
while slightly pulling the tray to release it. Do not apply
force to release the tray!

After renoving the tray, place it securely on a flat surface
before attenpting to install the disk drive.

Install the disk in the desired |location. Seat the disk
carefully by pressing on the SUN enbl em and | ocking it using
its handl e.

Repl ace the tray back into the array. Feel for the tray
fl apper, push the flapper upward while pushing the tray to
insert the tray. Do not apply excessive force to insert the

tray!

Power on the array. The ready state of the array is
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i ndi cated when the lines in the LCD display on the front
panel become visible for all installed disks. After
achieving this ready state, wait at |east two minutes before
pr oceedi ng.

After waiting at |east two mnutes, power on the CPU

Modi fy the VM environnent to include the newdisk inits
configuration.

11.6 Restoring VM Configurations

11.6.1

Restoring Hot Spare Configuration. The follow ng steps are

performed when a situation exists wherein a failed disk that was
logically replaced in the configuration by an HS di sk has been
physically replaced with a new di sk:

a.

b.

Log in as root.

Initiate the vxdi skadm nmenu process, enter the follow ng
conmmand:

# vxdi skadm

(At this point the vxdi skadm nenu shoul d appear)

C.

Enter 1 (add or initialize a disk) in response to “operation
to perforni.

Ent er di sk device (c#t#d# of the new disk) in response to
“di sk device to add”.

Enter n in response to “wish to encapsul ate”.
Enter y in response to “wish to initialize”.
Enter none in response to “which disk group”.
Enter y in response to “continue with operation”.

Enter n in response to “add or initialize another disk”

(At this point the vxdi skadm nenu shoul d appear)

j.

Enter 4 (renove a disk for replacenent) in response to
“operation to perforni.

Ent er di sk nanme (di sk nane, e.g., oraclelO, assunmed by HS

disk; refer to previously recorded configuration infornation
obtained in previous steps) in response to “di sk nane”.
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l. Enter y in response to “continue with operation”
m Enter n in response to “renove anot her disk”
(At this point the vxdi skadm nmenu shoul d appear)

n. Enter 5 (replace a failed or renpved disk) in response to
“operation to perforni.

0. Ent er di sk nane (sanme di sk nanme specified in Step k) in
response to “select a renoved or failed disk”.

p. Ent er device (disk device specified in Step d, or press
<ENTER> if specified default device is correct) in response
to “choose a device”.

g. Enter y (provided the specified operation scenario is
correct) in response to “continue with operation”.

r. Enter n in response to “replace another disk”.

(At this point the vxdi skadm nenu shoul d appear)

S. Enter 1 (add or initialize a disk) in response to “operation
to perforni.

t. Ent er di sk device (c#t#d# of the HS disk) in response to
“di sk device to add”.

u. Enter y in response to “wish to reinitialize c#t#d#".

V. Enter group (nane of disk group for HS, e.g., oracledg) in

response to “which disk group”.

W. Ent er di sk nane (nane of designated HS di sk, e.g., spare0Ol)
in response to “di sk nane”

X. Enter n in response to “add or initialize another disk”
y. Enter y in response to “preserve this disk as hot-spare”.
Z. Enter y (provided the specified operation scenario is

correct) in response to “continue with operation”.
aa. Enter n in response to “add or initialize another disk”
(At this point the vxdi skadm nmenu shoul d appear)

bb. Enter q (exit fromnenus) in response to “operation to
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perforni.

Restoring Non-Hot Spare Configuration. The follow ng steps are

performed when a situation exists wherein a failed disk that was not
| ogically replaced by an HS di sk has been physically replaced with a
new di sk in the array:

a.

b.

K.

Log in as root.
Initiate the vxdi skadm nenu process:
# vxdi skadm

Enter 1 (add or initialize a disk) in response to “operation
to perforni.

Ent er di sk device (c#t#d# of the new disk) in response to
“di sk device to add”.

Enter n in response to “wish to encapsul ate”.
Enter y in response to “wish to initialize”.

Enter group (nane of an associated di sk group, e.g.,
oracl edg) in response to “which disk group”.

Ent er di sk nanme (nane of disk, e.g., oraclel0) in response
to “di sk nane”.

Enter n (or ‘y', as required) in response to “preserve this
di sk as hot-spare”.

Enter y (provided the specified operation scenario is
correct) in response to “continue with operation”.

Enter n in response to “add or initialize another disk”

(At this point the vxdi skadm nmenu shoul d appear)

m

Enter q (exit fromnenus) in response to “operation to
perforni.

Perform functions to rebuild the affected vol une.
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SECTI ON 12. GSORTS ADM NI STRATI ON
12.1 Downl oadi ng GSORTS Dat abase

Unli ke any other GCCS application, each site's GSORTS dat abase is
initialized and nmaintained renptely by the Pentagon's JEXACR GSORTS
office. Each GCCS site need only request they do so.

The request is nmade to the GCCS Hotline for JEXACR to put a full,
SECRET, GSORTS dat abase at a site. Fromthen on, the JEXACR office
will handle all details and ongoi ng operational support of the GSORTS
dat abase, and the site will have the data avail able for retrieval.

Some services provided by JEXACR are:

a. Initial download of a full GSORTS database to the site's
dat abase server.

b. Executi on of ORACLE scripts to | oad the GSORTS dat abase into
the GCCS Version 2.2 ORACLE structure, created when GSORTS
segnents were installed on the site database server

cC. Twi ce-dai | y dat abase update service.

To check on the GSORTS dat abase status, a user can either use the
GSORTS icon or go to an xterm and use sqgl pl us.

To use the GSORTS icon:

a. Cick on the GSORTS icon.

b. Sel ect Options->Dat abase Last Update

C. Look at the date. |If not within the |ast day or two, then
the database is not current. |If the date is 19 January 1995
or earlier, it is likely that only the test database is
| oaded.

To use sql pl us:
a. Start an xterm

b. | nput the foll ow ng:

# source /opt/bin/coraenv<return>

C. Execute the following:

# sql plus /<return>
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(assunes the user has the GSORTS rol e)

d. Sel ect max(bupdate) from bide table.

e. Look at the date. If not within the |ast day or two, then
the database is not current. |If the date is 19 January 1995
or earlier, it is likely that only the test database is
| oaded.

12.2 Usi ng CDROM Maps

GSORTS provides a nmechanismto | ook at Defense Mappi ng Agency (DMA) Arc
Digital Raster Graphic (ADRG nmaps. Unlike other applications that
require reading the ADRGs from CDROM and downl oadi ng to di sk, GSORTS
will imediately read and di splay the ADRG CDROM contents. |n an
operations center, the tine (and disk) savings can be substantial.

Unfortunately, within the GCCS environnent, and especially with Solaris
Version 2.3, nany problens at the operating systemlevel conspire to
make use of the CDROMs difficult. W donot yet have a fornmula that

wi |l ensure success in using CDROVE with GSORTS within GCCS.

There are several problens with CDROMs, GSORTS, and GCCS:

a. The Solaris Version 2.3 Vol une Manager (vol ngr) takes over
the control of nounting CDROWVs.

b. The nearest CDROM drive to a given user may require
substantial UN X-l1evel work to be accessible by GSORTS.

C. A d (pre-1989) ADRG CDROVs will not read correctly.
Addr essing each problemin turn:

a. The Solaris Version 2.3 volngr usually will autonount any
CDROM put into the disk drive. This neans that the user
shoul d not use the GSORTS MapUilities->AdrgMaps- >New CDROM
nmenu item Go directly to the Open CDROM Map sel ection. |If
there is a file nane in the list box, then pick the nane and
everything will work normally. |If not, then the
t roubl eshooti ng process begins. Again, we donot have
answers to all situations and cannot re-create all problemns.
The Solaris Version 2.3 volngr is not conpletely
characterized. Usually, the user has to do an "eject”
conmand from an xterm

b. As a first attenpt to use CDROM maps, be sure and try a
CDROM dri ve connected physically as part of the SPARCstation
20 application server on which GSORTS is executing. Donot
spend tine trying to get an xterm SPARCstation 5's CDROM
drive to be visible to GSORTS until a CDROM drive on the
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machi ne on whi ch the GSORTS software is executing works.

C. If the ADRG CDROM is pre-1989, do not use it. Solaris
Version 2.3 vol ngr cannot read them

A hint for troubl eshooting:
Try doi ng operating system comands as root. For exanple, issue the

comand eject (to get the COROM out). This will bypass perm ssions
probl ens.
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SECTI ON 13. HARDWARE ADM NI STRATI ON
13.1 Fiber Distributed Data Interface

Wthin GCCS, the Fiber Distributed Data Interface (FDDI) will be
installed as a sel ected package (SUWAf) imediately after the core UNI X
environnment is installed. This package contains the drivers and system
changes required to support FDDI. Every SUN SBUS card is currently
shipped with a UTP interface installed. To prevent conflicts in the
resolution of | P addresses and host nanes, each enabl ed network
interface must be assigned a unique host name and | P address.

13.1.1 Procedures for Installing FDDI |nterface Software.

a. Preparati on:
1. Install core UNI X operating systens (recommended patches
not as yet installed).
2. Determ ne FDDI | P address (nust be different from
ethernet | P address if any).
3. Det erm ne FDDI host nane (nust be different from ethernet
hostnane if any).
4. Connect MAC connector from SPARC to FDDI hub.
b. Insert FDDI CDROM in drive.
C. Log in as root.
d. To install FDDI patch, execute the foll ow ng:

# /usr/sbin/pkgadd -d /cdrom fddi _3_0/Sol aris_2.x
The following will appear on your screen:
The foll owi ng packages are avail abl e:
1 SUMWf FDDI/S Driver/UWUilities(sparc) 3.0

Sel ect package(s) you wish to process (or "all" to process
al | packages). (default: all) [?,??,q9q]: 1 <Return>

e. Specify the nfO (FDDI) host nane. This name nust be different
fromthe 1 e0 (ethernet) host narme:

What host nanme do you want to use for nf<inst>: <HOSTNAVE>

f. Specify the nfO (FDDI) host nane. This name nust be different
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fromthe 1 e0 (ethernet) host narme:

What ip address do you wi sh to use for <HOSTNAME>

Do not specify the SunNet Manager daemons:

Do you want to start the SunNet Manager daenons for SunLink
FDDI /S at boot tine? [n] [y,n,?,q] n

Confirm the installation of files with setuid/setgid permission:

Do you want to install these setuid/setgid files [y,n,?,q]y

Confirmthe execution of the post-installation script with
superuser perm ssion:

this package contains scripts which will be executed with
superuser perm ssion during the process of installing the
package.

Do you want to continue with the installation [y,n,?] Y

Confirmthat the installation was successful :

Install ati on of <SUNWAf> was successful.

Terminate the pkgadd program:
The foll owi ng packages are avail abl e:
1 SUMf FDDI/S Driver/Uilities
(sparc) 3.0

Sel ect package(s) you wish to process (or "all" to process
al | packages). (default: all) [?,??,q9]: q <Return>

Eject the CDROM:

# eject cdrom

. Re-boot the system:

# sync; sync; r eboot
Proceed with the installation of additional drivers, packages, or patches.

Proceed with the installation of GCCS.
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13.1.2 3800 Router Configuration (Exanple). The following text is
provided to illustrate what should appear at the console as the user
enters the commands to activate the FDDI interface of the router. This
exanpl e was produced in the GCCS |ab using the Synoptics 3000S
Intelligent Hub, in which the router is naned 'gccslab' and the
configuration was already resident in the router. Text shown inbold

is what is entered fromthe keyboard. Additional coments are shown in
par ent heses.

gccsl ab)en

Passwor d: (the password will not echo)
gccsl ab#sh fl ash
4096K bytes of Flash address space sized on CPU board.
Menory type is Flash
File nane/status
0 xk09190z (Currently utilized nodul e)
1 xk91450z (FDDI  nodul e)
[ 1499584/ 4194304 bytes free/total]

gccsl ab#config t

Enter configuration conmands, one per line.

Edit with DELETE, CTRL/W and CTRL/U; end with CTRL/Z

no boot system flash xk09190z (disable old flash nodul e)

boot system flash xk91450z (enabl e new nodul e)
nZ (exit configuration node)

gccsl ab#
%BYS-5- CONFI G | : Configured from console by console ()

gccsl ab#write nem
[OK]
gccsl ab#exi t

gccslab con0 is now avail abl e

Press RETURN to get started.

13.2 Synoptics 300S Intelligent HUB I ntroduction
Thi s subsection is provided to assist with the installation of the
Synoptics 3000S Intelligent HUB. It provides several types of
i nformati on:
e The purpose of the HUB - Notes relative to installation.

e Inventory - Wat and how nany of each conponent to expect.

e Router Configuration - Howto activate the FDDI router port.
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« Network Managenent Mdule (NMM Configuration - How to perform
basi c configuration.

In addition to the above information, there are also configuration
exanples for both the router and the NMM nodul es.

This subsection is intended as an aid to the installation teans in
getting themonline to a network that will facilitate server
installation. It is not intended to be a conplete nanual for the
Synoptics HUBs.

13.2.1 Purpose of the HUB. The FDDI conponents are intended solely
for the connection of GCCS servers. Each server will be linked to the
hub utilizing fiber connections in a single attached node. It may be
necessary to connect the SUN servers to one of the Ethernet boards
until the FDDI connection cables are shipped to the site. |If this is
the case, there will be a 10baseT Ethernet host nodul e provided for
thi s purpose.

The FDDI connections cannot be acconplished at this tine because the
requi red cables are not yet available. Separate instructions for
maki ng these attachnments will be provi ded when these cables are
recei ved.

The router is intended to be utilized to nake the bridge between the

t oken- passi ng protocol of the FDD conponents and the CSMA& CD
components of the Ethernet side. Although this is the prinary purpose
of the router, it can be utilized for additional functions if an
additional interface is added.

The FDDI -to-router connections will be acconplished via the ports
provided in the front of the hub. Patch cables will connect fromthe
router port to one of the FDDI ports. These cables are not yet

avail abl e but will be shipped with instructions when they are received.

The Et hernet Network Managenent nodul es only are provided for this
installation. Although two are provided, only one is required and only
one should be installed. A separate Ethernet segnent nay be set up at
a later tinme, or the second nodul e can be kept as a back-up

The Et hernet conponents of the hub are intended for connection of
ei t her individual GCCS workstations, or LAN segnents to which
workstations are in turn attached. Ethernet connections can be nmade to
i ndi vi dual workstations on an as-needed basis. The Ethernet host
nodul es supplied should match the network infrastructure at the site.

13.2.2 Inventory. The Intelligent HUB inventory should include the
items shown in Table 13-1.
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Table 13-1. Synoptics 3000S Hub Conponents

Synopti cs 3000S HUB Conponents

Item Quanti Comment s
ty

3000S 1 Chassis only.

Power Supply 1 Install in right-npost chassis
sl ot .

3904 1 - 3 | FDDI Host Module (Quantity
varies by site)

3800 1 Router Card with 1 Ethernet
Interface.

3809 1 FDDI Interface for 3800 Router

(to be installed on the 3800
router card).

3313A 2 Et her net Networ k Managenent
Modul e. Only one of these
cards should be installed with
the initial installation.

3301 2 10baseT Et hernet Host Modul e.
Included if site has existing
10baseT infrastructure or if
it is required for interim
server connecti ons.

*  3304A 2 10baseFL Et hernet Host Mbdul e.
Included only if site has
existing infrastructure that

i s 10baseFL.

* This itemis not included if there is no Ethernet
fiber infrastructure at the site.

A conplete set of manuals for the hardware is included in the shipping
containers, including a set of router nanuals included with the Model
3800 router nodule. This router nodule is actually a Cl SCO Model 4000
router, and configuration is done accordingly.

Subassenbly for boards to be inserted into the 3000S chassis is linmted
to the FDDI Personality nodule for the router. A conplete set of
detailed instructions is included with the nmodule. Follow them
carefully. |If the installer is not confortable with this type of work,
and there is no nenber of the teamwho is confortable doing this
assenbly, request assistance fromthe site POC for this equi pnent.
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Nore: The position of the boards in the chassis is uninportant, except
for the power supply, which nust be located in the far right
position.

13.2.3 Configuration of 3800 Router Mdule. The router is present in
this configuration to performthe translation between the FDDI and the
Et hernet sides of the network. This docunent is not neant to detail
how to configure CISCO routers, but is intended to augnment a standard
configuration that is assunmed to be already in place.

In the hardware installation manual for the 3809 FDDI router
Personality manual, there is reference to flash nodul es that nust be

| oaded prior to being able to configure this interface. Specific steps
for acconplishing this |oad are provided in Table 13-2.

Table 13-2. Configuration of 3800 Router

3800 Router Configuration

# Conmmand Descri ption

1 Attach aterminal or a PC to the console
port of the 3800 router module.

Enter Enable mode. Thisrequiresa
password.

en

2 sh flash Display the file names currently stored in
system flash memory. There should be two
files shown; make note of both names. The
first, (file 0) isthe current image and the
second, (file 1) isthe one that must be used
for FDDI.

3 config t Enter configuration mode from the
terminal.

4 no boot system flash Disable the old software module which
xk09190z does not include the FDDI driver. (file 0)

5 boot system flash xk91450z | Specify the proper file for enabling the
FDDI interface. (file 1)

6 "z Exit from configuration mode.
7 wite mem Write the new configuration to system
memory.
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exit

Exit from console.

The FDDI interface can now be configured

using standard configuration commands.

Rev 0
1997

13.2.4 Configuration of 3313A Ethernet Network M anagement M odule. The NMM for Ethernet can
be configured with an I P address, and should be configured if network management isto be performed. The
following sequence of stepsin Table 13-3 details how to configure the NMM for Ethernet.

Table 13-3. Configuration of 3313A Ethernet NMM

3313A NMM Configuration
# Command Description
1 Connect cable to service port.
"C Typing *C' brings up the main menu (NoTE: the C is Capital.)
2 m Toggle boot mode to EEPROM.
3 Toggle boot protocol to IP.
4 0 Toggle management protocol to |P.
5 i Toggle image load mode to local.
6 i Enter I P configuration menu.
7 a Set |P address (obtained from site administrator).
8 a Set default gateway (Same as defaultrouter in most cases).
9 <esc> Exit back to boot mode menu.
10 w Write boot config to EEPROM.
11 g Execute power-up boot sequence; this will re-boot the module and
display a banner requesting "*Y' for additional menu.
12 Y Enter load menu.
13 i Enter the protocols parameter menu.
14 i Enter | P parameters menu.
15 S Set subnet mask (obtained from site administrator).
16 <look at screen> | Verify the correctness of |P information.
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17 <esc><esc> Return to main menu.

18 w Write information to EEPROM.
19 z Reset the 3313A.

20 <fini> Remove the serial cable.
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SECTI ON 14. CONFI GURI NG PCs TO DI SPLAY DESKTOP

No single PC X-package or TCP has been sel ected for GCCS. Appendix B
contains an eval uation of the |eading X and TCP packages.

14.1 X-Package Installation

This section contains the screen captures of the options and sel ection
for each of the X-packages evaluated. |In all cases the installation
sel ection should be "custom' or "selective" (as opposed to letting the
package software automatically do the configuration). This non-
automatic installation is required since all fonts nust be install ed.

14.1.1 Preparation for Installation. Prior to beginning installation,
the followi ng infornmati on shoul d be gat her ed:

Software Serial Nunber (if required by vendor)
Aut hori zation Code (if required by vendor)

Net work Software (TCP) Package Used

Net wor k Adapt er

Host Nane

Host | P Address

Domai n Name

| P of Domain Nane Server (DNS)

Site Subnetwork

14.1.2 Screen Setups. The follow ng pages show the screen setups for
each of the X-packages eval uat ed.

14.1.3 XoftWare/32 . XoftWare/32 has a single nenu that appears when
its desktop icon is clicked on. The custom zation of the appearance
and operation of XoftWare/32 is via the Options nmenu. Sel ect Opti ons
fromthe main nmenu to access these features. Figure 14-1 provides
screen captures of the options and sel ections.
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=| Display

[ 'Window Mode —
O Single-Window ‘_l
L £nabie Pansing [ frisptap Sowll Bar

| | | || (e ]

®

[ Enable Panning | Motif Properties
| & Root Background = LCascade Windows
| Prompt for Closing a Client

[ windows Keyboard Focus Policy

| Allow Concumrent Window Manager

| Fit Window to Display

Screen Yisual: PzeudoColor |£|

O Beszerve Windows System Colors

[ Make Cursor Vigible

Dizplay Humber: l:l

Screen Dimensions in Millimeters
Width: |280 Height: |210

= Server Features

Screen Saving oK
Backing Store: |On |£I

Ei

Cancel

J

B X11R3 Bug Compatibility

] Exit Server with Closing of Last Client
[ Disable Server Reset

[<] Prompt Before Closing Server

| Server Input Control Dver Windows
[ Enable Plane Maszk

| Fast Line Drawing

[ Preserve Bestricted Colors

Data Files
RGB Colors File: |rgh_lxl |

Log File: | logfile. txt |

Langquage: |US Englizh |£I
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14.1.4
the way the X server
opti ons,

= Display Management

XDMCFP Method: |§XDHEP Broadcast BI I

ok |

| | Cancel I

B4 One XDMCP Session

O Select First Responding Host

= Begin ¥XDMCP S5ession How

Figure 14-1.

PC- Xwar e.
oper at es.

sel ect the Configure - Xserver tab.

Xof t Ware/ 32 Screen Captures

screen captures of the options and sel ections.
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PC- Xware all ows custom zation of features governing
To configure the PC-Xware configuration
Figure 14-2 provides

PC-Xware -
File Help
Start T Wiew T Configure I Edit
Suthorization I Startup. T * Server T #DM T Terminal

Default Local Window Manager [ Metwork Audio

@ Microsoft [~ SNMP
) NCDwm [ Remote Configuration
) None X Host rsh Access

™ Report Messages
Local X Defaults % Display Startup Banner

[X Local NumLock Support

Edit X Startup Commands._.

™ Enable Local X Defaults

Edit X Defaults...

| This tab allows pou to build, change. or establish a connection.

=| PC-Xware -
File Help
Start T Wiew T Configure r Edit
Suthorization I Startup T X Server I #DM T Terminal
Fonts T Keybaoard T Performance T Settings

Default Visual:

[C Iemminate on Reset
[X Middle Button Emulation
[X Allow 0Id X Server Bugs

[ MWHM Focus Support

Backing Store: ‘When Mapped :I
Pseudo Color :I

Direct or Indirect Host:

Response to Query at Startup: (Prompt .

Response to Session Ending: | Prompt
XDM Authentication Key: I
%DM Display Class: INED—PL‘X

™ Restart local window manager after XDM login

=] PC-Xware - =| PC-Xware -
File Help File Help
Start T Wiew T Configure I Edit Start T Wiew T Configure r Edit
Suthorization I Startup T * Server T XKDM I Terminal Suthorization I Startup T * Server T #DM T Terminal
Type of Query at Startup: Broadcast Terminal Reported:  (VT320 :I [~ DEC Prefix

Teminal Cursor Type:|SolidBlock :I
BS :I

Backspace Key:

Font Size: Large :I
Scroll Bar: Right :I

Scroll Buffer Size: 500

™ 132 Column Mode
X Auto Line Wrap

| Use thiz tab to view and edit the terminal options.

Figure 14-2.
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File Help File Help

Send them all to Windows r

il
il
[
[

File Help

‘When Mapped |—
Pseudo Color r

JES T e B B
[ e R B

Figure 14-2. (2 of 2)
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14.1.5 eXceed 4 for Wndows. To configure eXceed 4 Wndows features,
start the "Xconfig" program A di al og box is displayed, displaying

i cons for each type of setting or function available. Figure 14-3
provi des screen captures of the options and sel ecti ons.

xOMCP-broadan [2] ([Eonfguie= ]
O

Left To Windows, Right To X | #]
Map Both Left and Right E

Figure 14-3. eXceed 4 Wndows Screen Captures (1 of 2)
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[*
_
[
[
[

I B B B

s[5
Vihen Mapped [
Vihen Mapped [

Thdpi cexceedifonti75dpiy
cexceedifontiandrewl
cexceedifontipc)
cexceedifontihpfont}
clexceedifontidec}

Figure 14-3. (2 of 2)
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14.1.6 Reflection-X. Reflection-X allows custom zation of features
governing the way the X server operates by selecting the tools option
fromthe desktop icon. Then select the icon of the feature to
configure. Figure 14-4 provides screen captures of the options and
sel ecti ons.

s o 3

c:\iwin\logfile. txt

e
misc 75dpi 100dpi decuser hpuser andyuser
c:\rwin\ad75d25f

Figure 14-4. Reflection X Screen Captures (1 of 2)

14-7



GCCS- SAM- 2. 2
Rev 0
January 15, 1997

e

e

ous
Keyboard l—

Figure 14-4. (2 of 2)
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14.1.7 XVision. The Xvision Control Panel allows configuring of the
server without starting an X session. Click the right nouse button
over the Xvision Control Panel. Choose the menu comand that contains
the option to be changed. Figure 14-5 provides screen captures of the
options and sel ecti ons.

=] Server =] Multiple Window Mode
e L e Root Window
Mode: IMuIlipIe windows |£I ‘L’ _— p I | I l [1].8 I
Cancel I Background: (Transparent 1*
P = P Cancel
-Backing Store E
acking £ T — yitua! oot
State: ‘When mapped :I Bug Compatibility 3 It : I I
[X Server Reset m Size: x Pixels
[X Save Under X SHAPE - e
[X| Fast Mode [ XTEST :
— [X Panning [X OSF/Motif Hints
[T Windows > Display X Close Warning
[ Lower Command [X| Auto Placement
[~ Focus Follows Mouse [ Color Follows Mouse
[X Focus When Mapped [X Focus When Baised
Quit Timeout: |1I] Seconds
[toon Forearouna ] N
| Icon B ackground I
|='| Fonts |‘=‘| Security
T
-Font Path Dbjects u K
(1] .4 Modes: Host Access Control Disabled)
C-VISIONAFONTSAMISC Local Authorization File Dizabled] Cancel
C:\AXVISIONAFONTSA\7SDPI Eancel Xdmep [Enabled)

C:VISIONAFOMTSAT00DPI
Global Aliases

Special Host: I E Configure...

ol bl

Delete

| Move Up I |M"“"3 DE“'"I Configure...

-Font Substitution Set Path
Mode: IAutnmatic Aliasing Iil Help

ol

-Defer Glyphs
Mode:  |Disabled 2]

rDefault Fonts

LCursor Font: Icursul

Text Font: I fixed

Figure 14-5. XVision Screen Captures (1 of 2)

14-9



GCCS- SAM 2. 2
Rev 0
January 15, 1997

Figure 14-5. (2 of 2)
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SECTI ON 15. | NFORVATI ON MANAGEMENT SUBSYSTEM REFERENCE FI LE MANAGER
(1 M5/ RFM) ADM NI STRATI ON

| M5/ RFM adni ni stration consists of entering the appropriate script
nanes and file paths into config files—ene for I M5 and one for RFM
The scripts are executed when the | M5 and RFM tool s are used.

15.1 | M5 Adnmin Tool

The I M5 Adnmin Tool icon launches the | M5 configuration function. This
function should be used only by designated personnel in accordance with
site procedures. |IMs controls the Tinme-Phased Force and Depl oynent
Data (TPFDD) data transfer facility, and is the centralized TPFDD data
managenent interface anong DART, JFAST, and the JOPES Core Dat abase.

15.1.1 Wwo Can Run the IM5 Admin Tool. As currently configured, only
the user 1D who is the owner of the /h/IM5S_RFM bin/ins_apps file can
start the IM5S Admin Tool. By default, the user IDis IMSRM This
neans that to use the IM5 Admin Tool, a user nmust log onto it as| MSRM

15.1.2 How to Recover the Original IM Configuration. |f changes need
to be nade to the | MS operational configuration (the scripts and path
nanes stored in /h/IMS_RFM bin/inms_apps file using the IMS Adnin tool),
then the user needs to copy the backup file calledins_apps.real to the
file name /h/ 1 M5_RFM bin/ins_apps.

15.2 RFM

The Reference Manager Adm nistration Tool icon |aunches the RFM
configuration function. To ensure proper nmanagenent of standard
reference files, this function should be used only by designated
personnel in accordance with site procedures. RFMis the reference
file transfer manager. The Reference Manager icon | aunches the RFM
process, and causes the RFM Command screen to be displayed, for
standard reference file transfers. This function should be used only
by desi gnated personnel in accordance with site procedures.

RFM al | ows the user to acquire and transfer JOPES standard reference
files (such as ASSETS, CHSTR, GEOFILE, TUCHA) required for operation
pl anning. RFM gets the reference files fromthe JOPES Core Dat abase
when the RFM Update button is used for a given reference file.

15.2.1 Wwo Can Run the RFM Admin Tool. As currently configured, only
the user ID who is the owner of the /h/IMS_ RFM files/refapp_info file
can start the Refman Adnmin Tool. By default, the user IDis | MSRM
This neans that to use the RFM Admi n Tool, a user nust log onto it as
| MSRM

15.2.2 How to Recover the Oiginal RFM Configuration. |f changes need
to be nade to the RFM operational configuration (the scripts and path

15-1



GCCS- SAM 2. 2
Rev 0
January 15, 1997

nanes stored in /h/IMS_RFM files/refapp_info file using the RFM Admi n

tool), then the backup file called refapp_info.real nmust be copied to
the file nanme refapp_info.

15-2



GCCS- SAM 2. 2
Rev 0
January 15, 1997

SECTI ON 16. CHANG NG | P ADDRESSES AND HOST NAMES
16.1 Changing | P Addresses on SPARCst ations

When a site finds it necessary to change the | P address of a
SPARCst ation(s), there are several files both on the affected
SPARCst ati on and on other platforns that may require nodification.
Performthe followi ng steps using the editor of your choice on the
SPARCst ati on for which the I P address is being changed:

a. Deactivate NI S+ on the SPARCstation by executing the
following (see also Section 6 of this Mnual):

cd /var/ ni s<return>

rm-rf * <return>
rm/etc/defaul tdomai n <return>
rm/etc/.rootkey <return>

ps -ef | grep nis <return>

HHHHH

Note the process ID (PID) for:

{fusr/sbin/rpc.nisd -r
[ usr/sbin/nis_cachengr

# kill -9 {PID} {PID}<return>
b. If changing the | P address of the CORACLE dat abase server,
de-install the DART application.
C. In the /etc/inet/hosts file change the I P address for the
SPARCst ati on being nodified.
Exanpl e: 164. 117. 210. 166 br ady
d. In the /etc/inet/netmasks file, change the network nunber
and the netmask if necessary. Both nunbers are witten in
"decimal dot" notation and shoul d be obtained from your
net wor k admi ni strator.
Exanpl e: 164.117.0.0 255. 255. 255. 0
e. In the /etc/inet/networks file, change the broadcast address

to that of the Executive Manager.

Exanpl e: subnet 1. gccs 164. 117. 210. 255
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Thi s address can be deternined by running the foll owi ng conmand
on the EM server:

ifconfig ??? where ??? is the ethernet port nunber of
SPARCSt ation, e.g., 1e0, ie0

f. If the | P address of the default router has changed, nodify
the following file accordingly:

/ et c/ def aul t rout er

g. If the I P address and/or the DNS domai n name have changed,
nodi fy the /etc/resolv.conf to reflect this.

Exanpl e: domain ins.disa.ml
nanserver 164.117.210.64

h. Re- boot the system

i. If this is the ORACLE dat abase server, install the DART
application.

j. Refer to Section 16.3 for changes required to NI S+ and DNS
16.2 Changi ng the Host Nane of a SPARCstation

When it is necessary to change the host nane of a SPARCstation(s) there
are several files both on the affected SPARCstati on and on ot her
platforns that may require nodification. Performthe foll ow ng steps
using the editor of your choice on the SPARCstati on whose host nanme is
bei ng changed:

a. Deactivate NI S+ on the SPARCstation by executing the
followi ng (see also Section 6 of this Mnual):

cd /var/nis <return>

rm-rf * <return>
rm/etc/defaul tdomai n <return>
rm/etc/.rootkey <return>

ps -ef | grep nis <return>

HHHHH

Note: the process ID (PID) for:

{fusr/sbin/rpc.nisd -r
[ usr/sbin/nis_cachengr

kill -9 {PID} {PID}<return>
b. | f changi ng the host nane of the ORACLE dat abase server, de-
install the DART segnent.

16-2



GCCS- SAM 2. 2
Rev 0
January 15, 1997

C. In the /etc/inet/hosts, file change the host name for the
SPARCst ati on being nodified.
Exanpl e: 164.117. 210. 166 br ady
d. In the /etc/nodenane file, change the host name entry to the

new host nane.

e. In the /etc/hostnane. ??? (where ??? is the ethernet port of
t he SPARCstation, e.g., /etc/hostnane.1e0) change the host
name entry to the new host nane.

f. In the /etc/net/ticlts/hosts change all occurrences of the
ol d host nane to the new host nane.

g. In the /etc/net/ticots/hosts change all occurrences of the
ol d host nane to the new host nane.

h. In the /etc/auto_hone file change all occurrences of the old
host nane to the new host nane.

i Execute the follow ng:
# mv /.xsun.{old hostname}:0 /.xsun.{new hostnane}:0

j. Al'l occurrences of the old host nane in the users.rhosts
file will have to be changed to the new host nanme. The
.rhosts are located in the follow ng directori es:

/ h/ USERS/ {user id}/Scripts
k. I f changi ng the host nane of the Executive Manager server
changes any occurrence of the old host nane to the new host
nanme in the following files:

[/ h/ EM admi n/ security-scripts/security-servers
/ h/ dat a/ gl obal / EMDATA/ confi g/ acti ve_spt
/ h/ dat a/ gl obal / EMDATA/ confi g/ processor _tabl e

l. Re- boot the system
m Refer to Section 16.3 for changes required to NI S+ and DNS.

n. If this is the ORACLE dat abase server, install the DART
segnent at this point.

16. 3 Changes Required to N S+ and DNS when Changi ng Host Nanes and | P
Addr esses

After all the systemfiles have been nodified on the SPARCst ati on whose
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| P address and/ or host name is being changed the N S+ dat abase wil |
have to be update to reflect the change. To do this, execute the
procedures in Section 6.3.3 of this Mnual.

If the | P address of the NI S+ server has been changed the N S+ server
will have to be reconfigured (see Section 6.3.1 of this Manual), as
will all the clients.

Any change of a host name and/or |P address requires a change to the
DNS nameserver database. Consult Section 5 of this Manual "DNS

Adnmini stration" for the procedures on nodifying the naneserver tabl es.
16.4 Changing | P Address and/or Host Nane on Sybase Server

If the host name and/or |P address of the Sybase server is changed, the
"interfaces" file located in /h/COTS/ SYBASE nmust be updated, since it
contains both the host nane an I P address (in hexadecimal). To do
this, execute the follow ng on the Sybase server:

a. Log in as root and change the host nanme of the Sybase server
found in the /etc/inet/hosts to a dumry name.

b. Add the new | P address of the Sybase server followed by the
host nane to the /etc/inet/hosts file.

cC. Execute the follow ng:

# su - sybase <return>
# cd / h/ COTS/ SYBASE/ i nstal | <return>

d. Modi fy the | P address by executing the foll ow ng:
# sybinit <return>
The followi ng output will appear:

The log file for this session is
"/ honel/ COTS/ SYBASE/ i nit/| ogs/| 0og0801. 001" .

SYBINIT

1. Rel ease directory: /h/COTS/ SYBASE

2 Edit / ViewlInterfaces File

3 Configure a Server product

4. Configure an Open dient/Server product
c

ri-a Accept and Continue, Ctrl-x Exit Screen, ? Help
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Enter the nunber of your choice and press return:
e. Enter the foll ow ng:
2 (BEdit / ViewlInterfaces File)
foll owed by a <return>.
The followi ng output will appear:
| NTERFACES FI LE TOP SCREEN
Interfaces File:
Add a new entry
Modi fy an existing entry

View an existing entry
Del ete an existing entry

il

Ctrl-a Accept and Continue, Ctrl-x Exit Screen, ? Helnp.
Enter the nunber of your choice and press return:
f. Enter the foll ow ng:
2 (Mdify an existing entry)followed by a <return>.
The follow ng output will appear:
CHOGCSE | NTERFACES FI LE ENTRY
Sel ect one of the following interfaces entries:

1. SYB_BACKUP
2. GCCS

Ctrl-a Accept and Continue, Ctrl-x Exit Screen, ? Helnp.
Ent er the nunber of your choice and press return:
g. Enter the foll ow ng:
1 (SYB BACKUP)followed by a <return>.
The followi ng output will appear:
SERVER | NTERFACES FI LE ENTRY SCREEN

Server nane: SYB_BACKUP
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1. Retry Count: 0
2. Retry Del ay: 0
3. Add a new | i stener service

Modi fy or delete a service
Li stener services avail abl e:
Pr ot ocol Addr ess Port Name Ali as
4, tcp br ady 6500
Ctrl-a Accept and Continue, Crl-x Exit Screen, ? Help.
Enter the nunber of your choice and press return:
h. Enter the foll ow ng:

4 (Protocol Address Port Name Alias)followed by
<return>.

The follow ng output will appear:

EDI T TCP SERVI CE

1. Host name/ Addr ess: br ady

2. Port: 6501

3. Narme Ali as:

4, Delete this service fromthe interfaces entry

Ctrl-a Accept and Continue, Crl-x Exit Screen, ? Help.
Ent er the nunber of your choice and press return:
i Enter the foll ow ng:
1 (Hostnane/ Address)foll owed by <return>.
The followi ng output will appear:

Enter the hostname or Internet address to use for this entry
(default is 'brady'):

j. Enter the foll ow ng:
{1 P address}

or

16-6



GCCS- SAM 2. 2
Rev 0
January 15, 1997

{host nane} followed by a <return>.

The followi ng output will appear:
1. Host name/ Addr ess: host nane
2. Port: 6501
3. Name Ali as:
4, Delete this service fromthe interfaces entry

Ctrl-a Accept and Continue, Crl-x Exit Screen, ? Help.
Enter the nunber of your choice and press return:
Enter:
Crl-a (Accept).
Enter:
arl-x
Enter the foll ow ng:
arl-x
The followi ng output will appear:
CHOGSE | NTERFACES FI LE ENTRY
Sel ect one of the following interfaces entries:

1. SYB_BACKUP
2. GCCS

Ctrl-a Accept and Continue, Ctrl-x Exit Screen, ? Helnp.
Enter the nunber of your choice and press return:
Enter the foll ow ng:
2 (GCCS) followed by a <return>.
The followi ng output will appear:
SERVER | NTERFACES FI LE ENTRY SCREEN
Server nane: SYB BACKUP

1. Retry Count: 0

16-7



GCCS- SAM 2. 2
Rev 0
January 15, 1997

2. Retry Del ay: 0
3. Add a new | i stener service
Modi fy or delete a service
Li stener services avail abl e:
Pr ot ocol Addr ess Port Name Ali as
4, tcp br ady 6500
Ctrl-a Accept and Continue, Crl-x Exit Screen, ? Help.
Enter the nunber of your choice and press return:
Enter the foll ow ng:

4 (Protocol Address Port Nanme Alias)followed by

<r et urn>.

The follow ng output will appear:

1

EDI T TCP SERVI CE

1. Host name/ Addr ess: br ady

2. Port: 6501

3. Narme Ali as:

4, Delete this service fromthe interfaces entry

Ctrl-a Accept and Continue, Crl-x Exit Screen, ? Help.
Ent er the nunber of your choice and press return:
Enter the foll ow ng:

(Host nane/ Addr ess)

fol |l onwed by <return>.

The followi ng output will appear:

Enter the hostname or Internet address to use for this entry
(default is 'brady'):

Ent er:

the new | P address or host nane

foll owed by a <return>.
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The followi ng output will appear:
1. Host name/ Addr ess: host nane
2. Port: 6501
3. Name Ali as:
4, Delete this service fromthe interfaces entry

Ctrl-a Accept and Continue, Crl-x Exit Screen, ? Help.
Enter the nunber of your choice and press return:

Enter the foll ow ng:

Crl-a (Accept).

Enter the foll ow ng:

Crl-x until the command line pronpt is displayed.

Type:

exit to return to root.

Execute the following on the newinterfaces file to nmake it
available to all GCCS pl atforns:

# cp [/h/ COTS/ SYBASE/ i nterfaces /h/datalgl obal / ENMDATA/ sybase

In the /h/ COTS/ SYBASE/ i nstall/gccs.rs file change the host
nane entry at the end of the followi ng line:

sql srv. network_host nane_| i st: {hostnane}

In the /h/ COTS/ SYBASE/ i nstal |/ gccs_Backup.rs file change the
host nane entry at the end of the follow ng |ine:

bsrv. network_hostnane_|list: {hostnane}

Change any occurrance of the old host nane to the new host
nanme in the following files:

/ h/ dat a/ gl obal / EMDATA/ confi g/ acti ve_spt
/ h/ dat a/ gl obal / EMDATA/ confi g/ processor _t abl e
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SECTI ON 17. UPS ADM NI STRATI ON

Uni nterruptible Power Supply (UPS) systens are designed to provide AC
i nput power protection to attached equi pnent, against a variety of
irregul ar power conditions. These power conditions can range from
power spikes to a total power outage, causing hardware danmage or

| oss/corruption of data. To nitigate adm nistration down-tine in the
event of a unwanted power condition as descri bed above, UPSs have been
provi ded.

Ef fectively providing reliable power conditioning for a systemrequires
that the total systemload requirenents nust first be determ ned. Once
system | oad and power consunption has been determ ned, the correct UPS
nodel can be selected to provide regulated and filtered i ncom ng AC
power to the attached system This is acconplished by identifying al
equi pnent that nust have power protection, and the peak power
consunption for each device as specified by the equi pnment nmanufacturer.
For the known various GCCS configurations, the recomended
configuration is that the UPS connected to the CPU should al so have
connected to it the nonitor and as many prinmary external support drives
as possible. After deternining the best possible configuration for the
system connections, proceed to Section 17.2, "Hardware Installation."”

17.1 Rel ated Docunents

e UPSI QOperations Manual
e OnliSafe Power Manua

17.2 Hardware Install ation

This section will guide the installer through unpacki ng and operationa
configuration of the UPSI UPS 800ext-1500ext novdel s.

1. *** | MPORTANT *** Read the safety instructions contained on
pages 7-9 in the UPSI Operations Manual

2. Unpack and i nspect the UPS as descri bed on page 41 of the
UPSI Operations Manual

3. Connect the power cord to the UPS i nput power connector
| ocated on the rear panel of the UPS. Do not connect the
power cord(s) of the protected equi pnent into the power
output receptacles at this tinme. Plug the UPS power cord
into a grounded house power receptacle and watch the UPS
control panel indicators. After the UPS cycles through
i nternal power up diagnostics, indicators |1 (green) and 17

(anmber) will remain illumnated (see Figure 17.1). This
condition indication is normal UPS operational condition
exists. If the UPS does not switch to the nornmal

operational node imediately renmove AC i nput power fromthe
UPS and refer to the Error Conditions section on page 53 in
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the UPSI Operations Manual .

..;'Ix\
OUTPUT | N - OUTPUT ON (SW1) BLUE
d) - OUTPUT OFF [SW2) GRAY
T el NORMAL MODE (1) GREEN
OVERLOAD i Jafl- OVERLOAD (12) AMBER
SITE FAULT { - SITE FAULT (13) GREEN
OVERTEMP {1 OVERTEMP (14) GREEN
BATTERY € )t BATTERYFAULT (I5) GREEN
SELF TEST { Jet- SELT TEST (I6) GREEN
| ¢ Y4 BATTERY OMLINE (I7) AMBER
)
Figure 17-1. UPS Front Panel Controls and Indicators
4, The UPS is equi pped with an external conmunications port

used to comruni cate with the SPARC conputer running Onli Safe
power managenent software. To allow conputer to UPS

comuni cations will require reconfiguration of the UPS
comuni cations port fromthe factor default configuration.
The steps provided below will reconfigure the UPS port to

the AS/ 400 configuration. It is reconmended that the
installer reviews the steps bel ow before proceeding with the
installation. The UPS has a configuration tinme limt,
which, if exceeded, will require the steps to be perforned
repeatedly until performed correctly in a tinely manner.

a. Unpl ug the UPS AC i nput power from house power.

b. Plug the UPS AC i nput power into house power while
pressing the UPS Qutput OFF (SW2) on the UPS front panel
until the alarm beeps (see Figure 17.1). Al indicators
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will begin to flash on and off.

C. | medi ately press the Qutput OFF (SW2) on the UPS front
panel until the alarm beeps again. The |13 factor default
configuration indicator will begin to flash on and off.

d. | medi ately press the Qutput OFF (SW2) on the UPS front

panel one tine or repeatedly until the |14 indicator
begins to flash on and off.

e. | medi ately press the Qutput ON (SWL) on the UPS front
panel until the alarm beeps, and then press the Qutput ON
(SW) a second tine. The UPS will switch to the nornal
oper ati onal nopde.

f. The configuration can be verified by perfornmng Steps a
t hrough ¢ agai n.

g. After successful conpletion of the hardware installation,
the protected equi pnent can be plugged into the power
out put receptacles |located on the rear of the UPS.

h. Proceed to Section 17.3, Onli Saf e Power ware Software
I nstal |l ati on.

Note: |If the site needs further assistance, contact:

Uni versal Power Systens, |nc.
11200 Waples M1l Road, Suite 350
Fairfax, Virginia 22030

(800) 438-8774

(703) 352-8644

17.3 Onli Safe Powerware Software Install ation

The UPS is equi pped with a communi cations port used to comrunicate with
conmput ers running Onli Safe power management software. The power
managenent software has been preconfigured and segnented for
installation onto a GCCS SPARC systemrunning Solaris 2.3/SunCS 5. 3.
Prior to installing the UPSI Segnent Version 1.3, "Powerware Onli Safe
Solaris (SPARC) V 3.1.2 software,"” the installation instructions in
Section 17.2, "Hardware Installation," should be perforned. |I|f the
hardware installation has not been inplenented, the system should be
shut down and di sconnected fromthe UPS, and the installation
instructions in Section 17.2 "Hardware Installation" should be
performed. After hardware installation, the segnent installation can
be perforned followi ng the steps described in Section 3, "Segment
Installer.”

a. Pl ug the CT-03-92M RS-232 cable provided with the UPS
software into the UPS and the conputer
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NoTte: Special care should be taken to identify the cable ends

| abel ed CPU and UPS. |If cable ends are reversed the conputer wll
power up and then start the power shutdown sequence because it can
not verify the presence of the UPS.

The CPU end of the communi cation cable should be plugged into
the TTY/ A port on the SPARC conputer. If this port is not
avail abl e, the Onli Safe power nmanagenent software will require
reconfiguration as described on pages 8 through 16 of the
Onl i Saf e Power Manual

b. Install the UPSI Segnent using the GCCS segnent installer.
The only nmodification to the software configuration other
than that noted above is related to the shutdown procedure
used to shut down the systemduring a power outage. The
default software shutdown procedures for a power outage are
that the system shuts down and re-boots until power has been
restored or until the UPS battery has been conpletely
drai ned of power and no |longer can re-boot. To nodify the
shut down procedure to keep the systemfromattenpting to re-
boot :

1. Change the UPSI segnent scripts directory:
# cd /h/ COTS/ UPSI / scripts
2. Edit the shutdown script.
# vi power_non. hlt2
3. Edit the last line in the file to read:
# cd /;uadmn 2 0 > /dev/consol e 2>/ dev/consol e
C. After the software segnent installation is conpleted, the

systemw || require a system shutdown and reboot to
activate the power nanagenent software.

Note: |If the site needs further assistance, contact:

Exi de El ectronics

8517 Si x For ks Roads

Ral ei gh, North Carolina 27615
(919) 870-3300
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SECTI ON 18. EXECUTI VE MANAGER OPERATI ONS

Note: The Executive Manager (EM is continually being revised.
Consequently the docunentation in this section is a "snapshot" of
the EM procedures for a particular version. There may be
di fferences after patches are applied during the course of GCCS
Version 2.1 installation.

18.1 Introduction

The System Adm nistrator (SA) nmintains control of the GCCS Desktop by
provi ding user profiles, assigning privileges to each user, and the
granting of access to system and application resources. The structure
of the SA's desktop is provided in Figure 18-1.

The SA (or its designated authority, such as the Security
Administrator), through the use of the Executive Manager's five
progranms, i.e., Security Manager, Profile Manager, Role Manager,
Monitor, and Control Manager, provides the follow ng services:

. User account mmi ntenance: creating new accounts; nodifying
exi sting accounts; deleting existing accounts; and defining
and viewi ng various audit logs and viewing |lists of special
access categories associated with users.

. System profil e mai ntenance: addi ng/ del eting/ changi ng user
profiles and projects.
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| | 1 | | |
| System I | Prefs I | Tools I | Security I | Accounts I | Help I
_l, Find Launch I _‘ Preferences I _l Folder I _‘ Audit Status I _| View System Accouts I _l On Content I
Stop Program _l Images I _‘ Audit Log I _| View User Accounts I _l On Window I
Colors
- Fonts - -
e | — | ———
M Grabber
louse
System Status Notify/Alarm (S:Iend ‘;&DS Security Alert Log Archives Accounts & Roles Index
s | Lanen st oo H | H | H |
_} Restart I _‘ Time Format I -l Talk I _‘ Archive Logs I _} Restore Accounts & Roles I _} On Help I
DTG Format
Julian Format
Close Al -[ Graphics I
Change Profile
—
Change Password
Show Clipboard

Figure 18-1. System Administrator's Desktop Menu Structure

Profiles contain infornation related to a user's adninistrative chain
of command (reporting path) and perm ssions to access specific GCCS
applications. Profile attributes consist of: Project, Position,
Directorate, Division, Branch, Section, and Cell, which represent

organi zed structures as well as folder (directory) structure access.
The profile attributes have nodifiers to notify the user of nessages
related to the user's adninistrative structure and folder/file handling
privileges. Profiles exist only when associated with a specific user.
Profiles contain a list of applications available to that specific
user. That list is known as a Launch List.

Attribute nodifiers are Delete rights and Notify rights. The Delete

right will permt the user to delete folders and fol der el enents
contained in the selected organization's folder. The Notify right
i ndicates that the specific user will be infornmed when nessages are

received for that organization.
18.2 User Account Mai ntenance

User account mmi ntenance is performed by the SA using the GCCS
Desktop’s Security Manager. (The nmenu structure of the Desktop's
Security Manager is provided in Figure 18-2). The Security Manager is
a user-interactive programthat allows the SA to create new accounts,
nodi fy existing accounts, delete existing accounts, define and view
various audit logs, and view lists of special-access category AVHS

1
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nessages.

Audit logs are files generated autonmatically by the GCCS systemto save
a journal of systemactivity performed by any user | ogged on to the
system There are two kinds of audit logs: UN X |ogs and Dat abase

| 0gs.

Speci al -access categories are specific privileges associated with the
ability of a user to performoperations, create, delete, and view AVHS
nessages ("linmdis," "exclusive," etc.)

18.2.1 Security Manager Activation. To activate the Security
Manager program
a. Click twice in rapid succession on the SECURITY icon on the
Sessi on Manager's Launch W ndow. The "run_security" w ndow
is displayed.
b. Ent er password. Upon successful programinitialization, the

Security Manager main w ndow is displayed.

18.2.2 Security Manager Ternmination. To exit the Security Manager:
a. Click on File > Exit on the "Security Manager" nenu bar. A
pronmpt will confirmthe exit request.
b. Click on K.  All Security Manager-rel ated wi ndows vani sh
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System Prefs Tools Cl Views I Comms I Misc I Help I Support
_| Find Launch I _| Preferences I _| Folder I _IADRG CD Maps I Set View Filter I _| Loca Opnotes I _| SystemVerson I _|Cla1 I MIE Databese
| colors _| Images I _| Other CD Maps. I Activate Window I _| Incoming Opnotes I _| System Status. I _|Comrrs I EMCON Status
s | Loy ) [ )
f—Mouse d
i | ESie ) [ )
[fResat ] Hrmerorma | Tak _|chm|rm2 l L Coo™oroons | HSsemsavies | HSsem |
Words Chart Inset 3 Tncoming Msg Log ‘Screen Alert Filter Map Options

T | P — | — ) ) Hee )
Graphics Restart Chart [{OtgoingMsgLog ] | ATert Dispiay Fiter = Fiot Cortrol |

— — !
Spreadsheats _| Binary Msg Log I _|A\a1 Log I _|8Jppon TDAS I

_|Changeﬁ'ofile I -
-I Email l _| Msg Heeders I _|Aroh‘veRaore I ﬁds I
_|ChageP$s/vord I -

| [Aiorovaatae | HFmecoos ) HForoes |
_| Decoder Status I _| Trouble Reports I _| TDAs I

_|MﬁigeAle‘ts I _|Rmiownwad1Log I

o C i ) |

o Gk R |

_| DDN Hogt Table I _| Diagnostics (monitor) I

_|SFU 111 Directory I _| NetWatch I

_| EMAIL Teble I _| PChat I

. . '
Figure 18-2. Security Manager's Desktop Menu Structure
18.2.3 Security Main Wndow. The Security Manager nmin w ndow has

the followi ng nenus on the nmenu bar (see Figure 18-3): "File," "Edit,"

"Options," and "Help." Options available in each menu are shown in

Fi gure 18-4.

In the Security Manager nmin wi ndow there is listed for each account a
"Userid," "Num" "D-Group," "Usernane," and "G oup" (see Figure 18-3).

D-Goup represents the default group, and G oup represents any other
groups to which the user also retains privileges.

18.2.4 User Account Mai ntenance Tasks. The follow ng paragraphs
provi de the necessary step-by-step actions required to utilize the
capabilities provided by the Security Manager to perform user account
mai nt enance tasks.

account :

a. Creating a New Account. To create a new user

1. Activate the Security Manager, as described in

par agr aph 18. 2. 1.
2. Click on File > Create Account on the "Security

Manager" nmenu bar. The "Security Manager: Create User"
wi ndow i s di spl ayed.
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3. Type in all the text fields, including the Sybase
Syst em Adnmi ni strator account password. The password
is not visible during type-in.
Uncl assi fi ed
SECURI TY MANAGER
File Edi t Option Hel p
Userid Num D G oup User nane & oups
adagen Adagen
amar gr ude Andr ew mar gr ude
anei di ng Angel a Mei di nger
anmhs_dba AVHSDBA
bar bar a bar bar a
bi ndi ngs Motif Ada Bi ndings FTP
account
bpar k Bar bara Park
bsdirb BSDI R
bsj 4b BSJ4B
car ol Car ol
ccashy Ci ndi Cashy
chuck The Penst er
clint Clinton Myazono
cmiyazan Calvin M yazono
dadans Dotti e Adans
PRQJECT:
Figure 18-3. Security Manager Miin W ndow
4. Cick on the special -access categories that this user

wi Il have, then click on Ok/Apply. The new user
account is added to the main w ndow, in al phabetic
order, with all the special access categories assigned
toit. The newWy created account is available for

| ogon at this tine.

18-5



GCCS- SAM 2. 2
Rev 0
January 15, 1997

, Security Manager
I
I I I I
File | Edit | Options | Help
_' Create Account _' Cut Audit Reports _' On Content
_’ Delete Account _’ Copy DB Audit Reports _’ On Window
_' Groups _' Paste _' OnKeys
Delet Ind
New _' e _' naex
Change
Delete — OnHelp
Edit User's Group
Edit Group'sUsers _' OnVerson
_' DB Audit Parameters
_'HosAmPaarHas
_' Update Security Caveats
Exit
Figure 18-4. Security Manager Menu Structure
b. Del eti ng an Account. To delete an account:
1. Click on an account to be deleted fromthe Security
Manager main wi ndow. The sel ected account is
hi ghl i ght ed.
2. Click on File > Delete Account on the Security Manager
nmenu bar. The "Security Manager: Del ete Account”
wi ndow i s di spl ayed.
3. Type in the Sybase System Adm ni strator account
password. The password is not visible during type-in.
4, Click on yes or no in response to the "Delete User
Directories and Fil es" question.
5. Cick on O/ Apply. The selected account is deleted

fromthe main wi ndow. The duration of the delete
process may vary according to the answer in step (4)
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above. The deleted account is now no | onger avail able
for | ogon.

18.2.5 Group Mai ntenance Tasks. The foll owi ng paragraphs provide
the necessary step-by-step actions required to utilize the capabilities
provi ded by the Security Manager to perform group mai nt enance tasks.
The tasks are: creating a new group, deleting a group, editing user
groups, and editing groups users.

y. Creating a New Group. To create a new group:

(D) Activate the Security Manager as described in
par agr aph 18. 2. 1.

(2) Click on File > Groups > New on the “Security
Manager” nmenu bar. The "Security Manager: Create
Group" w ndow is displayed.

(3) Type in all the text fields, and click on (k.
Z. Changi ng Goup. To change a group nane:
(1) Activate the Security Manager as described in

par agr aph 18. 2. 1.

(2) Click on File > Goups > Change on the “Security
Manager” nenu bar. The "Security Manager: Create
G oup" w ndow is displayed.

(3) Type in all the text fields and click on Ck.

Note: If a selection arrow box is to the right of a text
field, clicking on the arrow will provide a list of
available itens. Select one and click on Ck; the
selection is automatically entered for that field.

(4) Renane the Group as desired. dick on Ck.
aa. Del eting a Goup. To delete a group:
(1) Activate the Security Manager as described in

par agr aph 18. 2. 1.

(2) Click on File > Goups > Delete on the “Security
Manager” nmenu bar. The "Security Manager: Delete
G oup" w ndow is displayed.

(3) Type in all the groups and click on Ck.
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Note: If a selection arrow box is to the right of a text
field, clicking on the arrow will provide a list of
available itens. Select one and click on Ck; the
selection is automatically entered for that field.

(4) Click on .

bb. Editing User Groups. To change the groups a user is
associ ated with:

(D) Activate the Security Manager as described in
par agr aph 18. 2. 1.

(2) Click on File > Goups > Edit User’'s G oups on
the “Security Manager” nenu bar. The "Security
Manager: Edit By User” wi ndow is displayed.

(3) Type in text fields and click on k.

Note: If a selection arrow box is to the right of a text
field, clicking on the arrow will provide a list of
available itens. Select one and click on Ck; the
selection is automatically entered for that field.

(4) This wi ndow wi Il provide a w ndow show ng
“Assi gned Groups” and a w ndow showi ng “Avail abl e
Goups.” Cicking on an itemin either w ndow
will transfer that itemto the opposite w ndow,
t hereby either adding or deleting a group
assignnment for that user.

(5) Click on .
cc. Editing a G oup’'s Users. To add or delete users within a
group:
(D) Activate the Security Manager as described in

par agr aph 18. 2. 1.

(2) Click on File > Goups > Change on the “Security
Manager” nenu bar. The "Security Manager: Edit
by G oup" wi ndow is displayed.

(3) Type in text fields and click on k.
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Note: If a selection arrow box is to the right of a text
field, clicking on the arrow will provide a list of
available itens. Select one and click on Ck; the
selection is automatically entered for that field.

(4) This wi ndow wi Il provide a wi ndow showi ng “Users
in Goup” and a wi ndow showi ng “Avail abl e Users.”
Clicking on an itemin either w ndow, wll
transfer that itemto the opposite w ndow,
thereby either adding or deleting a user in a

group.
(5) Click on .
18.2.6 Audit Mnitoring. This capability allows the SA to obtain

UNI X audit | ogs and
GCCS Desktop Database audit | ogs.

18.2.6.1 Setting DB Audit Paraneters. This capability allows the SA
to set the operating paraneters for the GCCS Desktop database audit
daenon. The setting of parameters entails selecting table operation(s)
to be audited on the GCCS Desktop database tables, and audits of |ogin
and |l ogoff attenpts. To set DB Audit Paraneters:

a. Click on File > DB Audit Paranmeters on the Security Manager
menu bar. The "Security Manager: Dat abase Audit Paraneters”
wi ndow i s displayed. Note that the wi ndow contains a |ist
of all the GCCS Desktop database tables and operations
representing the various audit operations.

b. Click on the user for whomthe audit paraneters are to be
set .
C. Click on the table nane for the audit paranmeters to be set.

The nane of the selected table is highlighted.

d. Click on any conbination of operations—Retrieve, Update,
I nsert, Delete—n the "Security Mnager: Dat abase Audit
Par anet ers” wi ndow. As each of the operations is selected,
the first letter of the operation appears in the Code col um
corresponding to the selected table nane in Step c above.

e. Click on Auditing Of in the "Security Manager: Dat abase
Audit Paraneters" wi ndow. The button |abel changes to
"Auditing On." This is a required step if auditing of
dat abase operations is desired. Note that the default is
"Auditing O f."

f. If auditing of logins is desired, click onlLogins Of in the
"Security Manager: Dat abase Audit Paraneters" w ndow. The
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button | abel changes to "Logins On." Note that the default
is "Logoffs OFf."

g. Click on Reset in the "Security Manager: Dat abase Audit
Paraneters” window if all the selections nade in steps b
through f are to be cancell ed.

h. Click on Apply in the "Security Manager: Dat abase Audit
Paraneters” window if all the selections nade in steps b
through f are to be saved. An audit trail will be available

to view through "Option > Unix Audit Logs," and "Option
Dat abase Audit Logs" on the Security Manager nenu bar.

18.2.6.2 Viewing UNI X Audit Logs. This option allows the SA wth
default to the last 24 hours, to display a UNI X system | og for each of
the following (one at a tine): Al Logins, Failed Logins, Privileged
Commands, and Unaut horized Access. To obtain a UNI X audit |og display,
do the foll ow ng:

A Click on Option > Audit Reports on the Security Manager nenu
bar. The "Security Manager: Unix Audit Display" w ndowis
di spl ayed. Note that the period of audit is the last 24
hours.

B. Click on the type of audit log to be displayed by clicking
on one of the follow ng options:

e Al Logins
e Failed Logins
e Privileged Comands
 Unaut hori zed Access.
C. Click on Display in the "Security Audit Reports" w ndow.

The selected, audit log type in step b is displayed.
D. Repeat steps b and c for each audit |og type.

18.2.6.3 Vi ewi ng Dat abase Audit Logs. This option allows the SA,
with default to the last 24 hours, to obtain a GCCS Desktop Dat abase
log. The log contains the date, event, user name and pass/fail
indication for the event. To obtain a GCCS Desktop database audit |og:

A Click on Option > Database Audit Reports on the Security
Manager nenu bar. The "Security Manager: DB Audit Display"”
wi ndow i s displayed. Note that the period of audit is the
| ast 24 hours.

B. Set the correct audit period within the “From Dtg” and “To
Dtg” areas and click on Display in the "Security Manager:
Dat abase Audit Display" window. The |og containing the
audit trail is displayed.
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C. Click on Print in the "Security Manager: Database Audit
Display" window if a printout of the audit log is desired.

18.2.7 Updating Security Caveats. This capability allows the SAto
update the security caveats list by adding new or deleting existing
security caveats. To update the security caveats list:

A Click on File > Update Security Caveats on the "Security
Manager" nenu bar. The "Security Manager-Update Security
Caveat s" w ndow i s displ ayed.

1. To add a caveat:

a. Type in the nane of the new caveat in the Caveat
Nane text area in the bottomof the "Security
Manager: Edit Caveats."

b. Click on Add in the "Security Manager: Edit Caveats"
wi ndow. The new caveat nane is added to the end of
the existing list.

2. To del ete a caveat:

a. Click on the nanme of the caveat, in the existing
list, to be deleted. The selected nane is
highlighted and it appears in the Caveat Name text
area in the bottomof the "Security Manager: Edit
Caveat s" w ndow.

b. Click on Delete in the "Security Manager-Edit
Caveats" window. The sel ected caveat nane
di sappears fromthe existing caveats list.

18.2.8 Setting Access Paraneters. This capability allows the SAto
set or view host processors available to GCCS at a particular site. To
set or view host access:

A Click on File > Host Access Paraneters on the Security
Manager nenu bar. The "Security Manager: Host Access
Paraneters [ GCCS]" wi ndow is displayed. Note that the
wi ndow consists of a list of hosts available and a host
access list.

B. Click on File > Open Access File in the "Security
Manager : Host Access Paraneters [ GCCS]" w ndow.

C. Sel ect the GCCS platformcontaining the desired file.

D. Click on Apply in the “Security Manager: Open Access File”
Wi ndow.
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E. Click the desired host on the "Host Available List" to
sel ect a host.

F. Click in the Host Access List to choose specific access
par anet ers.

18.3 System Profil e Mintenance

System Profil e Maintenance is perforned by the SA using the GCCS
Desktop Profile Manager. The Profile Manager is an interactive program
that is used to nmanage user profile information. This programresides
on the GCCS Desktop Dedi cated Processor and is started via the Session
Manager | aunch wi ndow. The Profile Manager perforns the follow ng
functions:

. Creates/nodifies/deletes profile attributes

. Creat es/ nodi fi es/ del etes new user profiles

. Modi fi es user's Launch Li st

. Di spl ays existing users based on profiles.
18.3.1 Profile Description. The construction of a profile for a
particul ar user requires certain profile attributes to be available for
(or created prior to) insertion into a profile. These attributes are
Project, Position, Directorate (optional), Divisions (optional), Branch
(optional), Section (optional), and Cell (optional). |If the optional

attributes exist, they nust al so be included.

18.3.1.1 Profil e Manager Activation. Click twice in rapid succession
on the PROFILE icon on the Session Manager's |aunch wi ndow. Upon
successful programinitialization, the Profile Manager nmain wi ndow is
di spl ayed, as shown in Figure 18-5.
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Currently Selected Profiles
l*
User |d 1024 1d: Ll oyd DeForrest
No def orres Nane:
Pr oj ect Demo Storm Project Notify NOTI FY DELETE
Name
Position BSDI R Position Notify Noti fy DELETE
ECJ1 Directorate : DELETE
Directorate Directorate Noti fy NOT_NOTI FY
Di vi si on Force Di vision Notify :
Integration NOT_NOTI FY
Branch Adnmi n Branch Branch Notify :
NOT_NOTI FY
Section Ops Section Notify :
Briefi ng/ Graphics NOT_NOTI FY
Cel | JSE Cell Notify :
NOT_NOTI FY
2
User |d 1024 |d: Ll oyd DeForrest
No def orres Nane:
Pr oj ect Day to Day Project Notify :
Nanme Oper ati ons NOT_NOTI FY
Position USER Position Notify :
NOT_NOTI FY
ECJ3 Directorate :
Directorate Directorate Noti fy NOT_NOTI FY
Di vi si on Di vi si on 437 Di vision Notify :
NOT_NOTI FY
Branch Adm n Branch Branch Notify :
NOT_NOTI FY
Section Ops Section Notify :
Briefing/ Graphics NOT_NOTI FY
Cel | JSE Cell Notify :
NOT_NOTI FY
Userid : deforres Lloyd | Branch : |
DeForr est
Pr oj ect | Section |
| Cel | |
Directorate
Di vi si on | Posi tion |
I
| Update Profile Filter | | Clear Profile Filter | |

PROJECT: Not Applicable

Fi gure 18-5.

Profil e Manager
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18.3.1.2 Profil e Manager Ternination. To exit the Profile Manager
conput er program

A Click on File > Exit on the "Profile Manager" nenu bar. You

will be pronpted to confirmthe exit request.

B. Click on K.  All Profile Manager-rel ated wi ndows vani sh.
18.3.2 Profil e Manager Menus. The Profile Manager has five nenus:
File, Edit, Options, Mdify, and Hel p. Choices available in these
nenus are illustrated in Figure 18-6.

The Profile Manager main w ndow (Figure 18-5) contains two distinct
areas: the top portion of the windowis where selected profiles are
di spl ayed, the bottomis used as a filter.

Also included in this display are the organi zation "Notify" and "Delete
Ri ghts" indicators. Wen the Notify indicator displays "NOTlI FY" next
to an organi zation, the user will be notified when nessages are
received for that organization. The Delete Ri ghts indicator displays
"DELETE," to indicate the user has been given Delete Rights to el enents
in that organization's fol der.

18.3.3 System Profil e Maintenance Tasks. The foll ow ng paragraphs
provi de the necessary step-by-step actions required to utilize the
capabilities provided by the Profil e Manager conputer program

18.3.3.1 Viewi ng Users and Profiles. Upon successful program
initialization the Profile Manager nmain wi ndow i s di spl ayed
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Profile
Manager

1 | | |
[Ei ] [owtonsT] [ ™odity 7] [Fer ]

| | | |
| New | | Delete | | Print | | Exit | Order By | _| User | _|On00ntent|
On Windo
| [UserProfile| | User Profle | User ID Lff;ﬂcﬁms
_| Project I _| Project I _| Project I _| Project I
Ind
_| Position I _| Position I _| Position I _| Position I
_| Directorael _| Directorael
_| Division | _| Division | Defaullt List
_| Branch I _| Branch I _I Branch I _|Directorae|
_| Section I _| Section I _| Section I —I Division I
L[ ca | H e Cell —| Branch I

Figure 18-6. Profile Manager Menu Structure

The user profiles displayed in the main w ndow can be filtered
according to criteria listed in the bottomof the main w ndow. Each of
the filter criteria is selected froma pop-up selection list. For
exanple: selecting user ID alone will show all profiles for a
particul ar user, while selecting any other profile attributes w thout
the user IDw Il show all users with the chosen profile attributes. To
di splay profile(s) that correspond to a certain filter criterion:

A Click on a pop-up selection button for profile attributes to
be used for the profiles to be listed. The pop-up selection
dialog for the selected profile attribute is displayed.

1. Click on the nane of the selection to be used for this
profile attribute.

2. Cick on O/ Apply. The selected nane appears in the
correspondi ng profile attribute text field in the main
wi ndow. Click on Undo in the pop-up selection dialog
if a selection is to be changed. The |ast sel ection
will be renbved fromthe main wi ndow. Note that the
"Update Profile Filter" and "Clear Profile Filter"
buttons in the bottom of the main w ndow becone active
after the first filter profile attribute is entered
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(these buttons are initially stippled).
B. Repeat step a above for each profile attribute desired.

C. Click on Update Profile Filter button on the nmain w ndow.
Al'l user profiles that neet the filter criteria are
di splayed in the main window with the default profile being
mar ked by an asterisk (*).

D. Click on Clear Profile Filter to erase all filter criteria
previously selected, and the profiles displayed in the nain
wi ndow. This action results in the "Update Profile Filter"
and the "Clear Profile Filter" buttons becom ng stippled
agai n.

18.3.3.2 Profile Attribute Maintenance. The attributes that nmake up
the conponents of a profile are Project, Position, Directorate,

Di vi sions, Branch, Section, and Cell. Sone attributes are optional;
however, if they are used in a profile, they nust have been previously
created. Wiile each attribute is created/ del eted/ nodified separately,
rel ationshi ps al so exi st between sone of the attributes that require
cross-checking when an attribute is worked on, specifically between
Project and Positions, and Project and Cell. The followi ng |ist
describes all attributes:

. Project. A project represents one of the GCCS activities
t hat have been defined for a particular facility or
facilities in which GCCS is operating. This attribute nust
be specified when creating a user profile.

. Position. This attribute represents a specific task or
assi gnment undertaken by a user. Positions belong to one or
nore projects; therefore a project nanme nust be sel ected
during the creation of a position.

. Directorate. This is an optional attribute.

. Division. This is an optional attribute.

. Branch. This is an optional attribute.

. Section. This is an optional attribute.

. Cel | . Al'l cells belong to a project, therefore a project
nanme nust be selected during creation of a cell. "Cell" is

an optional attribute.

A Creating a new project. To create a new project:
1. Click on File > New > Project on the Profile Manager
nmenu bar. The "Add New Project" dialog is displayed
2. Type in the nane of the new project (nmaxi num of 25
characters; no special characters are allowed). |If
the "Default Positions” list is to be used with this

new project, click on the Use Default Positions button
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in the "Add New Project" dial og.

3. Cick on O/ Apply to save the new project nane.

Note: For every project created, there nust be an associ at ed

position. Validation of the project/position pair must be
manual |y perfornmed off-line prior to insertion into a user
profile.

Creating a New Position. To create a new position:

1. Click on File > New > Position on the Profile Manager
menu bar. The "Add a New Position" dialog is
di spl ayed.

2. Since all positions belong to a project, select a

project name via the pop-up selection button.

3. Type in the nane of the new position (maxi mum of 8
characters; no special characters are all owed).

4, Type in a description of the position nane (maxi mum of
25 characters).

5. Cick on Ok/Apply to save the new position nane.

Note: For every project created, there nust be an associ at ed

position. Validation of the Project/Position pair must be
manual |y perfornmed off-line prior to insertion into a user
profile.

Creating a New Directorate. To create a new directorate:

1. Click on File > New > Directorate on the Profile
Manager nmenu bar. The "Add a New Directorate" dial og
i s displayed.

2. Type in the nane of the new directorate (naxi num of 25

characters).
3. Cick on O/ Apply to save the new directorate nane.

Creating a New Division. To create a new division:

1. Click on File > New > Division on the Profile Manager
menu bar. The "Add a New Division" dialog is
di spl ayed.

2. Type in the nane of the new division (maximum of 25

characters).
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3. Cick on Ok/Apply to save the new division nane.
Creating a New Branch. To create a new branch:

1. Click on File > New > Branch on the Profil e Manager
nmenu bar. The "Add a New Branch" dialog is displayed.

2. Type in the nanme of the new branch (maxi mum of 25
characters).

3. Cick on O/ Apply to save the new branch nane.

Creating a New Section. To create a new section:

1. Click on File > New > Section on the Profile Manager
menu bar. The "Add a New Section" dialog is
di spl ayed.

2. Type in the nane of the new section (nmaxi num of 25

characters).

3. Cick on Ok/Apply to save the new section nane.
Creating a New Cell. To create a new cell:
1. Click on File > New > Cell on the Profile Manager nenu

bar. The "Add New Cell" dialog is displayed.

2. Since all cells belong to a project, select a project
nanme via the pop-up selection button

3. Type in the nanme of the new cell (nmaxi mum of 25
characters).

4. Cick on O/ Apply to save the new cell nanme.

Deleting a Project. To delete a project:

1. Click on File > Delete > Project on the Profile
Manager nenu bar. The "Delete an Existing Project"
dialog is displayed. Note the warning that al
profiles assigned to this project will be del eted.

2. Sel ect the project to be deleted via the pop-up
sel ection button.

3. Cick on Ok/Apply to delete the sel ected project nane.

Del eting a Position. To delete a position:
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Click on File > Delete > Position on the Profile
Manager nenu bar. The "Delete an Existing Position"
dialog is displayed.

Sel ect a project nane via the pop-up selection button.

Sel ect a position nane via the pop-up sel ection
butt on.

Cick on Ok/Apply to delete the selected position
namne.

Deleting a Directorate. To delete a directorate:

1.

Click on File > Delete > Directorate on the Profile
Manager nenu bar. The "Del ete an Existing
Directorate" dialog is displayed. Note the warning
that all profiles assigned to this directorate will be
del et ed.

Select a directorate nane via the pop-up selection
butt on.

Click on Ok/Apply to delete the selected directorate
name.

Deleting a Division. To delete a division:

1.

Click on File > Delete > Division on the Profile
Manager nenu bar. The "Del ete an Existing Division"
dialog is displayed. Note the warning that al
profiles assigned to this division will be del eted.

Sel ect a division nane via the pop-up sel ection
butt on.

Del eting a Branch. To delete a branch:

1.

Click on File > Delete > Branch on the Profil e Manager
nmenu bar. The "Delete an Existing Branch" dialog is
di spl ayed. Note the warning that all profiles
assigned to this branch will be del et ed.

Sel ect a branch nanme via the pop-up sel ection button.

Cick on Ok/Apply to delete the sel ected Branch nane.

Del eting a Section. To delete a section:
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1. Click on File > Delete > Section on the Profile
Manager nmenu bar. The "Delete an Existing Section"
dialog is displayed. Note the warning that profiles

assigned to this section will be del eted.
2. Sel ect a section nane via the pop-up selection button.
3. Cick on Ok/Apply to delete the sel ected section nane.
Deleting a Cell. To delete a cell
1. Click on File > Delete > Cell on the Profile Manager
nmenu bar. The "Delete an Existing Cell" dialog is
di spl ayed.
2. Sel ect a project nane via the pop-up selection button.
3. Select a cell nane via the pop-up selection button.
4. Cick on Ok/Apply to delete the selected cell nane.

Modi fying a Project. To nodify a project:

1. Click on Mbdify > Project on the Profile Manager nenu
bar. The "Modify Existing Project"” dialog is
di spl ayed.

2. Sel ect the project nane to be nodified via the pop-up

sel ection button.

3. Type in the new project nane (naxi num of 25
characters; no special characters are all owed).

4. Cick on O/ Apply to nodify the sel ected project nane.

Modi fying a Position. Position nodification entails the
followi ng: nodifying the nane of a position within a
project, nodifying the list of |aunch buttons assigned to a
position, and nodifying the default |ist of positions
assigned to a new project.

1. To nodify a position nane within a project:
a. Click on Mbdify > Position > Nane on the Profile
Manager nenu bar. The "Mdify an Existing Position"
dialog is displayed.

b. Sel ect the project nane via the pop-up selection
butt on.
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Sel ect the old position nanme via the pop-up
sel ection button.

Type in the new position nanme (maximum 8 characters;
no special characters are allowed).

Cick on O/ Apply to nodify the selected old
position nane.

To nodify a position |aunch button list:

a.

C.

Click on Mbdify > Position > Launch List on the
Profile Manager menu bar. The "Edit Position Launch
List" dialog is displayed.

Sel ect the position nane via the pop-up sel ection
button. A list of all available |launch buttons is
di splayed in the right side of the "Edit Position
Launch List" dialog. On the left side are all the

| aunch buttons currently assigned to the sel ected
position. Click on a nane in one list to nove it to
t he ot her.

Click on Ok to save the assigned |launch button |ist.

To nodify a position default list:

a.

b.

Click on Mbdify > Position > Default List on the
Profil e Manager nmenu bar. The "Edit Default Position
List" dialog is displayed. The list of commonly used
positions is displayed in the right side of the "Edit
Default Position List" dialog. On the left side are
all the default positions. dick on a nane in one
list to nove it to the other. This default list is
not GCCS-related. This data was used for UCOM Do
not use this option until further notice

Cick on O/ Apply to nodify the default |ist.

Modi fying a Directorate. To nodify a directorate:

1.

Click on Mbdify > Directorate on the Profil e Manager
menu bar. The "Mdify Existing Directorate" dialog is
di spl ayed.

Select an old directorate nanme via the pop-up
sel ection button.

Type in the new directorate nane (naxi mum of 25
char act ers)
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Cick on Ok/Apply to nodify the selected directorate
name.

Modi fying a Division. To nodify a division:

1.

Click on Mbdify > Division on the Profil e Manager nenu
bar. The "Modify Existing Division" dialog is
di spl ayed.

Sel ect an old division nane via the pop-up sel ection
butt on.

Type in the new division nane (maxi mum of 25
characters).

Cick on Ok/Apply to nodify the selected division
name.

Modi fying a Branch. To nodify a branch:

1.

4.

Click on Mbdify > Branch on the Profil e Manager nenu
bar. The "Modify Existing Branch" dialog is
di spl ayed.

Sel ect an old branch nane via the pop-up selection
butt on.

Type in the new branch nane (maxi mum of 25
characters).

Cick on O/ Apply to nodify the sel ected branch nane.

Modi fying a Section. To nodify a section:

1. Click on Mbdify > Section on the Profile Manager nenu
bar. The "Modify Existing Section" dialog is
di spl ayed.

2. Sel ect an old section nanme via the pop-up sel ection
butt on.

3. Type in the new section nane (naxi num of 25
characters).

4. Cick on Ok/Apply to nodify the sel ected section nane.

Modi fying a Cell. To nodify a cell

1. Click on Mbdify > Cell on the Profile Manager nenu

bar. The "Modify Existing Cell" dialog is displayed.
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2. Sel ect a project nane via the pop-up selection button.
3. Select an old cell nane via the pop-up selection
butt on.
4, Type in the new cell nanme (maximum of 25 characters).
5. Cick on Ok/Apply to nodify the selected cell nane.
18.3.4 User Profile Maintenance. Every entry into this windowis

done via a pop-up selection dialog and it is here that the Delete
Ri ghts can be set for each entry. The nmandatory entries are User I|ID,
Proj ect Nane, and Position Nane.

Additionally, before a position nanme and/or cell nane can be sel ected,
a project nane nust first be sel ected.

18.3.4.1 Creating a New User Profile. To create a new user profile:

A Click on File > New > User Profile on the Profile Manager
menu bar. The "Add a New User Profile" w ndow is displayed.

1. Click on the pop-up selection dialog buttons for those
fields chosen to becone part of the user profile.

2. Select the Gant Delete Rights button if the user wll
have the right to delete folders and fol der el enents
contained in the selected organization's folder. The
user is granted delete rights if the "Grant Del ete
Ri ghts" button is pushed in (button shaded).

B. Cick on O/ Apply. The entries are then verified, and if
valid, the new user profile is added into the system

18.3.4.2 Del ete a User Profile. To delete a user profile:

A Display the profile to be deleted in the main wi ndow, and
click anywhere within this profile.

B. Click on File > Delete > User Profile on the Profile Manager
nmenu bar. The "Delete User Profile" w ndow containing the
selected profile is displayed.

C. Cick on Ok/Apply. The selected profile is deleted andis
not recoverable.

18.3.4.3 Modi fying a User Profile. To nmodify a user profile:

A Display the profile to be nodified in the main w ndow, and
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click anywhere within this profile.

B. Click on Mbdify > User > Profile on the Profil e Manager nenu
bar. The "Modify an Existing User Profile" w ndowis
di spl ayed containing the selected profile for nodification.
All entries, except User ID, can be nodified via pop-up
sel ection buttons.

C. Make all nodifications.

D. Cick on O/ Apply. The selected profile is nodified as per
Step c.

18.3.5 Launch List Miintenance. When a profile is assigned to a
user by the SA, specific application access or privileges are al so
assigned. Wen the users |logs on, a wi ndow on the GCCS Deskt op

di spl ays a set of icons that represent the applications available to
the user. This is known as a | aunch wi ndow. The SA popul ates t hat

wi ndow by choosing specific applications fromthe applications in the
Avai | abl e Launch List and inserting theminto the user's |aunch list.
The Avail abl e Launch List contains all avail able applications that have
been properly installed through the use of the SystemlInstaller.

18.3.5.1 Modi fying a User Launch List. To nodify a user launch |ist:

A Click on Mbdify > User > Launch List on the Profil e Manager
menu bar. The "Edit User Launch List" w ndow is displayed.

B. Select a User ID via the pop-up selection button. All
| aunch buttons available are listed in the right side of the
"Edit User Launch List." The left side contains the |aunch

buttons that are assigned to the User ID selected. dick on
the right side nane to nove it to the left side, or click on
the left side to nove it to the right side.

C. Click on OK to save a user |aunch |ist.

18.3.6 Profiles Display Order. Once profiles are displayed in the
Currently Displayed Profiles area of the main w ndow, the SA has the
ability to change the order in which they are displayed. The default
ordering is by User ID. Profiles can be ordered (in al phabeti cal
order) according to the following eight criteria: User |ID, Project,
Position, Directorate, Division, Branch, Section, and Cell.

To order the profiles listed according to a specific criterion:

A Click on Options > Order By > <a criterion>  where <a
criterion> is one of the eight criteria |listed above. After
a short tinme, the Currently Selected Profiles display in the
mai n wi ndow i s updated to reflect the order according to the
criterion selected. The sort order is as foll ows: Bl anks,
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Nunbers, UPPER CASE LETTERS, and | ower case letters.
18.4 System Assi gn Rol es Mii ntenance

Syst em Assi gn Rol es Mai ntenance is performed by the SA using the GCCS
Deskt op Rol e Manager. The Role Manager is an interactive programthat
is used to assign roles to users, such as: Security Adninistrator,
System Adni ni strator, and GCCS Operator. This programresides on the
GCCS Desktop Dedicated Processor and is started via the Session Manager
| aunch wi ndow. The profile perfornms the follow ng functions:

Assigns roles to specified account groups by User |Ds.

Del etes roles from specified account groups by User |Ds.
Edits roles to specified account groups by User | Ds.
Duplicates roles of account groups to allow the SA to revise
previously entered data to avoid repetitive entry when
creating additional roles.

. Print the assigned role of a user.

18.4.1 Rol e Manager Activation. To activate the Role Manager
program execute the foll ow ng:

A Ent er USERNAVE: SECMAN [ RETURN]
Ent er PASSWORD [ RETURN]

B. Click twice in rapid succession on the ROLE icon on the
Sessi on Manager's | aunch wi ndow. Upon successful program
initialization the Role Manager main w ndow is displayed, as
shown in Figure 18-7.

ROLE ACCT GROUP CLASSI FI CATI ON
GCCS Def aul t GCCs XXXXXXXXXX
Oper at or
SA Def aul t System XXXXXXXXXX
Admi n
SSO Def aul t Security XXXXXXXXXX
Admi n
ADD DELETE EDI T DUPLI CATE PRI NT
EXIT

Figure 18-7. Role Manager Main W ndow
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18.4.2 Rol e Manager Termination. To exit the Role Manager, execute
the foll ow ng:

A Click on File>Exit on the Role Manager nenu bar. You will
be pronpted to confirmthe exit request.

B. Click on Ck. Al Role Manager-rel ated wi ndows vani sh.
18.4.3 Rol e Manager Menus. The Role Manager allows the user to add

roles to applicable account groups. The structure is shown in Figure
18- 8.

18.4.4 Adding a Role to Account Group: Security Adnin

A Click on Add in the Role Manager main w ndow (Figure 18-7).
The Add Role main nmenu will appear (see Figure 18-9).

B. Ent er nane.

C. Enter security.

D. Sel ect Security Adnmin Account Group and click on OK

E. The Security Adm n Rol e Header wi ndow will be displayed (see
Fi gure 18-10).

F. To grant permssions to the role, click on the desired
perm ssions in the Permssion list in the Security Adm n
Rol e Header wi ndow, and click Add.
Each permission will have a separate screen to enter
appl i cabl e dat a.

G Click on Edit only if any one of the perm ssions needs to be
nodi fi ed.

H. Click on Menu Access only if the Security Adm nistrator

needs to access the nenu for Accounts or Security. Refer to
Figure 18-8 to view the structure.
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| Assign Roles I
|
| Security Adlministrationl | System Ad:ninistration I | GCCS (I)perator I

| Menu Access I | Permissions I | Menu Access I Menu Access
: Accounts
_I Security I Audit Status _I Hardware I System Menubar

Classification
Logs

assas D — Sudoun S

| Audit Log | 0 em

L OS Audit Log | Fast Reboot System

| Security Alert Log L ReMount Global Data

l— Archive Logs | — Sync Time with Server

| Config Printer

Accounts I
_I Software I

| View System Accouts

| View User Accounts | Segment Installer
|— View Roles |— Ingtallation Server
| — Archives Accounts & Roles | Archive Net Server Data
| — Restore Accounts & Roles l— Restore Net Server Data

| Export Accounts & Roles
Database

| — Archive IMCIS Data
| — Restore IMCIS Data
| Clean Datéfiles

_I Network I

L Change Machine ID

| Set System Time

L Set WAN UID

| Set WAN DDN Time Out
| Configure DDN Hosgt Table
| Set Nips TDBM Host

| Configure STUIII Directory

Figure 18-8. Role Manager Menu Structure (Part 1 of 3)
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GCCS Operator

|System Menubarl | System Chart I

ADRG CD Maps
Other CD Maps
System Chart
Chart Inset 1
Chart Inset 2
Chart Inset 3
Restart Chart

Set View Filter
Activate Window

Comms

l— Loca Opnotes

| — Incoming Opnotes
|— Operator Messages
| Log Mgr Incoming
l— Log Mgr Outgoing
|— Incoming Msg Log
| — Outgoing Msg Log
| Binary Msg Log
|— Msg Headers

|— Auto Forward Table
|— Decoder Status

|— Message Alerts

| — Communications
|— Channel Status

| — DDN Host Table
|— STU III Directory
|— EMAIL Table

|— DDN Net Ping

| GFCP Auto Config

L Nav Update Rate

Misc

|— System Version

|— System Status

|— Track Status

| File Status

|— System Services

|— Screen Alert Filter

| Alert Display Filter
| Alert Log

| Archive-Restore

|— Printer Chooser

|— Trouble Reports

|— Passdown Watch Log
|— Screen Saver

|— Top 25 Processes

|— Diagnostics (monitor)
|— NetWatch

| PChat

)

L. Chart
L— Comms
L — Misc
L Support
L System
| Map Options
L Plot Control
L Support TDAS
| Slides

L FOTC/Bcst

| — TDAs

JMIE Database
EMCON Status

Figure 18-8. Role Manager Menu Structure (Part 2 of 3)
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GCCS Operator

|S/stemMenubarI | System Chart I
1

| 1 1 1 1
I System I I Mapomionsl I Plot Control I I Tracks I ISJppon TDAs' I FOTC/Bcst I I Slides I I TDAs l
I— Exit Zoom Symbol Labels New Track Pimtracks Report Log L Print Screen Quick CPA
Double Specia Controls New Elint Track Overlays Input Msg Filters Quick Intercept
Half Slash Times New Acoustic Track Sites Input Geo Filters Two Track Analysis
Center/Width Auto Plot - Off New Unit Track Groups Broadcasts Track History Analysis
‘Whole World Track Type Toggles Copy Gridded Fields ATOMsgLog Timelate Statistics
Center On Track Type Hilites Edit ScreenKILO FOTC Parameters Limit Lines
Default Chart Attribute Toggles Amplify Tracks Four Whiskey FOTC SITREP StatusBoards
Set Default Chart Symbols On/Off/Dots Delete FOTC SITREP Summary MOBOARD Overlay
Previous Chart Site Controls Xmit UID Params Crossfix
Stored Maps Declutter Print UID Stats CAP Engagement
Map List Track Control Storage Select All HULTEC Database
Add Product GSIT Search SAR
VPF Edit Set Master Ref Quick Search SAT Database
Map Manager Searchto Replace SAT Vulnerability
Colors Search Filter Table
Intensity Boolean Search Filters
Country Colors Boolean Track Search
Features Compare
Chart Monitor Duplicates
3D Viewer Track Status
LOS Profile Track Summaries
Track Tables
Tracksof Interest

Figure 18-8. Role Manager Menu Structure (Part 3 of 3)

NANME

SECURI TY
ACCOUNT GROUPS
Security Admn
Syst em Adni n
GCCS Operat or

CANCEL

X

Fi gure 18-9.
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ROLE HEADER
NAME:
ACCT GROUP: ... .
SECURI TY: ... . .
PERM SSI ONS
Account s
Audit Status
Cl assification
Logs
Rol es
A: Add D: Del ete E: Edit P:
Pr
in
t
R: Restore V: Ar chi ve X: Expor t
EDI T
MENU ACCESS
Sec Adnin
CANCEL (0
Figure 18-10. Security Adm n Rol e Header
18.4.5 Adding a Role to Account Group: System Admi n
A Return to the Add Role main nenu (Figure 18-9). Select
System Admin Account Group and click on K This will bring
up the System Admi n Account Group wi ndow (see Figure 18-11).
B. Ent er nane.
C Ent er account group.
D. Enter security.
E. Click on Menu Access only if the System Adnmi ni strator needs

to access the nenu for Hardware, Software, Database, or
Net work options. Refer to Figure 18-8 to view the
structure.
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NAME:.
ACCT GROUP: System Adnin
SECURI TY:
MENU ACCESS
Syst em Adni n
CANCEL (0
Figure 18-11. System Adnmin Account G oup
18.4.6 Adding a Role to Account Group: GCCS Qperator
A Return to the Add Role main nmenu (Figure 18-9). Sel ect GCCS
Operator Account Group and click on OK (see Figure 18-12).
B. Ent er nane.
C Ent er account group.
D. Enter security.
E. Click on Menu Access only if the SA needs to access the
System Menu Bar Options or System Chart Options. Refer to
Figure 18-8 to view the structure.
NAME:.
ACCT GROUP: GCCS Oper at or
SECURI TY:
MENU ACCESS
Syst em Menubar Syst em Chart
CANCEL (0
Figure 18-12. GCCS Qperator Account G oup
18.4.7 Del eting a Role froman Account G oup
A In the Rol e Manager main wi ndow (Figure 18-7), click on
Delete to allow the SAto delete an existing user. A
confirmati on wi ndow wi Il be given.
18.4.8 Edit an Existing Role for an Account G oup
A In the Rol e Manager main w ndow (Figure 18-7), click onEdit
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to allow the SA to nodify an existing user.
18.4.9 Duplicate a Role froman Existing User

A In the Rol e Manager main wi ndow (Figure 18-7), click on
Duplicate to allow the user to duplicate SA infornmation in
order to create another new user.

18.4.10 Print a Role of a User(s)

A In the Rol e Manager main wi ndow (Figure 18-7), click on
Print to invoke the JMCIS printer.

18.4.11 Exit the Rol e Manager Main Menu

A In the Rol e manager main wi ndow (Figure 18-7), click onExit
to return to the Desktop.

18.5 The Monitor Program

The Monitor |aunch button runs the Monitor program This program
under the Options nenu (Figure 18.13) presents several useful displays
for nonitoring the various |ogs, alarns, and reports.

18.6 The Control Manager Program

The Control Manager |aunch button contains the Startup, Shutdown, and
ot her options for selectable hosts. Figure 18-14 presents the nenus
for the Control Manager. Under the Control menu are the various
options. Selection of the Startup and Shutdown options brings up a
wi ndow where in the server and host to be started or shut down are
selected. dicking on the Apply button executes the command for the
sel ect ed nachi nes.

Selecting the Kill and Initialize options brings up a window with the
list of servers. Highlighting the server and clicking theApply button
wi Il execute the selected command for that server.

Sel ecting the Execute option presents a |list of hosts and a conmand
i nput wi ndow.
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| Moritor |
| | l ]
File | | Options | | Help
Print | _| File Viewer | _| On Content
Exit | _| Log Reporter | _| On Window
_| Current Users Display | _| OnKeys
_lGaHHe&ﬂanNam |_4 Index
_|Diq)|ay|ncomingA|arms| _| OnHelp
_| OnVersion

Figure 18-13. Monitor Menu

Sel ecting the Report option currently presents five comand options and
the host list. The command options are:

Audit Log

The Local Password File conmmand wil |

DEC Processor Status
Execut abl e Li st

Local Password File
Mac Spt File.

cause the password file fromthe

sel ected host (not the /etc/shadow file) to open for scrolling perusal.

Control Manager

File

Edit

| Control

Help I

Print

Cut

Startup

On Content

Exit

Copy

Shutdown

On Window

Paste

Kill

OnKeys

Clear

Initialize

Index

Execute

OnHelp

T T T T T

Report

OnVersion

T T T T T

Figure 18-14. Control Manager Menu

18- 33



GCCS- SAM 2. 2
Rev 0
January 15, 1997

SECTI ON 19. ANSVERBOOK ADM NI STRATI ON

The procedures in this section assune you have a CD drive installed
|l ocally (connected to your system.

NOTE: After adding a local CD-ROMdrive to a Solaris 2.3 system type
init O to halt the system Then type boot -r fromthe ok PROM
pronpt to reconfigure the device drivers so that the system can
access the CD drive. |If the > PROM pronpt is displayed, typen
to display the ok PROM pronpt.

a. I nsert (nmount) the CD ROM
1. Pl ace the AnswerBook CD-ROMinto the caddy, if a caddy is
used.
2. Insert the CD-ROMinto the drive.
Nore: |f the vol une managenent daenon is enabled (the default
with Solaris 2.3), inserting the CDw Il mount it
automatically. |If you have disabl ed vol une managenent,

mount the CD using the nmount (1M command.

File Manager will now open, displaying the contents of the CD
ROM
b. Begin the installation with pkgadd:

1. Becone superuser:

# su -
2. Run pkgadd to begin the installation.

# pkgadd -d /cdrom cdronD
The path shown in the exanple is the nount point if vol une managenent
is enabled (the default with Solaris 2.3). |If you have disabl ed vol une
managenent, make sure the path you specify is the correct nount point
for the CD
The installation software presents a nunbered list of all the packages
on the disk and their associ ated AnswerBook titles, and will pronpt you
for a selection.

For exanpl e:

1 SUNWAbc ABC AnswerBook (pltfrm 1.2.1
2 SUNWAbook Anot her Answer Book (pltfrm 40.5.2
3 SUNWAsys System Answer Book (pltfrm 78.9.3
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process (or ‘all’ to process al

Sel ect package(s) you wish to
1) [?,??2,4q]:

packages). (Default: al

3. Specify one or all AnswerBook packages you want to
install.

The default is all. Press <return> to accept the default or typeall.
Each Answer Book package will be installed successively, and prior to
each package installation you will be pronpted for infornmation.

Alternatively, you can install a single AnswerBook package by typing
its number fromthe list.

Note: |If you want to install all the packages on the disk, but
you' re concerned about avail able di sk space, you can
determ ne the approximate size of the contents of the CD ROM
this way:

(a) Change to the CD-ROM directory.
# cd /cdrom cdron®

(b) List the size of the individual packages contai ned
on the CD:

# du -k .

Do a rough cal culation of the sum of the package sizes
you see listed to get an idea of how nuch di sk space

you' Il need when you install.
cC. Review instal |l ati on opti ons:
For each Answer Book package you install, you will be asked to

choose an installation option:

Copyright information...

The installation options are as foll ows:

Option: Description:

1. nil: less than X Megabyte di sk space
required [sl owest performance].

2. heavy: XX Megabytes di sk space required
[ best performance].

Enter the nunber of an installation option from
the list above (1 or 2).

Make sure to choose a parent directory on a file
system bi g enough to acconmpdate all the files to
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be noved for the I NSTALL OPTI ON you sel ect ed.
The tabl e bel ow expl ai ns nore about these install options.

Table 19-1. AnswerBook Installation Options

Requi r ed

Di sk Space

Option Description ( Moyt es) | nst al
Ti me

nil Leaves alnost all files on CD- ROM <1 <5 nin.

Saves di sk space but requires that the
Answer Book CD remain in the drive
dedi cated to Answer Book use.

heavy

Stores all files on hard disk. Optinizes Varies

<15-30 mn.
Answer Book performance. This with the

configuration is reconmended if the package,
Answer Book package is to be shared from
by multiple systenms and users under 1 up to 50 or nore

To check the ampbunt of avail abl e di sk space on your system see Step d.
O herwise, skipto

Step e.

d.

Check the space avail able for the Answer Book package:
The installation software requires you to designate a parent
directory for each Answer Book package, as they are installed
one by one.
Typi cal Iy, AnswerBook packages are installed in/opt, but they
can be installed in any appropriate directory under root (/)
wi t h enough di sk space
In a separate command w ndow.

1. Check avail abl e di sk space in the directories under the
root partition.

# df -k

2. Conpare the avail able space in the list with the sizes
listed for the nil and heavy installations.

In the exanpl e bel ow, the system has enough space in the/opt
partition to do a heavy installation of an Answer Book package
under 18 Moyt es.

# df -k
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Fi |l esystem kbyt es used avai | capacity
Mount ed on
/ dev/ dsk/ c0t 0d0Os5 31966 10837 17939 38% / opt

e. Finish the installation:

Choose an installation option to proceed:
Enter the nunber of an installation option fromthe |ist
above (1 or 2).

1. Type 1 for nil, 2 for heavy.
2. Type the name of the parent directory for the package.
The default is

[ opt:

Speci fy the parent of the AnswerBook hone directory:
[ opt (recommeded)
3. Typey to conplete the installation.

Do you want to continue with the installation of this
package? [Y, n, ?] vy

The installation proceeds, |listing Answer Book conponents as
they are installed, until you see this nessage:

Install ati on was successful .
[information varies...]

Sel ect package(s) you wish to process (or ‘all’ to
process all packages). (default: all) [?,??,9]: q

4, Type g to quit the installation.
5. View the list of installed packages:
# pkginfo | grep AnswerBook
You' |l see a list of all installed AnswerBook packages.
6. Check the installation accuracy of each installed package:

# pkgchk packagenane packagenane packagenane [and so on]

Note: The pkgchk process takes tine, even for one package.

f. Start Answer Book by comand.
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In an xterm wi ndow, type the foll ow ng:

# set env OPENW NHOVE / usr/ openw n
# [usr/openw n/ bi n/ answer book

g.

NotE: I n setting the environnent variabl e OPENW NHOVE , you
nmust give the exact path /usr/openwin. You nust have
OpenW ndows installed locally in /usr/openwin or nounted
on /usr/openw n.

Renovi ng an Answer Book Package
You may decide to change the installation type for your
Answer Book package. For exanple, you may have chosen the nil
option, but now want to install the conplete heavy Answer Book
package.
First renmpve the Answer Book package.
1. As superuser, type:

# pkgrm { packagenane}

CautioN: Do not renpve Answer Book packages or Answer Book-
associated files using the rmconmand. Using the rm
comand will corrupt the record keeping of AnswerBooks
on the system Using pkgrmis the only valid way to
renove Answer Book packages.

2. Verify you want to renpove the package:
The followi ng package is currently install ed.
{ Packagenane}

Do you want to renove this package? y/n/q?y

19-5



GCCS- SAM 2. 2
Rev 0
January 15, 1997

SECTI ON 20. DI SK DUPLI CATI ON PROCEDURES

To speed creation of SPARC-5 application clients, a disk-to-disk copy
procedure can be used. Although this procedure is used at sone sites,
it is not recomended for general use because of per-application
efforts required to change host nanes.

This procedure is a manual disk duplication procedure for use with GCCS
workstations. |t assunes that the SOURCEDISK is a 2.1-@B external hard
di sk connected via a SUN SCSI cable to a SPARC-5 workstations and the
TARGETDI SK is a 2.1-GB external hard disk connected to the SOURCEDI SK
via a SCSI cable. |If 1.05-GB external hard drives are used, the
procedure will work; however, both the SOURCEDI SK and TARGETDI SK shoul d
be the sane size. This procedure al so assumes that the network
information systemused is NIS+. For e-nmmil in GCCS, DNS nust be

updat ed, but that issue is not addressed by this procedure.

20.1 Lessons Learned:

e A disk configured for a SPARC-5 will not work on a SPARC-20 and vice
versa.

e |f the comman boot -rs is not used during the boot-up prior to
duplication, Solaris may not recognize the second SCSI device
(TARGETDI SK). If Solaris does not recognize the existence of the
TARGETDI SK, the SOURCEDI SK wi Il attenpt to duplicate itself to a
file on the source drive (see below, Step I).

20.2 Initial Conditions:
e The workstation is off.

. A SOURCEDI SK containing the desired GCCS workstation configuration
is ready to be duplicated to the TARGETDI SK(s) to be fiel ded.

. The SOURCEDI SK wor kst ati on's boot device shoul d be di sk.
20.3 Procedure:

a. On the back of the TARGETDI SK, set the SCSI address to5 hy
pressing the buttons above or below the address indicator.

b. On the back of the SOURCEDI SK, verify that the address of
t he SOURCEDI SK is 3.

C. Connect the workstati on, SOURCEDI SK, and TARGETDI SK wi th
SCSI cables. Ensure that the SCSI bus is properly
t er m nat ed.

d. Turn on the SOURCEDI SK and t he TARGETDI SK
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e. Turn on the workstation. Take the workstation to the ok
pronpt by pressing <STOP> A during the nmenory initialization
process of the boot up

f. At the ok pronpt, type:

boot -rs <enter>

This boots the workstation to single-user nmbde and reconfigures the
wor kstation and dev directory so that it recognizes the TARGETDI SK.

g. When pronpted, enter the root password to enter nmintenance
node.

h. At the # pronpt, type:

format <enter>

The only purpose of using format is to verify that the SOURCED SK and
the TARCGETDI SK are recogni zed by the operating system fornmat wll

di splay the drives currently recogni zed by the system There should be
two 2.1-GB drives, one at cO0t3d0 (SOURCEDI SK) and the other at cOt5d0

( TARGETDI SK) .

i When pronpted Specify disk (enter its nunber), type:
0 <enter>
This enables you to enter quit to | eave the format function.
j. At the <format > pronpt, type:
qui t <ent er >
k. At the # pronpt type:
fsck <enter>
This will check the file systemon the SOURCEDI SK. If no errors are
returned, proceed. |If errors are returned, correct themand retest the
functionality of the workstation prior to attenpting disk duplication

l. At the # pronpt, type:

dd i f=/dev/rdsk/cOt3d0s2 of=/dev/rdsk/cOt5d0s2 bs=64k
<ent er >

Thi s command duplicates the SOURCEDI SK (/ dev/rdsk/cOt 3d0s2) onto the
TARGETDI SK (/ dev/rdsk/cOt 5d0s2). The process takes 20-30 minutes for a
2.1-GB hard drive. |f the TARGETDI SK was not recogni zed by theboot -
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rs command, then the dd command will attenpt to place a duplicate of
itself in a directory on the SOURCEDI SK under the directory:
/dev/rdsk/cOt5d0s2. It will also result in a short wite (10 mninutes)
and return a “file systemfull” error. The file nust be renoved prior
to attenpting anot her duplication.
m If the duplication is successful, the # pronpt will be
ret ur ned.

n. At the # pronpt, type:
fsck /dev/rdsk/cOt5d0s2 <enter>

This will check the TARGETDISK. |If no errors are found, proceed.
O herwi se, attenpt to locate/correct the error and either repeat the
di sk duplication or proceed.

0. At the # pronpt, type:
init 0 <enter>
Thi s shuts down the workstation.

p. At the ok pronpt, turn off the SOURCEDI SK and t he
TARGETDI SK. Renpve the SOURCEDI SK from the SCSI bus.
Attach the TARGETDI SK to the workstation via a SCSI cabl e.
Ensure the SCSI bus of the TARGETDI SK i s properly
ternmi nated. Change the SCSI address on the TARGETDI SK to
3. Turn on the TARGETDI SK. Ensure that the workstation is
connected to the GCCS net wor k.

NOTE: DO NOT ATTEMPT TO USE THE SOURCEDI SK ON THE NETWORK UNTI L THE

g. At the ok pronpt, type:
boot <enter>

This will boot the nachine to the GCCS gl obe. Monitor the boot up to
ensure that the boot up is proper.

r. At the GCCS globe, log in as root.
S. Sel ect an xtermw th the nopuse cursor.
t. Type:

cd /etc <enter>

This changes to the etc directory.
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u. Edit the hosts file. Renpve the SOURCEDI SK host nane and | P
address. Insert the TARGETDI SK's new host nane and | P
address. Save the hosts file (see exanple bel ow).

Exanpl e: (conments are in {})

# vi hosts <enter> {command to edit hosts}

{Below is the /etc/hosts before edit}

127.0.0.1 | ocal host | oghost

128.84.170. 134 gswl34 { SOURCEDI SK host nane and | P address}

128.84.190.1 dbserver enserver gdbl nmil host {server info}
128. 84. 190. 22 gapl appserverl {server info}
128. 84. 190. 23 amhserver anhs {server info}

{After edit}

127.0.0.1 | ocal host | oghost

128.84.170. 135 gswl35 { TARGETDI SK host nane and | P address}

128.84.190.1 dbserver enserver gdbl nmil host {server info}
128. 84. 190. 22 gapl appserverl {server info}
128. 84. 190. 23 amhserver anhs {server info}

:wg!  <enter> {quits the editor and saves the file}

V. Edit the nodenane file and replace the SOURCEDI SK host nane
wi th the TARGETDI SK host nane.

W. Edit the hostnane.leO file and replace the SOURCEDI SK host
nane with the TARGETDI SK host nane.

NOTE: |f the TARGETDI SK workstation is going to be placed behind a
router different fromthe SOURCEDI SK's router, the
/etc/defaultrouter file nmust also be edited so that the correct
defaultrouter | P address is inserted.

X. The next steps renpbve SOURCEDI SK' s ni splus information from
t he TARGETDI SK.

1. Type:
rm/etc/.rootkey <enter>

This renoves .rootkey file from/etc.

2. Type:

rm-r /var/nis/* <enter>
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This renoves NI'S COLD START and NI S SHARED DI RCACHE fil es.
y. Type:
init 0 <enter>
This shuts down the workstation. |f applicable, disconnect the
TARGETDI SK from the duplication workstation and connect it to a
wor kst ati on on the correct subnet. Ensure that the TARGETDI SK
wor kst ati on host name and | P address are in the current

Ih/EM nis_files/hosts file and that a ni spopul ate has been run since
the update to the hosts file.

Z. When ready to initialize the workstation, boot up the
machi ne:

At the ok pronpt, type:
boot <enter>

or, if the workstation is powered down, turn on the TARGETDI SK and
wor kstation and allow it to boot up.

aa. During the boot-up, nonitor to ensure that the host
nanme is the host nane of theTARGETDI SK, and no errors
occur. |If errors occur, troubleshoot themin single-

user node. While in single-user node, ping, snoop
and ot her network functions can be accessed by
perform ng the follow ng steps:

cd /etc/rc2.d <enter>
./ S69i net <enter>
./ S72i netsvc <enter>

O her functions can be accessed by running other executables.
See the Solaris Adnministrator's GQuide for further infornmation

bb. After a proper boot-up, the machi ne should display the
GCCS gl obe. Log in as root.

NOTE: | T IS ABSOLUTELY | MPERATI VE THAT A NI SCLI ENT | NI TI ALI ZATI ON BE
PERFORMED | N MULTI USER MODE! It

cc. Select an xtermw th the npuse cursor.
dd. Type:
fusr/lib/nis/nisclient -i -h {hostnane of em server in

/etc/hosts file} -d {nis domai nnane} <enter>
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When pronpted, type:
y <enter>

to continue the initialization.

NOTE: If this is the first tinme that anisclient -i has been run on
t he TARGETDI SK host nane, then the secure nisplus password will
be asked for. |If it is a second or third initialization, only

the root login password is required.

When pronpted, enter the secure nisplus password.

NOTE: The secure nisplus password can be found when anispopulate is
run on the hosts file in the/h/EMnis_files directory
(ni spopul ate nust be run after updating the /h/EM nis-
files/hosts file fromthe /h/EMnis_files/update directory).

When pronpted, enter the root password.
If no errors occurred, this nmessage will be displayed:

Client initialization conplete!! Reboot machine for changes to
take effect.

If an error occurs, the reason will be displayed. Correct the
error then perform Steps x1 and x2 prior to attenpting anot her
nisclient initialization.
ee. If no errors occur, type:
init 6 <enter>
The workstation should reboot. Mnitor the boot-up. If normal, the

site should be able to log in using a valid user account. Test the
wor kstation for proper functionality.
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APPENDI X A. CRACLE RDBMs OVERVI EW

The GCCS Dat abase is based on the ORACLE Rel ati onal Database
Managenent System (RDBMS). This section provides a general overview
of the ORACLE RDBMS. For specific information and operational
instructions for ORACLE user access, backup/recovery procedures,
CRACLE Dat abase Administrator (DBA) utilities, SQ*Forns, SQ.*Plus,
SQ.*Reports, and SQ.*ReportWiter access, refer to the current
version of the ORACLE RDBMS Dat abase Administrator's Guide and the
docunentation for the particular products. The Database

Adm ni strator’'s CQuide describes the GCCS dat abase and GCCS dat abase
architecture, and presents detailed instructions for database

adm ni stration activities. For GCCS, the ORACLE RDBMS is installed
on the dat abase server, either a SUN SPARCcenter 1000 or SPARCcent er
2000.

Loggi ng onto a dat abase server as orabda automatically starts the
CORACLE Server Manager, a tool to browse and alter the database. In
addition, an X wwindow is available; it is iconized in the |lower |eft
corner of the screen.

To use the Server Manager, enter "/" for the user nane and sel ect
connect. ORACLE systeminformation is sel ectable by single-clicking
on the desired option, e.g., STORAGE, SECURITY, |NSTANCE, RECOVERY
and SCHEMA. Much of what is done using the SQ.*DBA commmands is

di scussed bel ow. ORACLE commands can be run by sel ecti ng New

Wor ksheet fromthe File nenu.

A.1 Understandi ng the OCRACLE Dat abase

This section provides an overview of the ORACLE Rel ati onal Database.
This information is provided as an introduction for readers

unfam liar with database concepts. The current revision of the
CORACLE vendor docunentation is the conprehensive reference for using
and adm ni stering the GCCS dat abase.

An ORACLE database is a collection of data that is treated as a
unit. The principal purpose of a database is to store or retrieve
related information. An ORACLE dat abase can be configured to | ock
out various features and portions of the database to ensure system
security. The ORACLE database is accessed via an ORACLE i nstance
(the software that mani pul ates the database) when the database is
opened. Wien the database is closed, its data is unavailable to
users.

The ORACLE RDBMS enabl es GCCS users to mmintain, npnitor, and
mani pul ate |l arge quantities of data in a structured environnent.
The ORACLE RDBMsS of fers GCCS users many benefits:

. Easy access to all data
. Hi gh transaction-processi ng perfornmance
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. High, controlled availability

. Flexibility in data nodeling

Manageabl e security, user hierarchy, and database-
enforced integrity

Reduced data storage and redundancy

| ndependence of physical and |ogical data design
A high-level data mani pul ati on | anguage (SQL)
Portability, conpatibility, and connectivity.

Al1l Dat abase Structure. An ORACLE dat abase has both a
physi cal structure and a |ogical structure. The physical storage
structure (Figure A-1) can be managed without affecting access to
the |l ogical storage structure.

DATABASE FILES EEDO LEs CONTREOL FILE
[cre or many) [at leasttaro on-hine files) (rulbple copes)

Figure A-1. The ORACLE Physical Database Structure

A.1.1.1 Physical Database Structure. An ORACLE dat abase's physica
structure is deternmined by the operating systemfiles that
constitute the database. Each ORACLE dat abase consists of one or
nore data files, two or nore redo log files, and several copies of
the control file.

DATA FILES contain all the database data. They can be added or
renoved from a database, as required, to neet the user's needs. A
data file can only be associated with one database, and its size
cannot be changed once it is created.

REDO LOG FILES are a set of files that sequentially record al
changes--whet her committed or unconmtted--and are used to recover
data not witten to the database for some reason, such as system or
nmedia failure. The process of applying the redo log is called
"rolling forward" or, nore generally, "recovery."

CONTROL FILES record the physical structure of the database. A
control file contains the database nane, nanes, and |ocations of its
data files, and the tinestanp of database creation. Once an ORACLE
instance is started, its control file is used to identify the
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dat abase and redo log files that nust be opened and accessed for
dat abase operation. Control files are autonmatically updated by
CRACLE and cannot be manually nodified. One or nore copies of the
control file nmust be nmintained for database backup.

A.1.1.2 Logical Database Structure. An ORACLE database's | ogi cal
structure is deternined by one or nore storage units, called

t abl espaces, and the dat abase's schema objects (such as tables,
vi ews, synonyns, indexes, sequences, clusters, and stored
procedures).

TABLESPACES are used to group all of an application's objects to
sinmplify certain adm nistrative operations. A tablespace can be set
on-line (accessible) or off-line (not accessible). The GCCS

dat abase has many tabl espaces. The original tablespace nane SYSTEM
is created during ORACLE installation. The SYSTEM t abl espace cannot
be set off-line or renoved.

All data in a tablespace is stored in segnents. A SEGQVENT is set of
extents allocated for a logical structure. An EXTENT is a specific
nunber of contiguous data bl ocks, obtained in a single allocation,
used to store a specific type of information. A DATA BLOCK
corresponds to a specific nunmber of bytes of physical database space
on di sk. The DATA BLOCK size is unchangeabl e after database
creation.

Most segnents begin at some specified size (nunber of extents), and
grow dynamni cally (addi ng extents), as required. The DBA can nonitor
t he space usage (extents) of a tabl espace by | ooking at these views
in SQL*Plus using these commands:

select * from sys. dba_segnents;
select * from sys.dba _extents;
select * from sys.dba free_space;

Note: To display the structure of each view above, enter "DESC
tabl e _nane" (e.g., DESC sys.dba_extents).

SCHEMA OBJECTS are logical structures that refer directly to the
dat abase's data. Schenmm objects include tables, views, synonyns,
sequences, indexes, cluster, programunits, and database |inks.

A TABLE is the basic unit of data storage in an ORACLE dat abase
Table data is stored in rows and columms. Each table is defined
with a table nane and a set of colums. Each columm is defined with
a colum nane, a data type (Character, Varchar2, Nunber, and Date),
and a width. A VIEWis a database object that is treated |ike a
table. However, views do not actually contain or store data.
Whenever the viewis queried, it derives data fromthe base tables
on which the view was defined. Hence, a view can al so be consi dered
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a stored query.

A SYNONYM is an alias for a table, view, sequence, or programunit.
It is used to provide public access to an object, or to provide

| ocation transparency for tables, views, or programunits on a
renot e dat abase. A synonym can be either public (available to al
users) or private (available only to a single user).

A SEQUENCE is used to generate a serial list of unique nunbers for
nuneri c columms of a database table.

| NDEXES are optional structures associated with tables and clusters.
| ndexes are created to increase the performance of data retrieval
and enabl e the search of records in sorted order or the random
access of particular records based on a user-specified key. This

m nim zes the nunber of accesses by the program and can increase the
efficiency of the database. An index can be created on one or nore
colums of a table. |Indexes are logically and physically

i ndependent of the data in the associated table. They can be
dropped or created at any time with no affect on the tables or other
i ndexes. | ndexes can be uni que or non-unique. Unique indexes
guarantee that no two rows in a table have duplicate values in the
colums that define the index, while non-uni que i ndexes do not

i npose this restriction on columm val ues.

A CLUSTER is a group of tables that share the sane data bl ocks
because they share common colums and are often used together. They
are used to inprove disk access tine and data retrieval.

A PROGRAM UNIT refers to stored procedures, functions, and packages.
A stored PROCEDURE or FUNCTION is a set of Structured Query Language
(SQ.) and Procedural SQ. (PL/SQL) statements grouped together as an
executable unit to performa specific task. A PACKAGE is used to
encapsul ate and store rel ated procedures, functions, and ot her
packages constructed together as an executable unit in the database.
A DATABASE TRIGGER is a stored procedure that is inplicitly executed
(fired) when an | NSERT, UPDATE, or DELETE statenent is issued

agai nst the associated table.

A KEYWORD is a naned object that describes a path from one dat abase
to another. It is inmplicitly used to access data on the renote
dat abase.

Al2 Dat abase User Access and Privileges. Privileges provide
control and nmanagenent of access to a database. Before privileges
can be granted to a user, a UNI X account and an ORACLE account nust
have been created (Section 9 details these procedures). Privileges
can be assigned in two different ways:

DI RECTLY TO USERS
Privileges can be granted to a user explicitly (directly).
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For exanple, a privilege to delete a record fromtable
X _TEST in the database can be granted explicitly (directly)
to the user SM TH.

RCOLES

Arole is a collection of data access privil eges, system
privileges, and/or roles, which can be granted to and
revoked fromusers. Privileges can be granted torol es,
and each role can be granted to one or nore users. For
exanple, a privilege to insert a record in the
COUNTRY_CCODES can be granted to the role GCCS_USER, which
in turn can be granted to the users SMTH and JOHN. A
privilege to execute a particular application can be
granted one or nore roles, and these roles can then be
granted to the appropriate users. Roles facilitate the
mai nt enance of privileges. Figure A-2 shows a sanple
role/privilege setup

Analyst 1 Manager Analyst 2

User Role User Role Manager
B A Role
Application Application
A Privileges B Privileges
Manager
Applications

Figure A-2. Role/Privilege Setup

Rol es can be provided by the DBA for individuals and groups of users

for easy and controlled privil ege managenent such as reduci ng

privileges, dynam c privil ege managenent, selective availability of
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privileges (enable or disable), application awareness, and
application-specific security. A role can also be granted to other
roles, which in turn can be granted to one or nore users. Roles can
be enabl ed or disabled at the user |evel.

The hi ghest | evel of privileges and access to a database nust be
limted to the DBA(s). To access a database, ordinary users mnust
have a valid ORACLE user nane and password, nust have the "connect™
role (a collection of privileges), and may or nmay not have the
resource and/or DBA roles that are granted by the DBA.

The CONNECT role allows a user to connect to a database and vi ew
information in the ORACLE data dictionary. A user who possesses
only the connect role cannot create, alter, or drop tables, indexes,
vi ews, synonyns, clusters, or sequences.

The RESOURCE role allows a user to create, alter, and drop tables,

i ndexes, views, synonyns, clusters, and sequences. Wth the
resource role, a user can grant or revoke schema objects to and from
other users. A user with the resource role nust al so have the
connect rol e.

The DBA role allows users to:

e Access any user's data and performany SQ statenent upon
it.

e« Gant and revoke database system privil eges.

e Create public synonyns, public database |links, roles, and
user accounts.

e Control systemw de auditing and table-level auditing
defaul ts.

« Perform dat abase exports and inports.

« Perform dat abase-w de nmi ntenance operations such as addi ng
t abl espaces, data files, setting tabl espace on- or off-
Iine, backing up tabl espaces, and archiving log files.

The | MP_FULL_DATABASE role allows users to select any table, back up
any table, and insert, delete, and update certain systemtabl es.

The EXP_FULL_DATABASE role allows users to | og on as other users
when performng full database inports.

Al3 ORACLE Dat abase Startup and Shutdown. An ORACLE dat abase
is not always available to all users. To have control over the
current status of an ORACLE dat abase, only the DBA can start up or
shut down the ORACLE dat abase. When a database is open, users can
access the information in it. Wen a database is closed, users
cannot access the information. This is desirable, at tines, to
prevent users from corrupting the database while diagnostic and
nmai nt enance procedures are being carried out.
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For specific instructions, refer to Sections A 1.5.1 (Database
Startup) and A 1.5.2 (Database Shut down).

Al 4 Dat abase Recovery and Backup. Database recovery and backup
enabl es the restoration of damaged data and/or control files. |If
har dware, software, network, process, or systemfailure occurs, the
dat abase nmust be recovered as quickly as possible so nornal
operations can be resuned. Several problens can halt the normal
operation of an ORACLE dat abase or affect witing database
information to the disk. The nbst common types of failure are:

USER ERRCR FAI LURE i s caused by users, such as when soneone
accidentally drops a table.

STATEMENT FAI LURE occurs when there is a logic failure in the
handling of a statenment in an application program An error code or
nessage i s returned.

PROCESS FAILURE is the failure of the user, server, or background
process in a database instance (e.g., an abnormal disconnect or
process ternination).

| NSTANCE FAI LURE occurs when a problemarises that prevents a

dat abase instance fromcontinuing to work. This failure can result
fromeither a hardware problem (such as a power outage)

or a software problem (such as an operating systemcrash). An

i nstance recovery is automatically perfornmed as part of the next

i nstance startup.

NETWORK FAI LURE occurs when communi cati on networks (such as the

| ocal area network, phone lines, etc.) are aborted (disconnected) on
a distributed database system This failure can interrupt the
normal operations of a database system

MEDI A FAILURE is a physical, non-recoverable error which can arise
when trying to read or wite a file that is required to operate a
dat abase. For exanple, a disk head crash causes the | oss of al
files on a disk drive.

A. 1.4.1 Database Recovery. Several different features give the DBA
flexibility when recovering dat abases:

RCOLLI NG FORWARD reapplies all changes recorded in the redo log to
the data files.

RCLLI NG BACK reverses the uncomm tted database transacti ons recorded
in the roll back segnents and returns the database to a known stable
poi nt while the database is running.

ARCHI VI NG saves data found in the on-line redo | ogs for possible
| ater use while the database is running. This feature protects the
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dat abase fromdisk failure, providing for conplete recovery right up
to the noment before failure.

An | MAGE BACKUP perforns bl ock-by-bl ock copying while the database

is shut down. |nage backups can be done on individual tabl espaces

as well. If required, this type of physical backup can recover the
status of the entire database.

The EXPORT utility enables a |ogical backup of selective data or an
entire database to a file while the database is running. The
exported files can be saved on disk or archived to tape.

The I MPORT utility enables restoration of |logical data to the
dat abase from an exported file while the database is running.

A. 1. 4.2 Database Backup. Database backups saf eguard agai nst
potential media failures that can damage files. Routine, periodic
backups provide the best protection against data | oss and
corruptions. Database backups can be perforned whether a data file
is on- or off-Iline.

A 1.4.2.1 Of-Line Database Backups. Any data file can be backed
up when the database is shut down or a tablespace is off-Iline.

Dat abase backup and recovery are available via a nmenu-driven

i nterface under the RECOVERY directory. Refer to the GCCS/ JOPES
System Services Adninistrators Manual. The general procedures for
of f-1ine backups are:

a. Shut down the dat abase using either shutdown i medi ate
or shutdown abort procedures as described in Section
A. 1.5.2 (Database Shut down).

b. Conmpress all ORACLE database files. Application
dat abase files are not stored under $ORACLE HOVE:

conpress APPLI CATI ON_1/ *. dbf
conpress APPLI CATI ON_2/ *. dbf

cC. Copy all data files, on-line redo log files, and control
files to tape by followi ng these procedures:

1. tar the ORACLE database files to tape using the
applicable command for your site. The follow ng
comands assume a DAT tape is being used:

(D) (For an HP)

tar cvf /dev/rm/3m APPLI CATI ON_1/*. dbf.Z
tar cvf /dev/rm/3m APPLI CATI ON_2/*. dbf.Z
OR
cpi 0 -ocBuv APPLI CATI ON_1/*. dbf.Z>/dev/rnt/3m
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cpi 0 -ocBuv APPLI CATI ON_2/*. dbf.Z>/dev/rnt/3m
(2) (For Sun)
tar cvf /dev/rmt/Obm $APPLI CATI ON_1/*.dbf. Z
tar cvf /dev/rmt/Obm $APPLI CATI ON_2/*. dbf. Z
OR

cpi 0 -ocBuv $APPLI CATI ON_1/*. dbf. Z>/dev/rstO
cpi 0 -ocBuv $APPLI CATI ON_2/*. dbf. Z>/dev/rstO

2. tar the $ORACLE HOVE/ dbs directory to tape using the
applicable comand. The foll owi hg commands assume a
DAT tape is being used:
(For Sun)
tar cvf /dev/rm/Obm $ORACLE_HOVE/ dbs

3. tar the /h/data/global directory to tape using the
applicable comand. The foll owi ng commands assume a
DAT tape is being used:
(a) (For an HP)
tar cvf /dev/rm/3m/h/datalglobal
(b) (For Sun) (8mm tape)

tar cvf /dev/rm/Obm /h/data/gl obal

4, To preserve any nessages that have been created, tar
the /h/USMIF/ data directory to tape (do this for each
machi ne) :

(a) (For an HP)
tar cvf /dev/rnt/3m/h/ USMIF/ dat a
(b) (For Sun)

tar cvf /dev/rmm/Obmm /h/USMIF/ dat a

NoTE: See the Sun Solaris or HP Reference Manual for nore details
about the UNI X tar and cpi o conmands.

5. Repeat Steps 1, 2, 3, and 4 to ensure that there is a
backup for each tape.

d. Restart the dat abase:
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1. Unconpress the ORACLE dat abase fil es:

unconpress $APPLI CATI ON_1/*. dbf. Z
unconpress $APPLI CATI ON_2/*. dbf. Z

2. Start up the ORACLE dat abase.
3. Start up the AUDIT TRAIL, QUEUE MANAGER, and tti.
4, Start traffic fromMDT to GCCS (if AVHS is installed

on the platforn.
5. Start all other GCCS processes.

A 1.4.2.2 On-Line Database Backups. An on-line backup can be
performed while the database is running. Thus, the DBA need not
shut down the database to archive data. Data that is being accessed
can al so be archived during an on-1|ine backup.

ORACLE can be operated in two archiving nodes: archived and
noar chi ved

ARCHI VED MODE
When a database is operating in the archived node, the on-
line redo | ogs are saved before they are overwitten and
the npst recent backup can be used as part of data
recovery. After restoring the necessary data files from
t he backup, database recovery can continue by applying
archived and current on-line redo log files to bring the
restored data files current. The files assenbled by a full
backup can be used to restore damaged files as part of
dat abase recovery fromdi sk failure.

NOARCHI VED MODE
When a database is operating in the noarchived node, the
redo log files are overwitten w thout being archived and
the nost recent backup can be used torestore (not recover
t he database). Because the archived redo log files are not
available to bring the database current, all database work
perfornmed since the database backup nust be repeated. A
full backup is the only nethod available to partially
protect the database agai nst disk failure.

The ON-LINE REDO LOG consists of at least two files that store al
changes nmade to the database as they occur: one is optionally being
spool ed while the other is being witten. These files are re-used
once they fill up and are witten to disk. At a mninmm archived
redo |l ogs that date back to the beginning of the ol dest usable off-

| i ne dat abase backup rmust be saved. The latest on-line redo | og
nmust al so be saved. Archived redo | ogs previous to the |ast ful
backup can either be noved to tape or del eted.
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Al5 Accessing ORACLE DBA Utilities. The ORACLE SQL*DBA is a DBA-
managenment utility
that perfornms these tasks:

CORACLE i nstance starting and stopping

CRACLE dat abase nount, dismount, open, and cl ose

Moni toring of ORACLE dat abase real -tine use and perfornmance
Backup and recovery of database |ogs and data

SQL statenent execution

PL/ SQL st atenent execution.

Functions are selected fromnmenus or initiated with commands fromthe
operating systempronpt. The SQ./DBA utility can be invoked fromeither
line nmode or nenu node (the nmenu node is not discussed here). See
Sections A 1.5.1 (Database Startup) and A 1.5.2 (Database Shutdown) for
specific exanmples of how to use ORACLE DBA Utilities. To invoke SQ./DBA
in line node:
a. Enter:
sql dba | node=y
or
node=l i ne
<Return>. The SQ./DBA> pronpt is then displayed.
b. For PL/SQL statement execution, enter:

connect <username> / <password>

<Return>, and the statenent or series of statenents to be
execut ed.

For all other DBA functions, enter "connect internal"
<Return>, and the command(s) necessary to performthe
i ntended operation(s). Refer to the current revision of the
ORACLE Utilities User's GQuide for further infornation.

NOTE: SQ. commands can be entered in either upper- or |ower-case.
C. To exit SQL*DBA, enter:
Exi t

NOTE: During a shutdown or startup of the database server, ORACLE
shut down and startup is handl ed by scripts invoked by the
operating system
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A.1.5.1 Database Startup. Follow these steps to start up a dat abase:

a. Log onto the database server if necessary.
b. | nvoke SQL* DBA:
1. Enter:

sql dba | node=y
or
node=l i ne <Return>.
2. At the SQLDBA> pronpt, enter:
connect internal <Return>
3. Enter:
startup <Return>.

(ORACLE will automatically start an instance, nount, and open the
dat abase.) GCbserve the display of nessages acknow edging the startup
of the dat abase.

4, To quit SQLDBA when done: enter
Exit.

A. 1.5.2 Database Shutdown. An ORACLE dat abase can be shut down using
one of three
options:

SHUTDOWN NORMAL
ORACLE waits for currently enrolled users to disconnect from
t he dat abase, prohibits new users froml ogging, closes and
di smount s t he dat abase, and shuts down the instance.
Shut down nornmal is acconplished via the "shutdown" or
"shut down normal" command.

SHUTDOWN | MVEDI ATE
ORACLE i medi ately term nates any current client SQL
st at enent bei ng processed (does not wait for users currently
connected to the database to disconnect) and rolls back the
uncommitted statenents. (This option should be used when a
reboot or power shutdown is anticipated, or when the database
is functioning irregularly.) Shutdown inmediate is
acconpl i shed by entering "shutdown i nmedi ate" instead of
"shutdown." This was an early shutdown option for GCCS
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SHUTDOWN ABORT

Fol | owi ng shutdown abort option, the database instance is
aborted i medi ately, unconmitted transactions are not rolled
back, and the next startup of the database will require

i nstance recovery procedures (automatically performed during
dat abase startup). (In earlier versions of ORACLE this
option was used only when both nornal and i nmedi ate shutdown
failed, or when having difficulty starting a database.)

Rev 0
1997

Under normal GCCS circunstances, the shutdown abort option is

the default condition. It is not as violent as the nane
inplies, and it ensures the database shuts down.. Shutdown
abort is acconplished by entering "shutdown abort" instead of
"shut down. "

These steps are required to shut down an open dat abase:
a. Enter:
sql dba | nrode=y <Ret urn>.
b. Ent er
connect internal <Return>.
C. Ent er

shut down nor nal

or
shut down i medi at e
or
shut down abort <Return>.
(ORACLE will automatically close and di snobunt the database and shut

down the instance.)

Cbserve the display of nessages acknow edgi ng the startup of the
dat abase.

d. To quit sql dba when done, enter:
Exit.
Al6 Accessing SQ*PLUS. SQL*Plus is an ORACLE tool that enables
users to use Structured Query Language (SQL) or Procedura

Language/ Structured Query Language (PL/SQ.) to query, update, delete,
create, and nodi fy database tables. |In GCCS, SQ*Plus is usually
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i nvoked via correspondi ng UNI X account (sonetines referred as the OPS$
account), as shown:

sql plus /

To invoke SQL*Plus with an internal ORACLE account, enter:
sql pl us

at the operating system pronpt,
{user nane}

at the usernanme pronpt (where {usernane} is a valid ORACLE account
nane), and

{ passwor d}

at the password pronpt (where {password} is the password associ ated
with the user nanme provided).

The sqgl > pronpt is displayed, enabling the entry of SQL commands.
Refer to the current revision of the ORACLE SQL Language Reference
Manual or SQ.*PLUS User's @uide for nmore information on SQ. commands.

NoTe: User access to SQL*PLUS is a data security problem JOPES users
shoul d not have access to SQ*PLUS or any COTS dat abase browser,
because they have JOPES Core Dat abase access, and the use of
SQL*PLUS woul d allow themto bypass the security neasures
i ncorporated in the JOPES applications.

Note: SQL commands can be entered in either upper- or |ower-case.

Al7 Passwords. Each ORACLE dat abase user account requires both

an ORACLE user nane and password. User accounts are created by the

DBA. As required, the DBA can change privileges for any user. For

security and nonitoring purposes, the ORACLE user account is tied to
the UNI X account. Thus, a separate ORACLE password is not required

and is not provided. Creating user accounts is described in Section
9.

In GCCS, user names are created as "identified externally." These are
also referred to as OPS$ accounts. This allows for automatic | ogins
to the database during which ORACLE reads the UNI X operating system
user account to authenticate each user's status. This process eases
user logon into ORACLE. ORACLE users can be externally |ogged onto
ORACLE- based applications. Thus, an application or tool can be

i nvoked wi thout having to manual |y enter <usernanme> and <passwor d>
each time the database is accessed.

A-14 CH1



GCCS-SAM-2.2
Rev 0
January 15, 1997

Exanpl e: to invoke sqgl plus on an Xtermfromw thin a specific user
account, enter: "sqlplus /", then the sql > pronpt appears.

A 1.8 Mai ntaining SQL*Net. SQ.*Net is ORACLE s renpte data access
software and enabl es client/server comruni cati ons across the network.
GCCS is currently running both SQ.*Net Version 1 and SQ.*Net Version
2. Version 1 is available only for any backwards-conpatibility
situations and |long-term support is not guaranteed.
For an application on a client nmachine to conmunicate with the ORACLE
dat abase, there nmust exist a listener to field the requests and
forward themto the specified database. There are currently two
listeners running in GCCS, one for the SQL*Net V1 interfaces, orasrv,
and one for the SQL*Net V2 interfaces, tnslsnr. The listeners run
only on the database server. The network protocol is TCP/IP; GCCS
exists on this single protocol comunity.
In order to run the several SQL*Net tools described bel ow

su - oradba

Al9 SQ.*Net V1. To determi ne whether SQ.*net V1 is running on
t he dat abase server

tcpctl stat
alternately:
ps - ef | grep orasrv

where orasrv is the name of the V1 |istener on the database server to
start the V1 server:

tcpctl start
To stop the V1 server:
tcpctl stop
The connection string of the V1 connection could, for exanple, be set:
T: dbser ver: GCCS
A 1.10 SQ*Net V2 . The default ORACLE network connection for GCCS
is SQL*Net V2.1. Sourcing the ORACLE environment, therefore results
in (anpbng ot her things)
TWD TASK = gccs.worl d
where gccs.world is a connection string that identifies the |oca

CORACLE dat abase server. This is described in greater detail bel ow
To deternine whether SQL*Net V2 is running on the database server:
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I snrctl stat
Al ternately:
ps -ef | grep tnslsnr

where tnslsnr is the nane of the V2 |istener on the database server
machine. |f it becones necessary to start the V2 |istener:

I snrctl start
To stop the V2 server:
I snrctl stop

There are three ascii files associated with the V2 software. On the

GCCS dat abase server they are stored in the/var/opt/oracle directory.
These are:

|i stener.ora
t nsnanes. or a
sql net. ora

For the client nmachines, only tnsnanes.ora and sql net.ora exi st under
/var/opt/oracle. |If it becomes necessary to edit these files, a UN X
editor such as vi can be used. One nust be careful not to

i nadvertently add or delete any "extra characters"” in these files, in
particular, trailing parentheses. These files can also be maintained
via the QU tool Netman, which is discussed bel ow

Exanpl es of valid V2 connection strings are:

gccs.worl d
acc_db.worl d
nncce_db. nntce. gecc. smi |

The default GCCS connection string, that value to which TWO TASK is
set, is gccs.world, which references the |ocal database server
machine. The file [/var/opt/oracle/tnsnanes.ora defines the
connection information. This file contains data for each of the
princi pal JOPES Core Database servers in addition to the |oca

dat abase server. |If the local server is a JOPES Core Database, then
it my be identified twice inthis file.

A connection string, also called a service nane, maps to a connect
description stored in the network configuration filetnsnanes.ora. A
connect description is a specially fornmatted description of the
destination for a network connection, consisting of sets of keywords
and values. It lists the communities of which the client is a nenber,
the conmunity protocol, e.g., TCP/IP, host name (or alternately, IP
address) and the UNI X port nunber allocated. Thetnsnanes.ora file
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resi des on each client and database server nmachine. |f connection
data changes them each copy of this file should be updated. This
onerous task will be eventually (or soon) replaced by a centralized

mai nt enance schene.

A.1.11 ORACLE Network Manager. The network manager, netman is a GU
tool provided by ORACLE to facilitate mai ntenance of the SQ.*Net V2
data. Network managenent is divided into a nunber of conponents,

whi ch are depicted on the nain w ndow as:

Donai n

Comunity (protocol)
Node

Prot ocol Interchange
Dat abase Li stener
CRACLE Dat abase
ORACLE Gat eway

Name Server

Client Profile

Local Region

Service Nanes Alias
SQ.*Net V1 Connect String.

The followi ng steps briefly describe the procedure to follow to update
the /var/opt/oracle/*.ora files using the network managers:

1. setenv DI SPLAY | ocal machine: 0.0
2. net man

Two wi ndows pop up, one behind the other. The front w ndow lists the
networ k conmponents as |isted above. Fromthe back wi ndow sel ect File
and then New or OQpen. |If Open is selected, the filter w ndow pops up
with two choices:

File System
Dat abase

Select File System and K

The resulting pop-up window has a Filter area, Directories and Files
scroll areas, and an OPEN FILE line. Enter either a fully-qualified
File nane or use the Filter key, Directories, and Files to override
the current selection. File names end in "NET", e.g., GCCS DB. NET.

Press OK. In the main window, there are (at least) two entries in the
right-hand scroll area, root and World. |f Community is selected

i nstead of Domain, TCP/IP shows up on the right. Any of the right-
side entries can be selected and edited. Probably the nbst common
change will be the HOST field under the Database Listener selection.
After selecting a particular database listener, edit it. 1In the

Addr esses area that appears, double-click on TCP: 1526, nmke the
necessary changes in the "Host" line of the resulting w ndow, and
select OK to exit each w ndow.
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When all changes have been entered, select Save or Save As under the
"File" menu, then select Validate. |If all objects are valid, select
Cenerate to a File System

A directory for each Listener is generated, and each contains a
|istener.ora, tnsnanmes.ora, and sqlnet.ora file. Because GCCS sites
are identical froma configuration standpoint, the files from any one
of these directories can be di ssem nated onto the server and client
machi nes.

To shut down the SQL*Net V2 |istener, before editing these files, on
t he dat abase server nmachi nes as oradba enter:

I snrctl stop

Save ("mv") the existing three files in/var/opt/oracle and copy the
new ones in their place.
Restart the |istener:

| snrctl start

A 1.12 Full System Export. To export the entire database, for
what ever reason, including backup or to popul ate anot her nmachine, the
following file can be created as descri bed bel ow

File exp_full.par:

userid = system
full =Y

conpress = N

file = exp_full.dnp
log = exp_full.log

To run, go to the directory where the export will reside and enter:
exp parfile=exp full.par

You will be queried for the ORACLE "systenl password. oradba wll
need privileges to wite into that directory. A low 700 MB for the
export file.

Alternatively, there may be export procedures provided by SVDB (the
JOPES Cor e Dat abase).

A.1.13 Creating New User Tables. Each GCCS user has his/her own
account in the ORACLE database. Users can create tables using
SQ.*Plus if they have access to it, usually via an xtern. The new
tables are stored in the user's default tabl espace. The ORACLE SQL
Language Reference Manual and the ORACLE SQ.*Pl us User's Gui de provide
nore information on the avail able conmands. This is not a nornmal GCCS
activity.
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A.1.14 Correcting Database Fragnentation. A nessage pileup occurs
when the maxi mum nunber of extents for a table is exceeded. The
foll owi ng procedure provides a solution to this problem

a. As the owner of the data, export the relevant table using
t he ORACLE export command (enter exp and the export target,
then respond to the program queries).

b. When runni ng the export command, answer no to the query
"Conpress extents?".

C. Drop the rel evant tabl e using SQ.*Pl us.

d. | nport the saved table by using the ORACLE inport conmand

(enter "inp" and the inport target, then respond to the
program queri es) and answering yes. Ensure that the answer
to "inport grants?" is yes.

Thi s procedure nust be acconplished w thout any user or process
accessing the relevant table.

A.2 Deternining Free Space in a Tabl espace. TBS
A.3 Database Monitor Routines

The ORACLE routines described in this appendix are used to nonitor the
state of the database. They can help to avoid problens and aid in
troubl eshooting errors, especially when problens occur while adding
users. The reports generated by these routines indicate when the
systemtabl espace in full. Adding another file to the system

t abl espace can often correct these probl ens.

These utilities are very useful when a tabl espace becones too full or
when a dat abase object attenpts to exceed its MAX EXTENTS. The

dat abase can be nonitored daily and status reports can be produced.
This process enables the DBA to spot and elim nate many potenti al
probl ens before they occur. Also, the routines enable the DBA to
regul ate and schedul e sonme of the database "repair work."

These ¢ shell routines can be run daily by placing themin the DBA s
crontab file. Wen this is done, the routines will access the

dat abase at the designated tinme and will create an output file
cont ai ni ng useful infornmation about database storage space. The
script file can concatenate the information files and e-mail themto
interested parties. The prograns were designed to be run weekly, but
they can easily be run daily. It requires one nonth to accunul ate a
usabl e amount of data in the CHANGED col umm of the reports.
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APPENDI X B. ENG NEERI NG EVALUATI ON OF PC X- SERVERS AND PC TCP/ I P
PRODUCTS

B. 1 I nt roducti on

Oiginally, Transmi ssion Control Protocol/Internet Protocol (TCP/IP)
was used only with UNI X workstations and mai nfranes; TCP/IP is now
avail able to all popul ar desktop Operating Systens (0OSs) and
platforns. TCP/IP provides a sinple, standardized nmeans of connecting
| arge, heterogeneous networks. Working with TCP/IP are PC X- Servers,
whi ch provide to PCs the ability to display X W ndows- based
applications found on UNI X workstations, thereby allow ng users to
keep their favorite PC applications while gaining the ability to run
applications found on big UNI X worKkst ati ons.

Thi s appendi x describes the evaluation of four PC X-Servers and two
TCP/ 1 P products that were nom nated as GCCS Commopn Operati ng

Envi ronnent (COE) applications.

B.2 Evaluation Criteria and Product Eval uated

B.2.1 PC X-Servers

B.2.1.1 Criteri a. PC X-Servers were eval uated based on the criteria
|i sted bel ow

Net wor ki ng: Did the X-Server work with many networking products
and was the interface with those products well
docunent ed?

Feat ur es: Are the networking tools and desktops that the X-
Server provides useful and val uabl e?
Installation: Did the X-Server offer standard and custominstalls?

Were multiple installations needed to | oad ot her
requi red networking packages? Did the X-Server find
the existing network? Was it easy to configure the

server? WIIl it be easy to start X clients?
Per f or mance: Did the clients start quickly? Ws interactive
per f or mance accept abl e?
Stability: Did clients crash the server or suffer fromX errors?
Are enough wi nsockets available for multiple X
Wi ndows?
Docunent at i on: Was it complete and thorough? Did it provide

specific information about supported network
i nterfaces?

B.2.1.2 Products Evaluated. The follow ng PC X-Server products were
eval uat ed:

e eXceed 4 for Wndows by Humm ngbird Conmuni cations Ltd.

o XoftWare/ 32 for Wndows by AGE Logic, Inc.
e PC- Xware by Network Conputing Devices, |nc.
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e Reflection-X by Wal ker Richer and Quinn, Inc.

B.2.2 TCP/ I P Products. The TCP/IP products were judged on six main
categories: setup, performance, docunentation, support, value, and

wi nsockets. The category of perfornance was divided into three
subcat egori es: RAM consunption, Network File System (NFS), and file
transfer. The categories are |isted bel ow

B.2.2.1 Criteri a.

Set up: How easy or difficult was each application to instal
and did the vendor provide an intuitive, interactive
interface for the process?

Per f or mance: How rmuch menory did the TCP/I P products consune? How
fast was the TCP/IP stack as measured using the
Socket Wencher test tool?

Docunent at i on: Is the docunentation accurate, did it provide usefu
di agrams and a conprehensive index?

Support: I's technical support avail able?

Val ue: The val ue of the product will de determined by its
overall performance, ease of use, features, and
bundl ed utilities provided.

W nsocket s: How many w nsockets are supported? Wat type of
driver inplenmentation is used? (Please refer to
Appendi x B for a detail ed description of the
different driver inplenentations.)

B.2.2.2 Products Evaluated. The following TCP/IP products were
eval uat ed:

e Mcrosoft VxD 32 TCP/IP.
e Chanel eon/ NFS TCP/ | P.

B. 3 PC X-Server Products

B.3.1 Summary of Findings. The product eXceed 4 for Wndows is
conmprehensive, with a good set of features, easy installation, and
good docunentation. It also had the nost problens runni ng GCCS

m ssion applications. It was inpossible to nove or iconize the UCCS
sessi on manager banner using eXceed 4 for Wndows, and the TPFDD
editor crashed in certain instances. Reflection-X worked well and
installed easily but was confusing to use, thereby naking it a nore
difficult package to integrate with GCCS. NCD s PC- Xware has sinple
organi zation, allows renote configuration, and currently has the best
user interface. However, PC Xware was al so unable to nove or iconize

t he session manager banner. |f being unable to nove or iconize the
sessi on manager banner is uninportant, PC Xware may serve GCCS wel | .
Xoft Ware/ 32 is a conprehensi ve package without obvious flaws. It is

wel | organi zed and sinpler to use then any of the other packages
reviewed. It worked the best with GCCS applications during the
evaluation period. It is also the |east expensive.

B-2 CH1



GCCS- SAM 2. 2
Rev 0
January 15, 1997

B.3.2 Pr oduct Revi ews
B.3.2.1 eXceed 4 for W ndows
B.3.2.1.1 Product Overview

Vendor/ Product: Hummi ngbird Comuni cations Ltd./eXceed 4 for W ndows
Phone: 415-917- 7300
Fax: 415-917-7310
Addr ess: 480 San Antonio Rd., #100
Mount ai n Vi ew, CA 94040

B.3.2.1.2 Product Description. Hunmmingbird' s eXceed 4 for Wndows is
a PC-to-UN X/ X Wndows integration software suite that allows PCs
running M crosoft Wndows to display and utilize X applications
runni ng on host conputers, such as UNI X and VMS.

e Min Server Features:

- 32-bit PC X-Server.

- Wndows based installation/configuration.

- Network adnministration facilities.

- X11R5 conpliance.

- Bundl ed VxD- based TCP/ I P network software.

- Serial access to X hosts over tel ephone |lines, using
eXceed/ Xpr ess.

- Single and nmultiple w ndow ng nodes.

- Host based (Mdtif, OpenLook, etc.) or |ocal w ndow nanagers
(ei ther Wndows or Humm ngbird's own | ocal Mtif-Ilike
wi ndow manager nmay be used as the |ocal w ndow manager).

- eXceed Basic scripting | anguage (proprietary).

- Launch Pad and Virtual Desktop facilities.

- X Devel opnment Kit, to develop and run X Wndows clients
| ocally, on your PC

e« Communi cati ons Feat ures:

Many start-up nethods, including:

- TELNET, REXEC, RSH, RLOG N, dterm PCX$SERVER, XDMCP, hRPS

- Support for local XDMCP Di splay Manager Chooser, presenting
a list of hosts willing to nanage the X displ ay.

- Application start-up options, such as X start point and
click start-up of X and character-based non-X applications,
and X session drag-and-drop, point and click start-up of
mul tiple X, Wndows, and non-X applications.

- Includes an icon library for customicon installation for X
start, Wstart, and X session Transport Monitor provides
vi sual feedback of transport activity.

- Telnet support for VT320/220/100/52 emrul ati on.

e File Transfer and Management Feat ures:
-  FTP supports graphical drag-and-drop file transfer and
di rect ory nmanagenent.
- Local printing and eXceed Basic script driven file
transfers.



GCCS- SAM 2. 2
Rev 0
January 15, 1997

- Supports Active FTP connecti ons.
- Connection to Internet FTP servers.

e Printing and Security Features:
- LPD: supports queued printing on a PC printer froma UN X
host .
- LPR  allows Wndows applications on a PCto transparently
print to UNI X host printers.
- XDMCP security.
- Host Access Control List, restricting server access to
aut hori zed hosts.
- User level access control
Systens Administrators can restrict settings that users
configure, etc.

e Font, Display, Keyboard, and Mouse Feat ures:

- X11R5 font support.

- Full interactive support for all font naming and alias
schenes.

- Automatic font substitution.

- Unlimted font size.

- Hundreds of X fonts provided in Mcrosoft Wndows format.

- Display perfornmance tuning.

- 24-plane graphics board and TrueCol or support (up to 16
mllion colors).

- Three-button enul ati on on two-button nouse.

-  Gaphical keyboard configurator, providing visua
representation and editing of keyboard file mapping.

- 17 international keyboard mappi ngs.

e Network Transport Support:
- eXceed 4 provides both Mcrosoft's VxD based TCP/IP and
Super TCP for Wndows. eXceed 4 for Wndows al so supports
22 other TCP/IP transports, plus DECnet, UN XWare | PX/ SPX,
and all transports conplying with Wndows Sockets API.

e Hardware and Software Requirenents on Your PC:

- | BM conpatible 80386, 80486, or Pentium based PC.

- Mcrosoft Wndows 3.1 or higher.

- Mnimum4 MB nmenory.

- Hard disk drive: mninum 11 MB for storing software.

- 1.44 MB disk drive.

- Mcrosoft Wndows supported nmouse.

- Color or anal og nonochronme nonitor.

- Mcrosoft supported graphics adapter.

- TCP/IP transport provided with eXceed 4 for W ndows,
W nSock 1.1, or one of the many supported transports.

B.3.2.1.3 Product Evaluation. eXceed s setup program provides a
Personal, User, Shared, or Copy installation. The differences were
wel | -expl ai ned. The Personal option was selected, since that is the
norm for a standal one PC. Installation was W ndows-based and was easy
to follow, although a longer install tinme was needed when conpared to
t he ot her products.
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eXceed supports many TCP/IP stacks and thus had no probl emrecogni zi ng
the TCP/I P stacks used in the evaluation. A nunber of networking
tools and features are provided. The interface for eXceed was nuch
nore difficult to use conpared to XoftWare/ 32 and PC Xwar e.

The product successfully ran all GCCS applications with sone ninor
tuning. For exanple, 100dpi fonts nust be installed for the CAFMS
applications and “preserve systemcolors” should not be selected since
this crashed the DART TPFDD editor. The UCCS sessi on nmanager banner
could not be noved or iconized, thereby making the X console and Xterm
wi ndows difficult to manipulate as their banner bars rennined
underneath the UCCS session manager bar. This nakes the GCCS
applications nmuch harder to use.

Tabl e B-1 depicts the results of the evaluation of eXceed 4 for
W ndows.

Tabl e B-1. Evaluation Criteria of eXceed 4 W ndows

Net wor ki ng

Provi des support for many TCP/ 1P Supports nmost well known TCP/IP
st acks? st acks.

Feat ur es

Are networking tools useful and Has the greatest nunber of tools,

val uabl e? nost could be provided by TCP/IP
stack, but could be useful if users
require the tools.

Are desktop tools useful and Yes, they help in configuration of
val uabl e? product .

Install ati on

Provi des standard and custom Has nmultiple install options, such
installs? as personal, shared, custom

Were multiple installations No.

needed of other packages?

Did the X-Server find the Yes, W ndow socket 1.1

existing TCP/IP stack?

Was X-Server easy to configure? Yes.

Was is it easy to start X Yes, allowed icons to be built
clients? i nstead of using |aunch dial og.

Per f or mance

Did clients start quickly? Yes.
Was interactive perfornance Yes, once speed controls were set to
accept abl e? maxi mum (nay depend on your

har dwar e) .
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Table B-1. Evaluation Criteria of eXceed 4 Windows (Cont.)

Stability

Did clients crash the server or Yes, caused DART to crash if
suffer fromX errors? preserve systemcolors is selected
(see Table B-2).

Are enough w nsockets available Yes, this is dependent on TCP/IP
for many X wi ndows? st ack.

Docunent ati on

Was it conplete and thorough? Yes.

Was information provi ded about Yes.
supported TCP/IP stacks?

B.3.2.2 XoftWare/ 32 for W ndows
B.3.2.2.1 Product Overview

Vendor/ Product: AGE Logic Inc./XoftWare/ 32 for Wndows 3.01
Phone: 619- 455- 8600
Fax: 619-597- 6030
Addr ess: 9985 Pacific Heights Bl vd.
San Di ego, CA 92121

B.3.2.2.2 Product Description. XoftWare/32 for W ndows provides 32-
bit performance, X11R5 server technol ogy, network enhancing utilities,
renote access capabilities.

e Min Server Features:
- 32-bit PC X-Server.
- Wndows based installation/configuration.
- lconized login and startup system
- Cut and paste tool for sharing infornation between UN X and
M crosoft W ndows.
- X11R5 conpliance.
- TrueCol or support.
- Single and nmultiple w ndow ng nodes.
- Host based (Mdtif, OpenLook, etc.) or |ocal w ndow nanagers
(you may utilize Wndows as your |ocal w ndow nmanager).
- Cascade X W ndow Focus Policy.
- X styl e Panni ng.
- Automatic font substitution.
- Color Map reservation system

e Conmmuni cati ons Feat ures:
Many start-up nethods, including:
-  TELNET, REXEC, RSH, RLOG N, XDMCP.
- Support for local XDMCP Di splay Manager Chooser, presenting
a list of hosts willing to nanage the X displ ay.

B-6 CH1



GCCS- SAM 2. 2
Rev 0
January 15, 1997

- Application start-up options, and X session drag-and-drop,
point and click start-up of multiple X Wndows, and non-X
applications.

- Includes an icon library for customicon installation;
Transport Monitor provides visual feedback of transport
activity.

e File Transfer and Management Feat ures:
- FTP supports graphical drag-and-drop file transfer and
di rect ory nmanagenent.
- Supports Active FTP connecti ons.
- Connection to Internet FTP servers.

e Printing Features:
- Print Re-route enabl es networked users to re-direct
mul tiple UNI X print jobs.

e Font, Display, Keyboard, and Mouse Features:

- X11R5 font support.

- Full interactive support for all font naming and alias
schenes.

- Automatic font substitution.

- Display perfornmance tuning.

- 24-plane graphics board and TrueCol or support (up to 16
mllion colors).

- Three-button enul ati on on two-button nouse.

-  Gaphical keyboard configurator, providing visua
representation and editing of keyboard file mapping.

e Network Transport Support:
- XoftWare/ 32 supports many other TCP/IP transports, plus
DECnet, UnixWare | PX/ SPX, and all transports conplying with
W ndows Sockets API.

e Hardware and Software Requirenents:
- | BM conpatible 80386, 80486, or Pentium based PC.
- Mcrosoft Wndows 3.1 or higher.
- Mnimm 2 MB of extended nenory.
- Hard disk drive: mninum6 MB for storing software.
- 1.44 MB disk drive.
- Mcrosoft Wndows supported nmouse.
- Color or anal og nonochronme nonitor.
- Mcrosoft supported graphics adapter.
- TCP/IP transport.

B.3.2.2.3 Product Evaluation. Installation of XoftWre/32 for

W ndows was the easiest of all the products tested. The W ndows-based
installation programwas straightforward and easy to use. XoftWre/32
al so had no problem determ ning the TCP/IP stack in use and worked
well with both TCP/IP tested stacks. Documentation was good and easy
to under st and.

Xof t Ware/ 32 supports a full set of application start-up techniques,
i ncluding Tel net, renote commands (rexec, rsh, and rlogin), and XDMCP.
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Al t hough XoftWare/ 32 provides no i ndependent desktop, it does have
easy-to-use tools to create icons that start renpte X clients.

One najor feature of XoftWare/32 is the ability to run a renote X

W ndow manager sinultaneously with MS Wndows nmanager. This nakes the
use of M5 Wndows applications and X Wndows applications nmuch easier
for the user. VWhile not the npost feature-rich X-Server tested,

Xof t War e/ 32 provi des an unconplicated product that should be easy to
integrate and install at GCCS sites. This strategy has neant success
for AGE, gaining them major customers and governnent agencies. AGE
supplies the underlying software to other X-Servers sold by FTP
Software; Spry Inc.; Distinct Corp.; and Wal ker, Richer, & Quinn

(Refl ection-X).

Xoft Ware/ 32 ran all GCCS applications tested except GSORTS 1.0. One
maj or difference that XoftWare/ 32 provided over eXceed and PC- Xware
was that the session nmanager banner can be noved or iconized if
desired, thereby making X console and Xterm w ndows readily avail abl e
to the user. This nakes GCCS applications nuch easier to use and nore
manageabl e. Another difference is “preserve system col ors” should not
be toggled on so DART colors will display properly. |If this option is
sel ected toggled on, DART will work although the colors will not be
correct.

Tabl e B-2 depicts the evaluation criteria of XoftWare/ 32 for W ndows.

Tabl e B-2. Evaluation Criteria of XoftWare/ 32 for W ndows

Net wor ki ng

Provi des support for many TCP/IP Supports nost wel |l -known TCP/IP

st acks? st acks; cones bundl ed with Novel |
TCP/ | P.

Feat ures

Are networking tools useful and Provi des just TELNET and FTP,

val uabl e? whi ch are easy to use.

Are desktop tools useful and Yes.

val uabl e?

Install ati on

Provi des standard and custom Provi des default and custom
installs? installs.

Were multiple installations needed No.
of other packages?

Did the X-Server find the existing Yes, both Chanel eon and M crosoft.
TCP/ | P stack?

Was X-Server easy to configure? Yes, one of the easiest to use and
configure.

B-8 CH1



GCCS- SAM 2. 2
Rev 0
January 15, 1997

Table B-2. Evaluation Criteria of XoftWare/32 for Windows (Cont.)

accept abl e?

Was is it easy to start X clients? Yes, provided ability to nmake
i cons.

Per f or mance

Did clients start quickly? Yes.

Was interactive perfornmance Yes, one of the fastest.

Stability

Did clients crash the server or No.

suffer from X errors?

Are enough wi nsockets avail abl e Yes, depends on TCP/IP stack in
for many X wi ndows? use.

Document at i on

Was it conplete and thorough? Yes.

Was information provided about Yes, but not conprehensive, except
supported TCP/IP stacks? for Novell, which cones bundl ed.

B.3.2.3 PC- Xware
B.3.2.3.1 Product Overview

Vendor/ Product :
Poi nt of Contact:

di scounts avail abl e for

Phone: 503- 641- 2200/ 800- PCX- WARE
Fax: 503- 643- 8642
Addr ess: 9590 SW Genini Dr.
Beaverton, OR 97005
Pri ci ng: $545. 00 si ngl e user,
copi es
B.3.2.3.2 Product Description.

on the PCin the Mcrosoft Wndows environnent.

Net wor k Conputi ng Devices Inc./PC Xware 2.01

mul tiple

PC- Xware integrates UNI X and W ndows

Wth Fol der Tabs,

users can navi gate through PC-Xware's features to display UN X graphic

and character-based applications al ongside | ocal
UNI X files to their
PC- Xware features a 32-bit

PC- Xware | ets users transfer
docunents to a local printer.
Tel net for VT320 term na
stack, support for
XRenote for serial

e ©Main Server Features:

enul ati on,
15 other TCP/IP protocols including WnSock, and
I ine connections.
PC- Xware includes site installation capabilities,
di agnostic and configuration control.

PC applications.
PC and print UN X
PC X- Server,

an integrated 32-bit VxD TCP/IP

To hel p adm ni ster the software,

and renote
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- X11R5 conpliance.

- Sinple I mge Extension.

- XDM pr ot ocol

- 32-bit PC X-Server.

- W ndows-based installation/configuration.

- lconized login and startup system

- Cut and paste tool for sharing infornation between UN X and

M crosoft W ndows.

- TrueCol or support.

- Single and nmultiple w ndow ng nodes.

- Host-based (Mdtif, OpenLook, etc.) or |ocal w ndow nanagers
(you may utilize Wndows as your |ocal w ndow nmanager).

- X styl e Panni ng.

- Automatic font substitution.

- Color Map reservation system

Conmuni cat i ons Feat ures:

Many start-up nethods, including:

- TELNET, REXEC, RSH, RLOG N, XDMCP

- Support for |local XDMCP Di splay Manager Chooser, presenting
a list of hosts willing to nanage the X displ ay.

- Includes an icon library for customicon installation.
Transport Monitor provides visual feedback of transport
activity.

File Transfer and Managenent Feat ures:
- File server installation.

- Renote configuration

- SNMP with NCD M B extensions for X

Printing Features:
- Print Re-route enabl es networked users to re-direct
mul tiple UNI X print jobs.

Font, Display, Keyboard, and Mbuse Features:

- X11R5 font support.

- Full interactive support for all font naming and alias
schenes.

- Automatic font substitution.

- Display perfornmance tuning.

- 24-plane graphics board and TrueCol or support (up to 16
mllion colors).

- Three-button enul ati on on two-button nouse.

Net wor k Transport Support:

- Includes VvxD TCP/ I P kernel.

- Includes XRenote serial protocol.

- Supports 15 other TCP/IP stacks, including WnSock.
- DECnet via support of DEC Pat hworks.

Har dwar e and Software Requirenents:
- | BM conpati bl e 80386, 80486, or Pentium based PC.
- Mcrosoft Wndows 3.1 or higher.
- Mnimum 6 MB of extended nenory.
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- Hard disk drive: mininum7 MB for storing software.
- 1.44 MB disk drive.

- Mcrosoft Wndows supported nmouse.

- Col or or anal og nonochronme nonitor.

- Mcrosoft supported graphics adapter.

- TCP/IP transport.

B.3.2.3.3 Product Evaluation. PC- Xware installation was easy and
provi ded the nost user-friendly interface of all the packages. PC
Xware conmes bundled with it own TCP/IP stack from NCD, however, the
product had no trouble determning the stack in use for the test. It
wor ked well with both Chamel eon and M crosoft’s TCP/ | P stack.

Two features of PC-Xware that are worth nmentioning are renote
management and nonitoring. These features allow users to view TCP/IP
use and resources while the UCCS desktop was running. Product
docurentati on on how to use and setup the product was good.

PC- Xware ran all GCCS applications tested, except GSORTS 1.0. One
maj or difference that PC- Xware coul d not provide over XoftWre/32 and
Ref |l ection-X was the UCCS sessi on nmanager banner

could not be noved or iconized, thereby nmaking X console and Xterm

wi ndows difficult to manipulate. This makes GCCS applications nmuch
harder to use.

Tabl e B-3 depicts the evaluation criteria of PC Xware.

Tabl e B-3. Eval uation Criteria of PC Xware

Net wor ki ng

Provi des support for many TCP/IP Yes, supports nost well known
st acks? TCP/ | P stacks, cones bundled wth
NCD own st ack.

Feat ures

Are networking tools useful and Yes, but has only TELNET and FTP.
val uabl e?

Are desktop tools useful and Yes, the nost user-friendly.

val uabl e?

Install ati on

Provi des standard and custom Yes.
installs?

Were multiple installations needed No.
of other packages?

Did the X-Server find the existing Yes, both Chanel eon and M crosoft.
TCP/ | P stack?

Was X-Server easy to configure? Yes.
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Table B-3. Evaluation Criteria of PC-Xware (Cont.)

Was is it easy to start X clients? Yes, icons can be built instead of
usi ng startup dial og.

Per f or mance

Did clients start quickly? Yes.

Was interactive perfornmance Yes, performed very equal to other
accept abl e? when set at hi ghest speed.
Stability

Did clients crash the server or No.

suffer fromX errors?

Are enough w nsockets avail abl e Yes, depends on TCP/IP stack used.
for many X W ndows?

Docunent ati on

Was it conplete and thorough? Yes.

Was information provi ded about Yes.
supported TCP/IP stacks?

B.3.2.4 Reflection-X
B.3.2.4.1 Product Overview

Vendor/ Product: Wl ker Richer & Quinn, Inc./Reflection X 4.1
Poi nt of Contact: Sal es

Phone: 800-872-2829
Fax:
Addr ess: 1500 Dexter Avenue North

P. 0. Box 31876
Seattle, WA 98103-1876
Pri ci ng: Si ngl e-user; discounts available for nmultiple copies

B.3.2.4.2 Product Description. Version 4.1 of Reflection-X delivers
TCP/ I P connections for Wndows, DECnet support, Wndows Managenent,
TrueCol or support and many ot her features to help assist users in PC
to-UNI X connectivity. Reflection-X is based on AGE' s XoftWare/ 32.

e Min Server Features:
- 32-bit PC X-Server.
- W ndows-based installation/configuration.
- lconized login and startup system
- Cut and paste tool for sharing infornation between UN X and
M crosoft W ndows.
- X11R5 conpliance.
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- Host-based (Mdtif, OpenLook, etc.) or |ocal w ndow nanagers

(you may utilize Wndows as your |ocal w ndow nmanager).
- Cascade X W ndow Focus Policy.
- X styl e Panni ng.
- Automatic font substitution.
- Color Map reservation system

Conmruni cat i ons Feat ures:

Many start-up nethods, including:

- TELNET, REXEC, RSH, RLOG N, XDMCP

- Support for |ocal XDMCP Di splay Manager Chooser, presenti
a list of hosts willing to nanage the X displ ay.

- Application start-up options.

- Includes an icon library for customicon installation.

File Transfer and Managenent Feat ures:

-  FTP supports graphical drag-and-drop file transfer and
di rect ory nmanagenent.

- Supports Active FTP connecti ons.

- Connection to Internet FTP servers.

Printing Features:
- Print Re-route enabl es networked users to re-direct
mul tiple UNI X print jobs.

Font, Display, Keyboard, and Mbuse Features:

- X11R5 font support.

- Automatic font substitution.

- Display perfornmance tuning.

- 24-plane graphics board and TrueCol or support (up to 16
mllion colors).

- Three-button enul ati on on two-button nouse.

Net wor k Transport Support:

- Includes VvxD TCP/I P kernel.

- Includes XRenote serial protocol.

- Supports other TCP/IP stacks, including WnSock.

Har dwar e and Software Requirenents:

- | BM conpati bl e 80386, 80486, or Pentium based PC, (80486
better is recomended).

- Mcrosoft Wndows 3.1 or higher.

- Mnimm2 MB of extended nenory (8 MB recommended).

- Hard disk drive: mninum9.5 MB for storing software.

- 1.44 MB disk drive.

- Mcrosoft Wndows supported nmouse.

- Color or anal og nonochronme nonitor.

- Mcrosoft supported graphics adapter.

- TCP/IP transport.

.3 Product Eval uati on. Installati on of Reflection-X for

was straightforward, but very lengthy. Reflection-X had no
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probl em determining the TCP/IP stack in use, and worked well with both
tested TCP/I P stacks. Docunentation was good but not very well
or gani zed.

Refl ection-X supports a full set of application start-up techniques,

i ncl uding Tel net, renote commands (rexec, rsh, and rlogin), and XDMCP.
The interface to setting up the software is nmore difficult than nost
of the other packages. The |arge nunber of dial og boxes can becone
conf usi ng.

Refl ection-X ran all GCCS applications tested except GSORTS 1.0. One
maj or difference that Reflection-X provided over eXceed and PC Xwar e
was t he UCCS session nmanager banner can be noved or iconized, thereby
maki ng X consol e and Xterm wi ndows available to the user with a click
of the nmouse button. The underlying software for Reflection-Xis
supplied by XoftWare/32. Table B-4 depicts the evaluation criteria of
Ref |l ecti on- X.

Tabl e B-4. Evaluation Criteria of Reflection-X

Net wor ki ng

Provi des support for many TCP/IP Yes, nost well-known TCP/IP

st acks? st acks.

Feat ur es

Are networking tools useful and Yes, but has only TELNET and FTP.
val uabl e?

Are desktop tools useful and Yes.

val uabl e?

Install ati on

Provi des standard and custom Yes.
installs?

Were multiple installations needed No.
of other packages?

Did the X-Server find the existing Yes, both Chanel eon and M crosoft.
TCP/ | P stack?

Was X-Server easy to configure? Yes.

Was is it easy to start X clients? Not as easy as other products, had
a lot to select in dial og boxes.

Per f or mance

Did clients start quickly? Yes.

Was interactive perfornmance Yes, with speed turned up to
accept abl e? maxi mum

Stability
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Table B-4. Evaluation Criteria of Reflection-X (cont.)

Did clients crash the server or No.
suffer from X errors?

Are enough wi n sockets avail abl e Yes, depends on TCP/IP stack used.
for many X W ndows?

Docunent ati on

Was it conplete and thorough? Yes, but not very well organized.

Was information provi ded about Yes.
supported TCP/IP stacks?

B.4 TCP/IP Candi date Products

B.4.1 Sunmary of Findings. The Mcrosoft TCP/IP stack, using VxD
technol ogy, worked with all the PC X-Servers reviewed and provi ded 256
wi nsockets. Because this product |acks NFS and other network tools,
and requires Mcrosoft Wndows for Workgroups 3.11, it is a poor
choice for GCCS. Chanel eon/NFS is extensive and friendly and provides
many network tools that GCCS could use, both now and in the future.

It is also a very solid product and provides 128 wi nsockets through
use of DLL technol ogy. Sone early TCP/IP products, such as PC- NFS
5.1, were based on Ternminate and Stay Resident technol ogy and are

i nadequate for GCCS.

B. 4.2 Pr oduct Revi ews
B.4.2.1 Chanel eon/ NFS

B.4.2.1.1 Product Overview

Vendor / Pr oduct : Net Manage | nc./ Chamel eonNFS 4.0

Poi nt of Contact: Ti m Buckl er

Phone: 408-973-7171

Fax: 408- 257- 6405

Addr ess: 20823 Stevens Creek Bl vd.
Cupertino, CA 95014

Pri ci ng: $495, quantity discounts avail able

B.4.2.1.2 Product Description. Chaneleon/NFS provides M crosoft

W ndows users with communications applications for inter-networking in
a multi-vendor network environnent. TCP/IP has energed as the nost
conmon networ ki ng standard for |inking heterogeneous networks. TCP/IP
protocol and applications are used by corporations to join their

di verse conputers together from Wndows PCs to UNIl X workstations, to
Maci nt oshes, to VAXes, to AS400s, to IBMmainfranes. TCP/IP is also
the protocol of the Internet, the world' s |argest network. The

i ndustry TCP/ | P standards W nSock and W nSNWP are based on Net Manage
speci fications.
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Termi nal Enul ati on

Chanel eon provides Tel net, TN3270 and TN5250 term na

enmul ation, a Visual Script Editor and Pl ayer applications for
automating terninal enul ation sessions with a graphi cal

W ndows front end.

The Tel net application allows users to |log into any other

net wor ked conputer with a Tel net server, such as a UN X

wor kstation or a VAX. Term nal enul ati ons include VT52,
VT100, VT220, TVI 950 and 955. Telnet provides features such
as "capture to file" and a button pad.

The Net Manage TN3270 provides 3270 enul ati on, including
support for nodels 2, 3, 4, and 5, with extended attri butes,
HLLAPI interface, Hotspots, IND$file transfer and an | BM
status |ine.

Al'l emul ations provide |ogging with playback, printing, copy
and paste, scripting, user-definable colors and fonts, and
drag- and- drop keyboard renappi ng.

Client/Server File and Printer Sharing

Net Manage provi des a range of TCP/IP-based file and print
sharing tools. File transfer and sharing can be done with
FTP, TFTP, or NFS. All three applications are provided as
both client and server. The Net Manage FTP client provides
users with a point-and-click interface. Connection profiles
can be set up in advance for sites that are accessed
frequently. Navigation through directory structures can be
done entirely with a nouse. Users can create or renane
renote directories, view, print, and renane files or use
drag-and-drop to transfer files directly to the PC hard di sk.
Chanel eon's FTP Server allows Wndows users to nake their
files available to any other host. Peer-to-peer connections
can be made between PCs as needed with full nanme and password
security. Printing can be done with either LPR/ LPD or

PCNFSD. This set of options allows PCs to send print jobs to
either UNI X systenms or other PCs while sinultaneously

al lowing UNI X workstations to print to a PC printer.

NFS d i ent/ Server

Net Manage' s NFS provides client/server functionality for the
PC. You can share files and directories with any other NFS
systemincluding UNI X, |IBM DEC, Macintosh, and ot her PCs.

Wth NFS, it is possible to execute prograns over the network
or run applications locally while transparently storing data
on a network server. The NFS client can support as many as
24 network drives. Al functionality is integrated into the
W ndows File Manager, so accessing a renpte drive is as
sinple as pointing to a disk icon and clicking. Al renote
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systens appear as directories and files in File Manager. You
can even transfer files between two renpte systens from your
PC.

El ectroni c Mi

Chanel eon's NEWIMai | application allows users to create,
send, receive, reply, forward, and save nmmi|l nessages via

W ndows di al ogs. Mail users can create their own persona
address books, foldering system and wite autonmatic rules
for filtering and filing mail. Users can send nultiple
attachnments such as a spreadsheet using M Me (Milti-purpose
Internet Mail Extensions) as easily as draggi ng and dropping
files into their mail nessage.

The mail application supports both Sinple Miil Transfer
Protocol (SMIP) running as both client and mail server.
Chanel eon users can create their own mail network or
integrate with existing enterprise nmail systens such as
M crosoft Mail or cc:Miil via an SMIP gat eway, or send
directly to UNIX mail. Chanel eon's PhoneTag application
al lows users to send, receive, and file phone nmessages
el ectronically.

I nternet Access Tool s

Chanel eon i ncludes a Gopher Cient, NEWINews |nternet News
Reader, and Whols. NetManage's Gopher search tool |ets users
find i nformati on using a keyword search, and has an interface
that makes the Internet look like a directory systemon a

| ocal PC.

NEWI'News al | ows users to subscribe to Internet news groups.
It is possible to read, post, and foll ow up nessages.
Messages can be sorted by date, subject, or sender to
simplify finding a particular nessage. The Wols application
allows the user to identify people and resources on the

I nt ernet.

Net wor kK Conmuni cations and Utilities

Chanel eon i ncludes applications necessary to facilitate the
operation and adm ni stration of the organi zation's network.
These include NetRoute, a software-only static |IP router that
supports Ethernet, Token Ring, FDDI, and serial line. Oher
applications in this category include a Domai n Nane Server
(DNS) for directory services, ping echo |ocate, finger user
information, and a Bootp client. Users can track and displ ay
all Network Statistics for the network interface including
ARP, |IP, ICVP, UDP, and TCP protocols.

Every Chanel eon cones with an extensi ble SNMP Agent that runs

in the background and gathers information about the network,
allowing a systemadninistrator to nonitor the health of the
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network and each workstation froma centralized network
managenent station. The SNMP agent features multiple
Managenent | nformation Bases (MBs), including MB I,
W ndows, DOS, Wbrkstation, and RMON.

B.4.2.1.3 Product Evaluation. Chameleon/NFS was very easy to
install. Chaneleon automatically wote to all configuration files
during installation and did not require nodification to configuration
files after plugging in the necessary infornmation such as | P address.
Chanel eon/ NFS does not require any virtual device drivers. See
Appendi x D for a nore detailed discussion on TCP/IP inplenmentations.
Table B-5 lists Chanel eon TCP/IP attri butes.

Charel eon/ NFS transfer speeds were above average but slower than the
M crosoft TCP/IP stack. Chanel eon/ NFS worked with all PC X-Server
packages tested with no problems encountered. Chanel eon/ NFS only
provi des 128 wi nsockets, but this proved to be nore than enough for
the GCCS applications tested (see Appendix C for a detailed
description of driver inplenentations).

The main strength of Chanel eon/NFS is the suite of Wndows tools for
networ k access, such as FTP, Internet News Reader (which could prove
useful for WN Tel econferencing) e-mail, NFS client, NFS server, and
DNS client and server. NetManage devotes one chapter to each W ndows
application included with plenty of screen shots, diagrans, and charts
to hel p nake the docunentation understandable and easy to foll ow

Table B-5. TCP/IP for PC Attri butes

Chanel eon/ NFS M crosoft VxD
W nSock

Network | nterfaces

Et her net ° °
Token Ri ng . °
FDDI b

X. 25

Driver |nplenentation

VxD, TSR, DLL DLL VxD

W n Sockets 128 256
Support ed

Driver Type

Packet Driver
NDI S

oDl

SLIP

PPP

TCP/ I P Servers
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Table B-5. TCP/IP for PC Attributes (cont.)

Chanel eon/ NFS M crosoft VxD
W nSock
DNS M5 W ndows
SMIP
ftp M5 W ndows M5 W ndows
NFS M5 W ndows
Print Server M5 W ndows
Tftp M5 W ndows
Fi nger M5 W ndows
Ti ne
Tal k
Tel net M5 W ndows M5 W ndows
ftp M5 W ndows M5 W ndows
SMIP Mhi | M5 W ndows
POP2/ 3 WMhi | M5 W ndows
Usenet News M5 W ndows
Fi nger M5 W ndows
Tal k M5 W ndows
NFS M5 W ndows
whoi s M5 W ndows
LPR
LPQ
LPRM
REXEC
RSH
RCP
Rl ogi n M5 W ndows
Tftp M5 W ndows
TN 3270 M5 W ndows
I P Network Tools
nsl ookup
Pi ng M5 W ndows
Traceroute
SNVP Agent M5 W ndows
Statistics M5 W ndows

B.4.2.2 Mcrosoft VxD 32 TCP/IP

B.4.2.2.1 Product Overview
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Vendor/ Product: M crosoft TCP/IP-32 for Wndows for Workgroups
Poi nt of Contact: Sal es

Phone: 1- 800- 426- 9400
Fax: 1-800- 727- 3351
Addr ess: M crosoft Corporation

One M crosoft Way
Redrmond, WA 98052- 6399
Pri ci ng: Free; Requires Wndows for Wirkgroups 3.11

B.4.2.2.2 Product Description. Mcrosoft TCP/IP-32 for Wndows for

Wor kgroups 3.11 includes Mcrosoft's latest NDIS 3 protocol stack
supporting Wndows for Wdrkgroups 3.11. Mcrosoft TCP/I1P-32 includes a
nunber of diagnostic utilities, support for DHCP autonmatic
configuration, and industry standard W ndows Sockets support for third
party and public domain TCP/IP applications such as NCSA Mysaic. This
stack requires Wndows for Wrkgroups 3.11, and cannot execute outside
of Wndows (e.g., in M5-DOS before running Wndows for Workgroups).

Most W ndows Sockets applications should work fine under the M crosoft
VXD rel ease. M crosoft VxD perfornmance conpared to other stacks is
very good.

The M crosoft VxD WnSock is focused on providing high-perfornmance VxD
transport functionality. Since the stack supports the W ndows Sockets
APl , public domain and comercial Wndows Sockets applications are
conpatible with this product. Please see Appendix D for a nore detailed
di scussi on on VxD technol ogy. NFS support is not planned for this
product rel ease.

B.4.2.2.3 Product Evaluation. The Mcrosoft TCP/IP stack installed
easily and worked well with all PC X-Servers. The stack provides 256
wi nsockets, which is nore than enough for GCCS. The product does not
come with any docunentation in the formof a manual. The M crosoft
TCP/ 1P stack cones only with a crude form of Telnet and FTP that are
useabl e, but | ess capable than other products, including sonme public
domai n products.

The performance was slightly faster than that of Chanel eon/ NFS.
(Appendi x C contains a graphical conparison of the speed of the two
stacks.) The Mcrosoft TCP/IP stack does not support NFS, which nmeans a
third party product would have to used. Table B-5 provides the
product's TCP/IP attributes.
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Tabl e B-6 depicts the PC X-Server attributes and requirenents of the

candi dat e products.

Table B-6. PC X-Server Attributes and Requirenents
eXceed 4.0 PC- Xware 2.0 Xof t War e/ 32 Refl ectio
3.1 n- X
M ni mum CPU 80386 (80486) 80386 (80486) 80386 (80486) 80386
(80486)
Menory 4VMB (6MB) 6MB (8MB) 4VB ( 8MB) 4VMB ( 8MB)
Requi renment s
M ni mum Di sk Space 11MB 7VB 13MB for 9. 5MB
Requi red def aul t
i nstall
Techni cal Support Yes Yes Yes Yes
Serial Support Xpr ess XRenot e SLI P/ PPP SLI P/ PPP
if stack
supports
this
W ndow Manager HW  MS M5 W ndows, M5 W ndows or MS
Opti ons W ndows NCDWM X W ndows W ndows
manager or X
W ndows
Supports host - Mot i f, Mot i f, Mot i f, Mot i f,
based remote OpenLook OpenLook OpenLook OpenLook
wi ndow nmanager
Font Manager Yes Yes Yes Yes
Support
Addi ti onal
Resour ces Required
X W ndows System X11R5 X11R5 X11R5 X11R5
Support ed
Backi ng store/save Yes Yes Yes Yes
Support ed
Mouse Required Yes Yes Yes Yes
M5 W ndows 3.1 or Yes Yes Yes Yes
greater Required
DOS versi on 5.0 or greater 5.0 or 3.1 or 3.1 or
Requi red greater greater greater

Tabl e B-7 depicts the PC X-Server features of the candi date products.
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Table B-7. PC X-Server Features of the Candidate Products (Cont.)

Feat ures eXceed 4 Xof t War e/ 32 PC- Xwar e Refl ectio
W ndows n- X
Mai n Server:
X11R5 conpliance yes yes yes yes
Mode 32-bit 32-bit 32-bit 32-bit
Control panel-style yes yes yes yes
confi guration
Backi ng store/save yes yes yes yes
unders
Local W ndow Manager hwm & W ndows & X NCDWM W ndows &
W ndows W ndows W ndows X W ndows
Renpt e W ndow Manager yes yes yes yes
(Motif, OpenLook)
Launch Pad yes yes yes yes
Vi tural Desktop yes no no no
Xtrace (debuggi ng) yes yes no no
Scripting Language yes no yes no
(proprietary
)
Comuni cati ons:
TELNET yes yes yes yes
RLOG N yes yes yes yes
RSH yes yes yes yes
REXEC yes yes yes yes
Program starter - yes yes yes yes
point & click
UNI X/ DOS file transfer yes (Drag & yes (Drag & yes yes
Dr op) Dr op)
Local Printing yes yes yes yes
Copy & paste between yes yes yes yes
PC & Host
Transport Monitor yes yes no yes
Serial Connection opti onal yes yes opti onal
support
TCP/ | P software yes yes (Novel l) yes (NCD yes
i ncl uded (Super TCP & i nt egrat ed) (Reflecti
M crosoft) on
TCP/ | P)
Security:
X11R5- XDMCP security yes yes yes no
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Table B-7. PC X-Server Features of the Candidate Products (Cont.)

Feat ures eXceed 4 Xof t War e/ 32 PC- Xwar e Refl ectio

W ndows n- X
Access Control yes yes yes no
Font s:
X11R5-font server, yes yes yes yes
scal abl e fonts
Aut o substitution yes yes yes yes
Fonts: 75dpi, 100dpi, yes yes yes yes
HP, IBM DEC, M sc
Font conpiler (. bdf, yes yes yes yes
. pcf)
Di spl ay/ Keyboar d/ Mouse:
PseudoCol or, yes yes yes yes
St ati cCol or,
GrayCol or, TrueCol or
I nternational keyboard yes yes yes yes
mappi ng i ncl uded
Keyboard configuration yes yes yes yes

(graphical)
3-button enul ation on yes yes yes yes
2-button nouse
Concurrent W ndow yes yes yes no
Manager s
Supported Network Transports:
M crosoft VxD 32 yes yes yes yes
TCP/ I P 3. 11a
Sun PC-NFS (Version yes yes yes yes
3.01 or higher)
3Com 3+Cpen TCP yes yes yes yes
AT&T STARLAN no no no no
AT&T St ar GROUP no no no no
DEC PATHWORKS for DOS yes yes yes yes
DECnet
DEC PATHWORKS for DOS yes yes yes yes
TCP/ I P
M crosoft LAN Manager yes yes yes yes
TCP/ I P
Novel | | PX/ SPX yes yes yes yes
Super TCP for W ndows yes yes yes (not Yes
Version 4.0)
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Feat ures eXceed 4 Xof t War e/ 32 PC- Xwar e Refl ectio
W ndows n- X

PC/ TCP yes yes yes yes

Charrel eon/ NFS TCP/ | P yes yes yes yes

Performance Optim zati on:

Graphi cs perfornmance yes yes yes yes
t uni ng
System resour ce usage yes yes yes yes
t uni ng

B. 6 PCs-t 0- UNI X Connecti ons: an Overvi ew

B.6.1 Desktop to Enterprise Connections. Term nal access to
enterprise-w de resources can be an inexpensive option, but it does not
t ake advantage of the conputing power on the desktop. Rather, there is
a mddle road, one that many organi zations are finding nost appealing.
Today’ s client/server networking technologies are able to link PCs and
Maci nt oshes to and through UNI X-based servers, providing access to
enterprise-wi de service while still offering users the personal freedom
of applications for the desktop.

B.6.2 TCP/I P Driver Inplementations. The PC-to-UN X connection

begins with a comon network data-transmni ssion protocol: TCP/IP. It’'s
the standard for UNI X and is gaining popularity in the PC world. TCP/IP
does not cone naturally to PC systens. A "stack" of protocols that
interface to the network driver to process |P, TCP, and UDP packets is
needed. Keeping this in mnd, we can | ook at the different

i npl ement ati ons of TCP/IP stacks from vendors.

B.6.3 TSR | npl enentation. A Term nate and Stay Resident (TSR
programis one that |oads into nenory upon execution and then returns a
DCS pronpt, allowing the user to performother tasks. The TSR renmins
active and occupies a portion of nenory until it is either manually

unl oaded or renoved by another action, such as rebooting the PC. For
exanple, if a user activates a TSR program fromthe DOS pronpt and then
starts Mcrosoft Wndows and accesses a spreadsheet application, the DCS
TSR is still active in nmenory and runni ng, even though the user is in a
W ndows application.

A TSR resides in real npde addressable DOS nenory. Real node
addressabl e nenory is the nmenory between 0 K and 1024 K (or 1 MB) that
is typically used for | oading device drivers and applications. This
nmenory is conprised of the conventional nenory area (0 Kto 640 K) and
the upper nenory area (640 Kto 1024 K). The upper nenory area can
consi st of expanded nenory (EMS) and upper nenory (UMB) bl ocks.

The main concern with a Wndows network protocol stack inplenented as a
TSR is that it uses a portion of real node nenory. Depending on the
size and conplexity of the program little or no nenory nay be avail abl e
for other applications. A TSR is a good inplenentation for DGCS-based
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protocols and a reliable, proven architecture for users who prefer to
network primarily through DCS.

B.6.4 DLL I npl ementation. A Wndows Dynamc Link Library (DLL) is
only active when Wndows is running. A DLL loads into nenory only when
an application needs the services the DLL provides. DLLs are
"dynam cal | y" | oaded and unl oaded as needed by W ndows. Wen the
application no longer needs the DLL's services, it gets unl oaded
automatically by Wndows. For exanple, a user starts Wndows and starts
a remote login application - since that application requires the
services of the DLL, the DLL is dynanically |oaded by the W ndows
Schedul er. Wen the user finishes the renote | ogin session and cl oses
that application, Wndows autonmatically unloads the DLL. A DLL

i npl enentation enables efficient use of systemresources since it has
the ability to dynanmically | oad and unl oad when its services are needed.

However, a DLL is not free fromthe constraints of operating in rea
node nenory addressing. Wndows "fixes" interrupt-driven DLL network
protocol stacks into |low nenory (conventional nenory).

W ndows-controll ed nmenory is used to buffer (store) data and execute
network code when interrupts occur. Inplenenting a network protoco
stack as a DLL is a short-termsolution for a Wndows 3.0 or 3.1
environnment. But what about conpanies that want to network in both DCS
and W ndows, and take advantage of future 32-bit Wndows rel eases?

B.6.5 The VxD Alternative. A VxD architecture is Mcrosoft's
recommended nmethod for inplenenting network protocol stacks. VxD
technol ogy provides the overall best way to inplenent network protocol
stacks within Wndows: it takes full advantage of 386/486 architecture,
it is witten as a 32-bit nodule, and because it operates at the sane

| evel of priority as the operating system it provides superior
performance and faster response tine to applications. Applications
witten as 32-bit inplenentations can talk through a 32-bit APl directly
to the VxD, without needing to go through a 32-bit to 16-bit conversion,
whi ch reduces perfornmance.

There are several performance advantages that a W ndows VxD protoco
stack has in conparison to a TSR and DLL. Wthin Wndows, a VxD

provi des sinultaneous network support to Wndows applications as well as
network applications initiated fromwithin a Wndows DOS box. A TSR

al so offers this capability but, as previously nentioned, it |lacks the
ability to dynamically load or unload. |In addition, a TSR can occupy a
significant portion of nenory depending on the size of the program The
VxD itself requires a very small portion of conventional nenory for
buffering information received fromthe network; however, the anount of
conventional nmenory the VXD occupies is significantly less than its TSR
or DLL counterparts, since it is only a buffer for network packets

wi t hout any actual code.

A VxD al so has sone significant advantages over a DLL. First, a DLL
implenmentation is |inted because it does not support network
applications initiated froma Wndows DOS box. Also, a VxD has inproved
performance over a DLL because it operates at the sane |evel of priority
as the operating system \When a network protocol stack handl es packets,
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a WD inplenentation will provide faster response tine than a DLL. For
end users, this neans faster performance for both network applications
and W ndows.

B.6.6 M crosoft's Recommendation for the Future: VxD. A VxD
architecture is Mcrosoft's recomendation for inplenenting network
protocol stacks in Wndows 3.1 and future versions. Mcrosoft also

hi ghly recommends a protected node device driver. The NDI'S v3.0
specification defines a nmethod by which network inplenentations built-in
protected nmode can interface to protected node drivers. Mcrosoft,

t hrough W ndows for Workgroups v3.11, has released the protected node
device drivers defined in the NDIS v3.0 specification.

The conbination of an NDIS v3.0 device driver and a VxD gives the user a
conpl ete protected node network stack. This protected node stack sol ves
nost of the traditional nmenory consunption issues that TSRs and DLLs
present us with, and makes the ampbunt of conventional nenory that a
networ k stack occupi es al nbst non-exi stent.

B.6.7 Summary. A VWxD is clearly the way that future Wndows network
protocol stacks will be inplenented. VxD technol ogy provides users with
the ability to be aligned for future 32-bit versions. The advantages a
VxD brings to users include:

e 32-bit technology that operates at the sanme priority level as
t he operating system and nakes full use of a PC s 386/486
architecture.

e Superior performance for network applications.

e The fastest network protocol stack inplenentation in the
mar ket pl ace

e The snmall est possible conventional nenory use.

* No need for a nenory nanager.

e State-of-the-art technology that is well aligned for future
operating systems and M crosoft W ndows rel eases.

TSR DLL VXD
Does not consune any DOS o o
menory
Capabl e of W ndows nenory ° °
al I ocation
O fers protected node ° °
Has 32-bit code design °
Provi des qui ck network ° °
response
Supports DOS prograns/ NFS °
from command |ine
Supports DOS prograns/ NFS ° °
from DOS wi ndow
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TSR DLL VxD
Supports W ndows ° ° °
programs/ NFS
A VxD inplenentation will help neet sone of the future chall enges that

conmpani es usi ng networks face.

For those conpani es who want to migrate

to future versions of Wndows and keep up with networking technol ogy, a
VXD wi Il soon becone the preferred nethod for

i mpl enent ati on.

B- 27

pr ot ocol

st ack

CH1



GCCS-SAM 2.2
rev 0
January 15, 1997

APPENDI X C. MSQL DATABASE ADM NI STRATI ON GUI DE
C1 I nt roducti on

Mni Structured Query Language (SQ.), or nSQ., is a |ightweight database
engi ne designed to provide fast access to store data with | ow nenory
requirenents. As its nanme inplies, nSQ. offers a subset of SQL as its
guery interface. Although it only supports a subset of SQL (no views,
subqueries, etc.), everything it supports is in accordance with the
Anerican National Standard's Institute (ANSI) SQL specification. The
nSQL package includes the database engine, a ternminal "nonitor" program
a database administration program a schema viewer, and a C | anguage
APl .  The APl and the database engi ne have been designed to work in a
client/server environnent over a TCP/IP network.

C.2 Mni SQ Specification

The nSQL | anguage offers a significant subset of the features provided
by ANSI SQ.. It allows a programor user to store, nmnipul ate, and
retrieve data in table structure. It does not support relationa
capabilities such as table joins, views, or nested queries. Although it
does not support all the relational operations defined in the ANSI
specification, it does provide the capability of "joins" between
nmul ti ple tables.

The definitions and exanpl es bel ow depict nmBQL key words. (Al though
they are provided here in upper case, no such restriction is placed on
t he actual queries).

C21 The Create Clause. The create clause as supported by nSQ. can

only be used to create a table. It cannot be used to create other
definitions such as views. It should also be noted that there can only
be one primary key field defined for a table. Defining a field as a key
generates an inplicit "not null" attribute for the field.

CREATE TABLE tabl e_nane(col _nanme col _type [not null|primry key]
[,col _name col _type [not null|primry key]]**)

For exanpl e:
CREATE TABLE enp_details

first_name char(15) not null
| ast _nane char (15) not null

dept char (20)
enp_id int primary key,
sal ary i nt

The avail abl e types are:
char (I en)
i nt
rea
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C22 The Drop Clause. The Drop Clause is used to renpbve a table
definition fromthe database:

DROP TABLE tabl e_nane
For exanpl e:
DROP TABLE enp_details

C2.3 The Insert Clause. Unlike ANSI SQ., the user cannot nest a
Select within an Insert (i.e., the user cannot insert the data returned
by a select). Currently, the user nust also specify the nanes of the
fields into which the data is to be inserted. The user cannot specify
the val ues without the field name and expect the server to insert the
data into the correct fields by default.

DELETE FROM t abl e_nane

VWHERE col um OPERATOR val ue

[ AND | OR col um OPERATOR val ue] **

OPERATOR can be <, >, =, <=, >= <> or like

For exanpl e:
DELETE FROM enp_details WHERE enp_id = 12345

The nunber of val ues supplied nust match the nunber of col ums.

C2.4 The Select Clause. The Select Clause offered by nSQL | acks
some of the features provided by the SQL specification:

- No nested selects
- No inmplicit functions (e.g., count(), avg() ).

It does, however, support:

- Joins

- DI STINCT row sel ection

-  ORDER BY cl auses

- Regul ar expression matching

- Columm-to-colum conparisons in WHERE cl auses.

The formal syntax for nBQL's select is:

SELECT [table.]colum [,[table.]colum]**

FROM t abl e[, t abl e] **

[ WHERE [t abl e.] col uitm OPERATOR VALUE

[AND | OR [table.]colum OPERATOR VALUE] **]

[ ORDER BY [tabl e.]colum[DESC] [, [table.]col um[DESC] ]
OPERATOR can be <, >, =, <=, >= <> or like

VALUE can be a literal value or a colum nane

A sinple select may be:

SELECT first_nane, |ast_name FROM enp_details
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WHERE dept =' fi nance'

To sort the returned data in ascending order by |ast_nanme, and
descendi ng order by first_nanme, the query would |l ook like this:

SELECT first_nane, |ast_name FROM enp_details
WHERE dept =' fi nance'
ORDER BY | ast_nane, first_nane DESC

And to renove any duplicate rows, the DI STI NCT operator could be used:

SELECT DI STINCT first_nane, |ast_name FROM enp_details
WHERE dept =' fi nance'
ORDER BY | ast_nane, first_nane DESC

The regul ar expression syntax supported by LIKE clauses is that of
standard SQL:

- mat ches any single character
% matches ) or nore characters of any val ue
' escapes special characters (e.g. '\% matches % and
\'" matches \ )
| other characters nmatch thensel ves.

- a

For exanple, to search for anyone in Finance whose | ast nanme consists of
a letter followed by 'ughes', such as Hughes, the query could | ook |ike
this:

SELECT first_nane, |ast_name FROM enp_details
WHERE dept ='finance' and |last_nane |ike '_ughes'

The power of a relational query | anguage becones apparent when the user
starts joining tables together during a select. For exanple, consider a
task where a user has two tables defined, one containing staff details
and another listing the projects being worked on by each staff nenber,
and each staff nmenber has been assigned a uni que enpl oyee nunber. The
user could generate a sorted |ist of who was worki ng on what project
with a query such as this:

SELECT enp_details.first_name, enp_details.|ast_nane,
proj ect _details. project

FROM enp_details, project_details

WHERE enp_detail s. enp_i d=proj ect _details.enp_id

ORDER BY enp_details.last_nane, enp_details.first_nanme

nSQL places no restriction on the nunber or tables "joined" during a
query; therefore if there are 15 tabhles containing information rel ated
to an enployee ID in sone manner, data from each of those tables could
be extracted (albeit slowy), by a single query. One key point to note
regarding joins is that the user nust qualify all colum nanes with a
tabl e nane. nSQL does not support the concept of uniquely naned col ums
spanning multiple tables, so the user is forced to qualify every col um
nane if accessing nore than one table in a single select.
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C.2.5 The Update C ause. The nBQL Update cl ause cannot use a col umm
nane as a value. Only literal values may be used as an update val ue.

UPDATE t abl e_nane SET col um=val ue[, col um=val ue] **
WHERE col unm OPERATOR val ue

[AND | OR colum OPERATOR val ue] **

OPERATOR can be <, >, = <=, >= <> or like

For exanpl e:
UPDATE enp_details SET sal ary=30000 WHERE enp_i d=1234

C.3 The nBQ. Term nal Monitor

Li ke all database applications, nSQL provides a programthat allows a
user to interactively submt queries to the database engine. In nBQ,
it is a programsinply called "nsgl'. It requires one command line
argurment, which is the nane of the database to access. Once started,
there is no way to swap databases without restarting the program

The nonitor al so accepts two command |ine flags:

- -h Host Connect to the nBSQL server on Host.
- -q Process one query and quit returning an exit code.

The nonitor has been nodelled after the original Ingres (and the
subsequent Postgres) nonitor program Commands are distinguished from
gueri es by backslash prefixes. To obtain help fromthe nonitor pronpt,
the \h conmand is used. To exit fromthe program the\qg comrand or an
ECF(~D) nust be entered.

To send a query to the engine, the query is entered followed by thelg
command. \g tells the nonitor to "Go" and send the query to the engine.
If the user wishes to edit the last query, \e will place the user inside
of the vi editor, where the query can be nodified. |If the user w shes
to use an editor other than the vi editor to performquery editing, nmSQL
wi |l honor the convention of using the contents of the VI SUAL
environment variable as an alternate editor. \When the user has
conpleted the editing, exiting the editor in the usual manner wil |
return the user to nBQL with the edited query placed in the buffer. The
query can then be subnitted to the server by using the \g "Go" command
as usual .

The query buffer is maintained between queries not only to enabl e query

editing, but also to allow a query to be subnmitted nultiple tinmes. |If
\g is entered without entering a new query, the last query to be
subnitted will be resubnitted. The contents of the query buffer can

al so be displayed by using the\p "Print" command of the nonitor.

To enabl e conveni ent access to database servers running on renote hosts,
the nSQL termi nal nonitor supports the use of an environnment variable to
i ndicate the machi ne running the server (rather than having to specify-

h sone. hosts.nane every tinme the user executes nSQL). Note that this
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is a function provided by the nSQL termi nal nonitor, not the nSQ. API
library, and as such is not available for use with other prograns. To
use this feature, set the environnent variable MSQL HOST to the nane or
address of the desired nmachine.

C.4 nBQL Database Adninistration

nSQL dat abases are adm ni stered using the nsgladmi n command. Severa
adm ni strative tasks, such as creating new databases and forcing a
server shutdown, are perforned using nsgladnin. Like all nSQ. prograns,

nsqgl adni n accepts the '-h Host' command |line flag to specify the
desired nmachine. The commands avail abl e viansqladm n are:

- create DataBase Create a new dat abase cal | ed Dat aBase

- drop Dat aBase Del ete the entire database call ed Dat aBase
- shutdown Tell the server to shut itself down
- reload Tell the server to reload its access control
i nformation
- version Di splay various version information fromthe
server.
It should be noted that the server will only accept create, drop,

shutdown, and reload commands if they are sent by the root user (as
defined at installation tine) and are sent fromthe machi ne running the
server. An attenpt to performany of these commands froma renote
client or as a non-root user will result in a "perm ssion denied" error.
The only command a user can execute over the network or as a non-root
user is version.

C.5 nBQ Schema Vi ewer

nSQL provi des the rel show command to display the structure of a

dat abase. |f executed with no argunents, relshow will list the
avai |l abl e database. |[If it is executed with the nanme of a dat abase,
relshowwill list the tables that have been defined for that database.
If given both a database and table nane, relshow will display the

structure of the table including the field nanmes, types, and sizes.
Li ke all nBSQL prograns, relshow honors the '-h Host' command |ine flag
to specify a renpote machi ne as the database server.

C.6 nBQL Dat abase Dunper

A programis provided that will dunp the contents and structure of a
table or entire database in an ASCII form The program nsql dunp,
produces output that is suitable to be read by nSQL terninal nonitor as
a script file. Using this tool, the contents of a database can be
backed-up or noved to a new database. By virtue of the'-h Host

option, the contents of a renpte database nmay be pulled in over the net.
This can be used as a mechanismfor mirroring the contents of an nSQ
dat abase onto nultiple nmachines.
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C.7 Access Control

Access control is managed by the nsql.acl file in the installation
directory. This file is split into entries for each database to be
controlled. |If the file doesn't exist or details for a particular

dat abase aren't configured, access reverts to global read/wite. This
is an exanple of an acl entry:

# Sanpl e access control for nmBQL

dat abase=t est

r ead=banbi , paul p

write=root

host =*. Bond. edu. au, student . i t. Bond. edu. au
access=l ocal ,renote

Using this definition, database 'test' can be accessed by both | ocal and
renote connections fromany host in the Bond. edu. au domai n except for
the student.it.Bond.edu.au. Read access is only granted to banbi and
paul p. Nobody else is allowed to perform selects on the database.

Wite access is only available toroot.

Control is based on the first match found for a given item Thus, a
line such as "read=-*, banbi" would not get the desired results (i.e.,
deny access to everyone other than banbi) because -* will also match
bambi. In this case, the line would have to be "read=banbi,-*" although
the -* is superfluous as that is the default action.

Note that if an entry isn't found for a particular configuration |line

(such as "read") it defaults to a global denial. For exanple, if there
is no "read" line (i.e., there are no "read" tokens after the data is
| oaded) nobody will be granted "read" access. This is in contrast to

the action taken if the entire database definition is nmissing, in which
case access to everything is granted.

Another feature to note is that a database's entry nust be followed by a
blank line to signify the end of the entry. There nay also be multiple
config lines in the one entry (such as "read=banbi, paul p""read=root").
The data will be | oaded as though it was concatenated onto the sane
"read" line (i.e., "read=banbi, paul p,root").

Wl d cards can be used in any configuration entry. A wld card by
itself will match anything whereas a wild card foll owed by sone text

will cause only a partial wild card (e.g., *.Bond.edu.au natches
anything that ends in Bond.edu.au). A wld card can also be set for the
dat abase nane. A good practice is to install an entry w thdat abase=*

as the last entry inthe file so that if the database being accessed
wasn't covered by any of the other rules a default site policy can be
enf or ced.

The acl information can be | oaded at runtinme using nsqgl adm n rel oad.

This will parse the file before it sends the reload conmand to the
engine. Only if the file is parsed cleanly is it reloaded. Like nost
nsgl adni n conmands, it will only be accepted if generated by the root
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user (or whoever the database was installed as) on the | ocal host.
C.8 Drop_buttons

The drop_buttons script located in /h/EM progs allows the user to |ist
whi ch buttons are stored in the nsgl gccs database, and to drop buttons
if the associated application has been de-installed fromall platforns
at the site.

The following coomand will list all buttons stored in the nsgl gccs
dat abase:

/' h/ EM pr ogs/ drop_buttons -|I

To |l ook for a specific button or group of buttons, enter the follow ng
command:

/h/ EM progs/drop_buttons -1 {Actual nanme of button or first few
char act er s}

To drop a button, enter the follow ng:
/h/ EM progs/drop_buttons -1 {Actual nane of button}

The programwi || ask for confirmation that the user w shes to drop the
speci fied button.
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APPENDI X D. SI TE DOVAI N NAMES

Site domai n nanes and rel ated DNS procedures are provided in the
fol |l owi ng nessage:

DI SA ADEPT #260 & DTG 1917527 OCT 95..

FM DI SA WASHI NGTON DC/ / D23/ /

TO CNO WASHI NGTON DC/ / N62/ /

PM AW S FT BELVI OR VA/ | SFAE- CC- AWT/ /

HQ USAF WASHI NGTON DC/ / SCMC/ /

DI SA WASHI NGTON DC/ / D6/ D2/ D23/ JEJI T/ JEAB/ JEEFE/ WE163/ WNE225/ /
COMVARCORSYSCON QUANTI CO VA/ | CA1DPR/ /
CMC WASH DC/ / POC- 30/ /

SSG MAXVEELL AFB GUNTER ANNEX AL// SI F/ SSE SI N/ /
Al G 8787

Al G 8791

SAF WASHI NGTON DC/ / AQPCT /

HQ ESC HANSCOM AFB MA / AVN/ /

HQ AFC4A SCOTT AFB | L// XPR//
COVBPAWARSYSCOM WASHI NGTON DC/ / PMAL71/ /
JCS WASHI NGTON DC/ /1 J6V/ ]
COVNAVCOMTELCOM WASHI NGTON DC/ / N2/ /
NCTAMSLANT NORFOLK VA/ [ N2/ /
NAVCOMTELSTA PENSACOLA FL// N3//

MCTSSA EAST QUANTI CO VA// DI R/ NOC/ /

CMC WASHI NGTON DC/ / PPQI CAl | AR/ |

CG MCCDC QUANTI CO VA/ | AS/ /
COMVARCORSYSCOM QUANTI CO VA/ I ALl Cl Sl
MCTSSA CAMP PENDLETON CA//JJJ/ 1

CDR USAI SC FT HUACHUCA AZ/ | ASOP- OP/ /

BT

UNCLAS

SUBJ: CONSOLI DATI ON OF DOVAI N NAME SERVI CE (DNS) FOR THE GLOBAL COMVAND
AND CONTROL SYSTEM (GCCS) (U)

1. THE SIPRNET SUPPORT CENTER (SSC) |I'S OPERATI ONAL. PHONE NUMBERS ARE
(800) -582-2567 OR (703) 802-8202. THE SSC IS THE SECRET LEVEL,

CLASSI FI ED EQUI VALENT OF THE M LNET/ NI PRNET NETWORK | NFORMATI ON CENTER
(NIC. THE SSC IS RESPONSI BLE FOR ALL SI PRNET VALUE ADDED SERVI CES FOR
THE SECRET DOD COVMUNI TY.

2. CONSOLI DATI ON OF THE GCCS DNS SERVI CE W TH THE STANDARD SSC DNS
SERVI CE REQUI RES CLOSE COORDI NATION WTH THE SSC.  THE FOLLOW NG
DI RECTI VE AND | NFORMATI ON ADVI SORY |'S PROVI DED TO GCCS SI TES.

3. DIRECTIVE: ALL SITES | MPLEMENTI NG GCCS SHALL | MPLEMENT DNS AS THE
UNI QUE NETWORK DEVI CE NAM NG SERVI CE.

A, ALL NEW REQUESTS FOR | P NETWORK NUMBERS (CLASS B OR C), DOVAIN

NAMES, AUTONOMOUS SYSTEM NUMBERS, ETC. SHALL BE DI RECTED TO THE SSC,
EFFECTI VE | MMEDI ATELY.
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B. THE “.ML” DOVAIN I DENTI FI ER SHALL BE ADDED TO EACH “. SM L”
| DENTI FI ER. THE ROOT DOMAI N | DENTI FI ER FOR ALL SECRET DCD USERS | S
“.SML.ML".

C. IN COVPLYI NG WTH THE NAM NG STANDARDS, THE “. GCC. SM L” DOVAIN W LL
BE ABANDONED. EACH “.GCC" SITE WLL BE CONVERTED TO THE APPROPRI ATE
SERVI CE/ AGENCY (S/A) OR COMWWAND NAME SI M LAR TO CURRENT M LNET

REG STRATI ON ON THE UNCLASSI FI ED M LNET. THE FOLLOW NG | DENTI FI ES
ESTABLI SHED DNS SERVERS UNDER THE “. GCC. SM L” DOVAIN.  THEY MJST BE
CHANGED TO THE NEW SI PRNET COWMPLI ANT NAM NG STRUCTURE | DENTI FI ED BELOW
THE SI PRNET COWPLI ANT NAME HAS BEEN COCORDI NATED W TH THE SSC AND THE S/ A
DOVAI N MANAGERS TO ENSURE THE DOVAI N NAM NG SCHEME |'S CORRECT.

GCCS SI TE GCC DNS NAME SI PRNET DNS NAME
ACC . ACC. GCC. SM L . ACC. LANGLEY. AF.SM L. M L
ACOM . ACOM GCC. SM L .ACOM SM L. M L
AFMC . AFMC. GCC. SM L . AFMC. WPAFB. AF. SM L. M L
AMC . AMC. GCC. SM L . AMC. SCOTT. AF. SM L. M L
AREUR . AREUR. GCC. SM L . AREUR. ARMY. SM L. M L
ARPAC . ARPAC. GCC. SM L . ARPAC. ARMY. SM L. M L
. ARSCC. ARMY. SM L. M L
.ARSOCC. SM L. ML **
CENTAF . CENTAF. GCC. SM L . CENTAF. SHAW AF. SM L. M L
CENTCOM . CENT. GCC. SM L . CENTCOM SM L. M L
CI NCLANTFLT . Cl NCLANT. GCC. SM L . CI NCLANT. NAVY. SM L. M L
CNO . CNO. GCC. SM L . CNO. NAVY. SM L. M L
DI SA- JDEF . JDEF. GCC. SM L .JDEF.DISA. SM L. M L
DI SA-JI TC .JITC. GCC. SM L .JITC.DISA.SML.ML
DI SA- OSF . OSF. GCC. SM L .OSF.DISA.SM L. M L
EUCOM .EUCOM SM L. M L
FORSCOM . FORCEL1. GCC. SM L . FORSCOM ARMY. SM L. M L
.FORCE1. SM L. M L
HQAF . HQAF. GCC. SM L . HQAF. PENTAGON. AF. SM L. M L
HQDA . HQDA. GCC. SM L . HQDA. ARMY. SM L. M L
. ACC. GCC. SM L . ACC. ARMWY. SM L. M L
HOMC . HQVC. GCC. SM L . HQVC. USMC. SM L. M L
JTO .JTO. GCC. SM L .JTO. SCOTT. AF. SM L. M L
MARFORCENT .MFC. USMC. SM L. M L
MARFOREUR .MFE. USMC. SM L. M L
MARFORLANT . MARFORLANT. GCC. SM L MFL. USMC. SM L. M L
MARFORPAC . MFP. GCC. SM L MFP. USMC. SM L. M L
VBC . MSC. GCC. SM L MSC. NAVY. SM L. M L
MIMC . MTMC. GCC. SM L MIMC. ARMY. SM L. M L
NAVCENT- R . DEP- NAVCENT. GCC. SM L NAVCENT- R. NAVY. SM L. M L
NAVCENT- F . NAVCENT. GCC. SM L NAVCENT- F. NAVY. SM L. M L
NAVEUR . NAVEUR. GCC. SM L NAVEUR. NAVY. SM L. M L
NAVSOC . NAVSQOC. GCC. SM L NAVSOC. NAVY. SM L. M L
NMCC . NMCC. GCC. SM L .NMCC. SM L. M L
NMCC- R . ANMCC. GCC. SM L .NMCC-R. SM L. M L
PACAF . PACAF. GCC. SM L . PACAF. H CKAM AF. SM L. M L
PACFLT . PACFLT. GCC. SM L . PACFLT. NAVY. SM L. M L
PACOM . PACOM GCC. SM L .PACOM SM L. M L
. PACOM GCC. SM L. M L**
SOCoM . SOCOM GCC. SM L .SCCOM SM L. M L
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SOUTHCOM . SOUTHCOM SM L. M L

SPACECOM . SPACECOM GCC. SM L . SPACECOM SM L. M L

STRATCOM . STATCOM GCC. SM L . STRATCOM CFFUTT. AF. SM L. M L
TRANSCOM . USTC. GCC. SM L .USTC. SM L. M L

USAFE . USAFE. GCC. SM L . USAFE. RAMSTEI N. AF. SM L. M L
USFK- T . USFK. GCC. SM L . USFK-T. ARMY. SM L. M L

USFK-Y . USFK. GCC. SM L . USFK-Y. ARMY. SM L. M L

**  CURRENT DOMAI N | NCORRECLTY REAQ STERED W TH SSC. | NCORRECTLY
REG STERED DOVAI NS W LL BE DELETED WHEN THE APPROPRI ATE DOVAI N
ADM NI STRATOR NOTI FI ES THE SSC.

D. I N COWLYI NG WTH THE NAM NG STANDARDS AND TO ENSURE

| NTEROPERABI LI TY, THE OLD SET OF LOCAL “.SM L” AND “. GCC. SM L” DQOVAI N
AND SERVER NAMES W LL BE | DENTI FI ED “ALI ASED" AS AUXI LI ARY DNS NAME SETS
ON LOCAL NAME SERVER DNS FI LES UNTIL ALL SI TES HAVE BEEN M GRATED AND
APPLI CATI ONS REFLECT THE REVI SED NAMES. THESE ALI ASED NAME SETS W LL
ENSURE CONTI NUED COMMUNI CATI ONS W THIN THE GCCS COVMUNI TY.  THESE

ORI G NAL NAMES SETS W LL BE DELETED 60 DAYS AFTER THE DTG OF THI S
VESSAGE. TECHNI CAL | NFORVATI ON W LL BE AVAI LABLE TO WEB BROWGERS AT
URL=FTP: / / HORNET. OSF. GCC. SM L/ PUB/ DNS ( EXI STI NG AND

URL=FTP: / / HORNET. OSF. DI SA. SM L. M L/ PUB/ DNS ( PENDI NG .

E. THESE CHANGES WLL BE MADE SITE BY SI TE I N COCRDI NATI ON W TH THE
SSC, THE S/ A DOVAI N MANAGERS, AND THE . GCC DOVAI N ADM NI STRATOR.  EACH
SITE MJUST CONTACT THE SSC BY COB 230CT95 TO DI SCUSS THE M GRATI ON FOR
BOTH .SML.ML AND . GCC. SM L. ML CONVERSI ONS. FOURTH LEVEL DOVAI NS AND
BELOW E. G, USAFE. RAMSTEI N. AF. SM L. M L NEED NOT COORDI NATE W TH THE SSC
BUT THEY MJST COORDI NATE W TH THE S/ A DOVAI N MANAGER. ALL THI RD LEVEL
DOVAI NS MUST COORDI NATE WTH THE SSC. IT IS H GHLY RECOMVENDED THAT ALL
FOURTH LEVEL AND LOWNER DOVAI NS REG STER WTH THE SSC. TH S REGQ STRATI ON
I'S FOR DI RECTORY | NFORVATI ON ONLY AND | S NOT REQUI RED FOR DNS. ALL

THI RD LEVEL DOVAI NS MUST REG STER W TH THE SSC AND MUST BE APPROVED BY
THE DI SA SSC MANAGER.

F. SITES MUST NOT MAKE ANY DNS CHANGES PRI OR TO CONSULTING WTH THE S/ A
DOVAI N MANAGERS AND THE SSC.

G THE FOLLOW NG S/ A SUBDOVAINS TO THE SI PRNET “.SM L. M L” DOVAI N MUST
BE ESTABLI SHED AND I N PLACE TO AID THE GCCS COVMUNI TY | N COWPI LI NG W TH
THE NAM NG STANDARDS.

AF .AF.SML.ML ACTI VATED

ARMY .ARMY.SM L. M L ACTI VATI ON PENDI NG, ESTI MATED 951025
NAVY .NAVY.SM L. M L ACTI VATED

USMC .USMC. SM L. M L ACTI VATED

DI SA .DISAA.SML.ML ACTI VATI ON PENDI NG, ESTI MATED 951020
4. ADVI SCRY:

A “WHO S CAPABILITY ACCESS IS THROUGH THE SI PRNET WEB SERVER AT
SSC.SML.ML ORI P ADDRESS 204.34.130.5. WHO S | S ALSO AVAI LABLE VI A
TELNET TO SSC. SM L. ML OR | P ADDRESS 204. 34.130.5. AFTER OPEN NG THE
TELNET CONNECTI ON TYPE WHO' S TO BEG N SESSION. THE WHO S IS ALSO
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AVAI LABLE VI A EMAIL TO SERVI CE@SC. SM L. M L. PLACE WHO S XXX ( WHERE
XXX I'S THE QUERY DESI RED) I N THE SUBJECT LINE OF THE MESSAGE. THE
RESULTS OF THE QUERY W LL BE RETURNED VI A EMAI L.

B. THE SI PRNET WEB SERVER | S ACCESSI BLE AT HTTP://SSC.SM L.ML OR
HTTP: // 204. 34. 130. 5. USE THE MOSAI C OR THE NETSCAPE WEB BROWSER
APPLI CATI ON | NSTALLED ON THE GCCS WORKSTATI ONS TO ACCESS THE WEB
SI TE.

C. TO POPULATE THE SSC DATA BASES FOR DI RECTORY SERVI CES, SITES MUST
BEG N | MVEDI ATELY TO REG STER | NSTALLED DOVAI N NAME SERVERS ( AFTER
CONVERSI ONS), EMAI L USERS, POC' S FOR SI TES AND HOST ADM NI STRATCRS,

| P ADDRESSES, DOVAI N NAMES, AND AUTONOMOUS SYSTEM NUMBERS W TH THE
SSC. REG STRATI ON | NFOCRVATI ON AND TEMPLATES ARE AVAI LABLE THROUGH
THE SSC WEB SERVER.  TEMPLATES ARE ALSO AVAI LABLE THROUGH ANONYMOUS
FTP TO SSC. SML.ML. CHANGE TO THE TEMPLATES DI RECTORY AND GET THE
APPROPRI ATE TEMPLATE FI LE. TEMPLATES ARE ALSO AVAI LABLE THROUGH
EMAIL. EMAIL TO SERVI CE@SC. SM L. M L. PUT TEMPLATE/ <FI LENAME> | N
THE SUBJECT LINE. TEMPLATE WLL BE RETURANED VI A EMAI L. HOST

REG STRATI ONS FOR ALL HOSTS THAT ARE MEMBERS OF THI RD LEVEL AND BELOW
DOVAI NS MUST PASS THROUGH THE APPRCPRI ATE DOVAI N ADM NI STRATOR PRI OR
TO BEI NG SENT TO THE SSC. TH S WLL ENSURE THAT THE APPROPRI ATE
DOVAI N ADM NI STRATOR | S AWARE OF THE HOST AND ADDS | T TO THEI R ZONE
FILE. TH' S WLL ALSO ENSURE THAT HOSTS THAT ARE MEMBERS OF NETWORKS
THAT DO NOT HAVE | NADDR SERVERS W LL BE | NCLUDED I N THE TOP LEVEL

I NADDR. ARPA ZONE SO THAT REVERSE NMAPPI NG W LL WORK. WHERE POSSI BLE
ALL NETWORKS SHOULD ESTABLI SH | NADDR SERVERS TO THAT THE NETWORK

| NADDR CAN BE DELEGATED FROM THE TOP LEVEL | NADDR. ARPA ZONE.

D. TO PERMT TIMELY SSC AND GCCS | NFORMATI ON TO BE E- MAI LED TO
SITES, ALL DOVAI N ADM NI STRATORS SHALL | MVEDI ATELY ESTABLI SH THE E-
MAI L ALI AS “ POSTMASTER@DOVAI N>. SM L. ML" OR

“ POSTMASTER@DOVAI N. SM L” ( REFERENCE DDN MGT BULLETI N: 9507) ON THE
SITE S PRI NCI PAL SI PRNET MAI L RELAY, WHERE <DOVAIN> |S THE SITE S
REG STERED DOVAI N NAME. THI'S ALI AS SHALL RESCLVE TO A RESPONSI BLE
TECHNI CAL STAFF ELEMENT.

E. FUTURE GCCS SI TES REQUI RI NG SI PRNET COVPLI ANT DNS ARE: 3WG, 5AF,
7AF, 8AF, 11AF, 13AF, 18W5 36AW 51FW 354FW 374AW 613ACOMS, 20AF,
AETC, AFMPC, AFRES, AFSCC, AFSPACE, AFWC, ALOM ACC, ARCENT, ARSPACE,
AWC, COM CEDEFOR, COWMUSFORAZ, COMUSJAPAN, DI SA-EUR, DI SA-PAC, JSCC,
MARFORCENT, MARFOREUR, NAVSPACE, NAVSPECWAR, NORAD, NPS, NSA, NWC
SOCPAC, SCCSQUTH, USARJ, USARSO, AND USASOC.

F. 1T MAY BE NECESSARY FOR SOME GCCS LOCATI ONS TO TEMPORARI LY
SUPPCORT MULTI PLE DOVAI NS WHI LE THE SECRET LEVEL DNS STRUCTURE | S
ESTABLI SHED W THIN THE DOD COVMMUNI TY. FOR EXAMPLE, ACC IS

RESPONSI BLE FOR THE . ACC. LANGLEY. AF. SM L. M L DOVAI N. HOWEVER, THEY
MAY NEED TO TEMPORARI LY SUPPORT THE . LANGLEY. AF. SM L. M L DOVAI N UNTI L
SUCH TI ME THE LANGLEY DOVAI N MANAGER CAN ASSUME CONTROL. ALL DOVAI NS
BELOW THE THI RD LEVEL MUST BE COORDI NATED W TH THE S/ A DOVAI N
MANAGER.
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G S/ A DOVAI N MANAGERS ARE:

AF MR, HOSTETTER DSN596-3126 AFDOVAI N@GSERVER. AF. M L
ARMY MR TRADER DSN879- 7250 TRADERWGHAUCHUCA-
EMH12. ARMY. M L
NAVY MR GREUNKE DSN992- 3501 STEVE. GREUNKE@NCTS. NAVY. M L
USMC CAPT GONTER DSN278- 5988 GONTERT@/QG SMIP3. USMC. M L

DI SA AND GCCS
MR, LEE DSN653-8631 LEEMGNCR. DI SA. M L
M_LEE@DSF. GCC. SM L ( CURRENT)

5. PO NTS OF CONTACT

A. MARY JANE HALEY, DI SA//JIEQ JEJIT/, (703)-735-8542, DSN 653-8542,
SI PRNET E- MAI L HALEYMG@GHORNET. OSF. GCC. SM L. M L, UNCLASS E- MAI L
HALEYM@GNCR. DI SA. M L.

B. MARVIE LEE, DISA//JIEQ JEJI//, (703) 735-8631, DSN 653-8631,
SI PRNET E- MAI L MLEE@HORNET. OSF. GCC. SM L. M L,
HOSTMASTER@DSF. GCC. SM L, UNCLASS E- MAI L LEEM@GNCR. DI SA. M L.

C. CAPT GREG CSEHOSKI, DI SA//JEAB//, (703)-735-8760, OR DSN 653-
8760, UNCLASS E- VAl L CSEHOSKG@NCR. DI SA. M L.

D. SIPRNET SUPPORT CENTER (SSC), HELP DESK: 7 AM - 7 P.M EASTERN
TIME 1 (800) 582-2567 - CONUS ONLY, (703) 802-8202, E-MAIL:
HOSTMASTER@SC. SM L. M L, REGQ STRAR@SC. SM L. ML, SSC@SC. SML.ML,
HOVEPAGE: HTTP://SSC. SM L. ML, FTP: SSC.SML.ML, TELNET:

SSC.SM L. ML

6. TH S MESSAGE HAS BEEN COORDI NATED W TH AND APPROVED BY THE JO NT
STAFF/ / 33/ 34/ 36, DI SA/ WVESTHEM WE3353, AND THE S/ A DOVAI N MANAGERS. //
BT
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APPENDI X E. ESTABLI SHI NG THE ACCOUNT FOR USER news

The Internet News Server is a daenon. For correct operation, it
executes as user news and group mail. Solaris is shipped with an entry
in /etc/passwd for the user news. However, the hone directory for news
is set to /var/spool/news; this directory is not created when Solaris is

installed. To ensure correct operation of the News Server, create this
directory using the foll owi ng conmands:

# nkdir -p /var/spool/ news
# chown news /var/spool / news
# chgrp mail /var/spool /news

Note: It does not matter if the News Server has already been install ed;

t hese conmands can be executed before or after segnent
install ation.

HP- UX does not have a user news in the password file (/etc/passwd) when
installed, and the Internet News Server Segment does not create an
account for this user. Thus, prior to installing the Internet News
Server, you nust create an account for news. This user should have the
user ID “6”, login name “news”, and the primary group “mail” (group ID
“6"). Set the encrypted password for news in /etc/passwd to “*”, which
prevents users fromlogging into this account.
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APPENDI X F. SYSTEM BACKUP AND RECOVERY

F.1 Scope

The section addresses the backup of all critical data in the GCCS
system It also covers the recovery procedures in the event of the |oss
of a systemor the corruption of critical data. It does not address the

backup and recovery of Oracle, which is covered in another section.
F.2 System Backup Strategy

It is recoomended, if resources pernmt, that a backup Executive Manager
(EM server be identified at a site. This would facilitate the rapid
activation of the backup EM server should the primary EM server fail
This platform should have the Sybase partitions defined and have the
Sybase segnent installed, but not initialized.

The System Backup segnent, described bel ow, saves all the information
required to recover froma system hardware or software failure. It
should be installed on all GCCS platforms. |In addition to the backups
performed by the System Backup segnent, it is highly recomended that a
| evel -zero dunp be perfornmed on each platformafter it has been built.
This will enable you to rapidly recover if you | ose a disk drive.

F.3 System Backup Segnent Descri ption

A segment cal l ed System Backup has been devel oped to automatically back
up all data needed to rebuild or recover fromthe failure of a key
server, e.g. the NIS+, DNS, Sybase, and particularly the EM server.
During installation the System Backup segnent creates a crontab entry to
| aunch the system backup at the tine identified by the installer.
Crontab entries to dunp the N S+ passwords and the Sybase |ogs are al so
created on the appropriate servers. During execution, the System Backup
segnent will automatically determne if the platformon which it is
running is the NIS+, Sybase, EM and/or DNS server. Based on this
determ nation it backs up the appropriate data as listed below. In
addition to the data nentioned below, a report on all segnents/SUN OS
patches installed on a systemw || be generated daily in

/ h/ USERS/ BACKUP/ | ocal . Any files and/or directories identified by |inks
in /h/idatal/local/backup will also be backed up in /h/USERS/ BACKUP/ | ocal
Finally, as part of the backup process the systens will be cleaned up
through the renoval of all core files, old EMlog files, and extraneous
data in /tnp and /var/tnp.

The System Backup segnent should be installed on all systens. At the

very least it will create a daily report of what is installed on each
platform Since it automatically determ nes what should be backed up
it will always save the data needed to recover if the N S+, Sybase, the
EM or DNS server goes down.

Backups will occur on a daily basis, at a tine specified by the
installer when this segnment is installed for the first tine at a site.
If notinme is specified, 2200 hours will be used as a default. Al
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backed up data is stored in/h/USERS/ BACKUP. The System Backup segnent
will also create a root crontab job to tar /h/USERS to tape on a daily
basis, if the installer provides a system nane when asked. The tine can
al so be specified by the installer. |If none is specified, the tar will
occur one hour after the backup tinme, or 2300 hours by default. |If no
tape or tape drive is available when the tar cron job is schedul ed, al
data will be archived for a maxi mum of three days and a nessage
explaining this will be sent to the Security Manager (secmman).

An icon has al so been provided to the System Admi nistrator (sysadnin)
that will allow the System Administrator to back up the system at any
time. |f executed on the server designated for doing the tape backups
of /h/USERS, it will execute the tape backup. |In addition, an icon has
been provided that allows the System Administrator to change the system
backup tine, the tape backup tine, the tape backup platform and/or tape
drive. Changes to the system backup tinme becone effective when

system backup executes at the original tine. Changes to the remaining
paraneters becone effective i nmediately.

F.4 Specific Data Backed Up

F. 4.1 Nl S+ Server

On the NI S+ server a checkpoint of the NIS+ logs is executed and then a
ni saddent is executed on the hosts, passwd, group, and shadow tabl es at
the specified tinme. The resulting hosts, passwd, group, shadow files
are stored in /etc/nis. The last two days of these files are always
available in /etc/nis. A nisaddent is executed on the shadow file every
hour to ensure that any user changes of their password are captured.

The |l ast three hours of the shadow files are always maintained in
[etc/nis.

At the specified tinme a conpressed tar file calledNIS.tar.Z is created
in /h/USERS/ BACKUP. This file contains the following files and
directories: /etc/nis, /etc/.rootkey, /etc/defaultdonmain,
/etc/nsswitch.conf, and /var/nis.

F.4.2 Sybase Server

On the Sybase server, the GCCS database is dunped at the specified tine
i nto /h/ USERS/ BACKUP/ sybase. Thi s database contains all user data
stored in folders. The transaction |ogs for the GCCS dat abase are
dunped at 6:00, 10:00, 14:00, 18:00, and 22:00 hours.

F. 4.3 Executive Manager Server

On the EM server, a conpressed tar file called GLOBAL.tar.Z will be
created in /h/USERS/BACKUP. This file will contain the entire contents
of /h/data/global. A conpressed tar file called MBQL.tar.Z will also be
created in /h/USERS/ BACKUP. This file will contain the nsql database

(/ h/ dat a/ gl obal / EMDATA/ meql ), which contains all user profile
information and data on all desktop icons.
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F. 4.4 DNS Server

On the DNS server, a conpressed tar file calledDNS.tar.Z is stored in
/ h/ USERS/ BACKUP at the specified time. The contents of this file are
the file /etc/name.boot and the directory /var/naneserver.

F.4.5 Al'l GCCS Systens

A nechani sm has been devel oped to enable applications to identify data
that should be backed up. A directory calledbackup is created in
/h/data/l ocal by the System Backup segnment. Any application having data
t hat shoul d be backed up should place a link in/h/data/l ocal/backup
that points to the data. A root crontab entry is created on all systens
on which the System Backup segnent is installed; it backs up all I|inked
data at the specified time. This crontab entry also creates a daily
report of what segnents and Solaris patches are installed on the system
These reports and the data identified in/h/data/l ocal/backup are stored
in /h/USERS/ BACKUP/ | ocal . Finally, systemcleanup is also executed to
remove old core files, log files, and clean out /tnp.

F.5 Recovery

F.5.1 NIl S+. |f the NI S+ dat abase becones corrupted, or the N S+
server goes down, the data backed up in/h/USERS/ BACKUP/ NI S.tar.Z or in

/etc/nis will have to be used to recover. 1In the case of a corrupted
NI S+ dat abase you may be able to sinply replace the NIS+ tables in
/var/nis to recover (see F.5.1.1). 1In the case where the N S+ server

goes down, or the procedures in paragraph F.5.1.1 did not correct the
problem you will have to rebuild the NI S+ server (F.5.1.2).

F.5.1.1 NI S+ Dat abase Corrupted Recovery Procedures

a. On the original N S+ server, execute the following to kill the
NI S+ processes:

# /etc/nis/adm n/nis_kill<return>
# init 6<return>

b. Execute the following to protect files currently stored in
/etc/nis:

# mv Jetc/nis /etc/nis_save <return>

c. The files contained in NIS.tar.Z are in absolute tar format.
Consequently, they will be automatically placed in the correct
| ocation when they are extracted. Execute the following to
extract the NI S+ tables:
# zcat /h/USERS/ BACKUP/ NI S.tar.Z | tar xvf - <return>

d. Reboot the systemto restart N S+ by executing the foll ow ng:
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# uadmin 2 1 <return>

View the database to verify that NIS+ is running properly by
executing the follow ng:

1. List all tables in N S+
# nisls org _dir <return>
2. Li st cache information:
# ni sshowcache <return>
3. Li st user accounts:
# ni scat passwd.org_dir <return>
Reboot all client platforns to re-initialize NI S+ on them
NI S+ Server Rebuil ding Procedures

On the NI S+ server execute the following to kill NI S+
processes:

# /etc/nis/adm n/nis_kill<return>
# init 6<return>

If you are on the original N S+ server and the group, passwd,
shadow, and hosts files in/etc/nis are correct, skip this
step; otherw se execute the follow ng:

# zcat /h/USERS/ BACKUP/NIS.tar.Z | tar xvf - /etc/nis
<return>

In preparation for setting up the NI S+ server execute the
fol | owi ng:

cd /etc/nis <return>

chgrp 101 * <return>

chnod 664 * <return>

sh <return>

PATH=$PATH: /usr/1ib/nis; export PATH <return>

HHHHH

Create the NI S+ server by executing the follow ng:
# nisserver -r -d {Enter the N S+ DOVAI NNAVE}. <return>
This script sets up this machine “rootnmaster” as a N S+ Root
master Server for the domain {NI'S DOVAI NNAVE}. The follow ng
wi |l be displayed on the screen:

Donai nnane : {NI'S DOVAI NNANVE}
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NI S+ G oup : adm n. { NI S DOVAI NNAVE}
YP Conpatibility . OFF
Security Level . 2=DES

Is this information correct? {Y or N} Y

Use nisclient -r to restore your current network service
envi ronment .

Do you want to continue? {Y or N}: Y

Enter | ogin password: {Enter the root password} <return>

Popul ate the NI S+ tables fromfiles by executing the
fol | owi ng:

# nispopulate -F -p /etc/nis -d {Enter NI'S DOVAI NNAVE} .
<return>

# 1s info correct? y <return>

# Do you want to continue? y <return> (ignore warning on
net gr oup)

The nis_kill script, executed in Step a, replaces the
nsswitch.nisplus file with the GCCS version. Consequently,
the /etc/nsswitch.conf file should |ook like this:

passwd: ni splus files
gr oup: files nisplus
host s: files dns nisplus [ NOTFOUND=r et ur n]

Verify that the NI S+ domain nanme is correctly set by
executing the follow ng:

# cat /etc/defaul tdomain

see the domain nanme specified in Step e without the trailing

If the NIS+ domain is not correctly set, execute the
fol | owi ng:

# echo {Enter N S+ DOMAI NNAME} > /etc/defaul tdomain <return>
Reboot the NI S+ server by executing the foll ow ng:
# uadmin 2 1 <return>

After the system has rebooted, log in asroot and verify that
NI S+ is running by properly executing the foll ow ng:
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1. List all tables in N S+:
# nisls org _dir <return>
2. List cache information:
# ni sshowcache <return>
3. List user accounts:
# ni scat passwd.org_dir <return>

Verify that all your users are in the passwd.org_dir file and that
secrman al so exists as a user.

k. Add secman and all other users assigned N S+ adm nistration
duties by executing the foll ow ng:

# nisgrpadm -a admin. {Enter N S+ domai nnane}. {Enter
user}.{Enter NI'S domai nnane}. <Return>

After the NI S+ server has been initialized, execute the
foll owi ng as root:

# ni schnod n+r passwd.org_dir <return>

m You will have rerun the NI S+ client procedures on all other
platforns. Section 6.3.3 of this manual should be foll owed.

F.5.2 DNS

If the DNS dat abase becones corrupted or the DNS server goes down, the
dat a backed up in /h/USERS/ BACKUP/DNS.tar.Z will have to be used to
recover. |In the case of a corrupted DNS database you may be able to
sinply replace the DNS tables in/var/nanmeserver to recover (option a).
In the case where the DNS server goes down you will have to create a new
DNS server (option b).

F.5.2.1 Restoring DNS Dat abase on Oigi nal DNS Server

a. Log on as root on the original DNS server and execute the
following to kill the DNS processes:

# ps -ef | grep naned

b. Note the process id (pid) and execute the follow ng:
# kill -9 {Enter pid}
C. Execute the following to extract the backed up DNS dat abase:

# zcat /h/USERS/ BACKUP/DNS.tar.Z | tar xvf - <return>
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Re-start the nane server daenpn by executing the follow ng:
# in.named <return>

Verify that DNS is working correctly by executing the
fol | owi ng:

# arp {hostnane of local platformnot in /etc/hosts or N S+
hosts.org_dir}

# arp {fully qualified hostnane of platformat another sitg

In both cases the system should respond with the | P address and Et hernet
address of the platform

F.5.2.2

a.

Bui | ding a New DNS Server Using the Backed Up DNS Dat abase

Log in as root on the new DNS server and execute the
fol | owi ng:

# vi /etc/resolv.conf <return>

Change the | P address foll owi ng naneserver to the | P address
of the new DNS server.

Execute the following to extract the backed up DNS dat abase:
# zcat /h/USERS/ BACKUP/DNS.tar.Z | tar xvf - <return>

Verify the following files and change the entry for the root
DNS server to the hostnane of this platform

/ var / naneser ver/ db. host s

[/ var / naneser ver/db. rev. hosts
[ var / naneser ver/ db. cache

[ var / naneser ver/ db. | ocal

[ var / naneser ver / named. boot

Execute the follow ng:

# cp /var/naneserver/naned. boot /etc/nanmed. boot <return>
Re-start the nane server daenpn by executing the follow ng:
# in.named <return>

Verify that DNS is working correctly by executing the
fol | owi ng:

# arp {hostnane of local platformnot in /etc/hosts or N S+
hosts.org_dir}



GCCS-SAM-2.2
Rev 0
January 15, 1997

# arp {fully qualified hostnane of platformat another sitg

In both cases, the system should respond with the I P address and
Et hernet address of the platform

g. Log in as root on the all other platforns and execute the
fol | owi ng:

# vi /etc/resolv.conf <return>

Change the | P address foll ow ng naneserver to the |IP address of the new
DNS server.

h. On the secondary DNS servers insure that the | P address of
the primary DNS servers are contained in the db.hosts and
db.rev. hosts files.

F.5.3 Sybase

In the event that the Sybase database becones corrupted, the backup of

t he GCCS Sybase dat abase and GCCS transaction |ogs contained in

/ h/ USERS/ BACKUP/ sybase can be used to recover (see F.5.3.1). The backup
of the GCCS Sybase database and GCCS transaction | ogs may al so be used
to build a new Sybase server in the event that the Sybase database
server goes down (see F.5.3.2).

F.5.3.1 Restoration of Sybase Database

-- These procedures are to be delivered later --

F.5.3.2 Rebui | di ng of Sybase Dat abase Server

When installing Sybase on a new Sybase server you nust create raw
partitions or file systens on that systemto hold the Sybase dat abase.
(See either F.5.3.2.1 or F.5.3.2.2).

F.5.3.2.1 Setting up Sybase Raw Di sk Partitions

If you elect to create the four raw partitions needed by Sybase
(standard GCCS configuration) execute the foll ow ng:

a. ldentify the disk drive you wish to use for Sybase.
b. De-install anything | ocated on that drive.
c. Unnount the drive:
Exanpl e:
# umount / home2

d. Execute the format command to partition the drive.
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e. Reduce the size of the /[honme{nunber} partition by 227MB.
Modi fy slices 3-6 to the values shown in the partition nmap
for a Sybase server (see Appendi x B.13).

f. Label the drive.

g. Create a file systemon the /[honme{nunber} partition by
executing the follow ng:

# newfs /dev/rdsk/cOt#d0sl <return>
h. Mount the /home{nunber} partition:
Exanpl e:
# mount /home{nunmber} <return>
F.5.3.2.2 Setting up Sybase File System

This procedure is to be used if there are not enough free disk
partitions available to use raw partitions.

a. Identify a partition that has at |east 227MB of space
avai |l abl e.
b. Create a directory called sybase on this partition:

# cd {directory}
# nkdir sybase

C. Create four files in the sybase directory:

# cd sybase <return>
# touch master procs db |og <return>

F.5.3.2.3 Installing and Initializing Sybase
a. Install the Sybase segnment using the Segnent Installer.
b. Log in as root.

c. After the install is conpleted, verify that /etc/systemfile
has the followi ng entry:

# set shnsys: shni nfo_shmax=131072000
d. Execute the follow ng:

# cd /[h/COIS/ SYBASE/ i nstal |l <return>
# vi db_env_set up. MASTER <r et ur n>

1. Change the nunbers for the sockets if necessary in the
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Change the raw partitions in the follow ng |ines:

set env MASTER DEVI CE

set env SYSTEMPROCS DEVI CE
setenv DB DEVI CE

setenv LOG DEVI CE

/ dev/ rdsk/ c0t 2d0s3
/ dev/ rdsk/ cOt 2d0s4
/ dev/ rdsk/ c0t 2d0s5
/ dev/ rdsk/ c0t 2d0s6

If step F.5.3.2.2 (Setting Up Sybase File System) was executed, these

| i nes shoul d

H H HH

| ook |i ke the foll ow ng:

set env MASTER DEVI CE

set env SYSTEMPROCS DEVI CE
setenv DB DEVI CE

setenv LOG DEVI CE

Save the changes as foll ows:

# esc
# : x<return>

Execute the follow ng

{directory}/sybase/ mast er
{directory}/sybase/procs
{directory}/sybase/db
{directory}/sybase/l og

# cp db_env_setup. MASTER db_env_setup <return>
# ./set_partition_permni ssions <return>

Qutput simlar to the following will occur:
Crw------ 1 sybase Sys 32, 3 Feb 23 16:53
[ dev/ rdsk/ cOt 2d0s3

Crw------ 1 sybase Sys 32, 3 Feb 23 16:53
[ dev/ rdsk/ cOt 2d0s4

Crw------ 1 sybase Sys 32, 3 Feb 23 16:53
[ dev/ rdsk/ cOt 2d0s5

Crw------ 1 sybase Sys 32, 3 Feb 23 16:53

/ dev/ rdsk/ cOt 2d0s6

O, if file systems are being

partitions:

Crw------ 1 sybase Sys
{directory}/sybase/ nmast er
Crw------ 1 sybase Sys
{directory}/sybase/ procs
Crw------ 1 sybase Sys
{directory}/sybase/ db

Crw------ 1 sybase Sys

{directory}/sybase/l og

F-10
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5. The System Backup segnent places the backup of the GCCS
Sybase dat abase in /h/ USERS/ BACKUP/ sybase. The
foll owi ng convention is used to | abel the backup files:

gccs_dunp_{date} {tine}. To use this backup when
initializing Sybase, execute the follow ng:

# cp / h/ COTS/ SYBASE/ gccs. bak /h/ COTS/ SYBASE/ gccs_bak_ori g
<return>
# cd / h/ USERS/ BACKUP/ sybase /db_saves<return>

# cp gces_dunp_{l atest date} _{time} /h/ COTS/ SYBASE/ gccs. bak
<return>

6. Execute the following to initialize Sybase:

# su - sybase <return>
# cd install <return>
# ./install_sybase <return>

The out put shown in section 11.1g of this manual will be displ ayed.

7. Set the Sybase System Administrator “sa” password by
doi ng the follow ng:

# rm-f /h/EM adm n/security-scripts/.sybase_sa <return>
# ./set_sa_password <return>

Enter new “sa” password, then press <return>
F.5.4 Executive Manager Recovery
In the event that the EM server goes down, another platform nust be nade
into an EM server as rapidly as possible to enable operations to
continue. The follow ng procedures will enable you bring a new EM
server on |line as quickly as possible using the data backed up the
System Backup segnent. It is recomended that the backup EM server be

previously identified so that key segnents, such as Sybase, can be pre-
i nstall ed.

F.5.4.1 Bui | ding a New Executive Manager Server
Execute the following to create a new EM server:
a. Log in as root on the new EM server and do the foll ow ng:
# vi /etc/vfstab <return>
Renove the follow ng |ine:

enserver:/h/datal/global - /h/datal/global nfs - yes rw, bg, soft
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# vi [etc/dfs/dfstab <return>

Add the followi ng line:

share -F nfs -0 anon=0 /h/dat a/ gl obal
# vi /etc/hosts <return>

First, renove the “enserver” alias entry. Then add, the “enserver”
alias to line with host nane of this platform

b. Change the broadcast address in the/etc/inet/networks file
by executing the foll ow ng:

# ifconfig | e0 <return>

Not e t he broadcast address:

# vi [etc/inet/networks <return>

Change the broadcast address shown after “subnetl.gccs” to the address
not ed above.

C. Reboot the system by executing the foll ow ng:
# uadmin 2 1 <return>

d. Execute the following to make this platformthe EM server:
# / h/ EM syst ool s/ EM nmake_server <return>

e. Extract the data contained on /h/data/global on the original
EM server by executing the foll ow ng:

# cd / h/ USERS/ BACKUP <r et urn>
# zcat /h/USERS/ BACKUP/ GLOBAL.tar.Z | tar xvf - <return>

f. Execute the following to set up global files to recognhize new
EM server.

# vi /h/EM admi n/ security-scripts/Security_Servers <return>
Change host nane of old EM server to host nane of new EM server.

Exanpl e:

zeppo: gccs: TRUE: /usr/ucb/rsh:/h/EMnis_fil es/

# vi /h/datal/ gl obal / EMDATA/ confi g/ acti ve_spt <return>
Change host nane of old EM server to host nane of new EM server.

Exanpl e:
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ubsysexc#zeppo#Syst em
Executi ve#/ h/ EM progs/ uccs_system executive

# vi /h/data/ gl obal / EMDATA/ confi g/ processor_tabl e <return>

g. If the EM server is also the N S+ server (GCCS standard
configuration), execute the procedure shown above for
buil ding a new NIl S+ server (see F.4.3.1.2).

h. If the EM server is also the Sybase server (recommended),
execut e the procedure shown above for building a new Sybase
server (see F.4.3.3.2).

i The report on the segnents installed on the original EM
server, found in /h/USERS/ BACKUP/ | ocal and titled as

Segnents_On_{Host nane} {date}, should be consulted. If
Netsite, HITPD, or JNAV server were |ocated on the original
EM server, they should be installed i nmediately.

j. If the JDISS server segnent was installed on the original EM
server, it nust be installed on this or another platform
Before installing the JDI SS server segment, execute the
fol | owi ng:

# vi /etc/inet/hosts <return>

Renmpbve the alias | nserver and add alias | nserver after the host nanes of
this platform

F.5.4.2 Modi fying AIl OQther GCCS Platforns to Use New EM Server

a. Execute the following to make ot her platforns recogni ze new
EM server:

# vi [etc/inet/hosts <return>

Add the | P address of the new EM server and the alias “enserver”
after it to the file:

Exanpl e:
164.117. 210. 116 enserver

b. vi /etcl/inet/networks <return>
Change the broadcast address shown after subnetl.gccs to the

broadcast address of the new EM server as noted above (see
F.5.4.1 Step b)

C. Re-initialize NIS+ on this platformby executing the
fol | owi ng:
# Jetc/nis/admin/nis_kill <return>

# init 6<return>
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This kills N S+ processes and repl aces nsswitch. nisplus with
the GCCS version. It also renoves all N S+ rel ated

files/directories (/etc/.rootkey, /etc/defaultdomain, /var/nis)
and changes /etc/nsswitch.conf to the nsswitch.files version.

# [usr/lib/nis/nisclient -i -d {N S+ DOVAI NNAME} -h {NI S ROOT
SERVER} <r et ur n>

The foll owi ng appears on the screen:

Enter server (servers nane) |P address: {IP Address of
server} <return>

Pl ease enter the network password that your adm nistrator
gave you. {password} <return>

Pl ease enter the secure RPC password for root: nisplus
<return>

Pl ease enter the login password for root: {enter root
passwor d} <return>

# cat /etc/defaul tdomai n <return>

If the NI S+ domain nane (without the trailing period) does not
appear, execute the follow ng:

# domai nnane > /etc/defaul tdomai n <return>

Execute the following to ensure that the/etc/nsswtch.conf
file is properly configured:

# vi /etc/nsswtch. conf

Ensure that the entries for passwd, group, and hosts are exactly as
shown bel ow.

F.5.5

passwd: nisplus files
group: files nisplus
host s: files dns nisplus [ NOTFOUND=r et ur n]

Reboot the system by executing the foll ow ng:
# uadmin 2 1 <return>

Ensure that you can log on to the platformusing a user’s
account .

Recovering the Network Installer TCC

Network Installer determ nes which network segnents are avail abl e (and
which platforns they are installed on) fromthe
/ h/ dat a/ gl obal / SysAdm toc_| oad directory. SegDescrip directories for
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all avail able segnments are located in this directory. 1In addition, the
file “toc” identifies the |location of the segnent.

If the /h/datal/global/SysAdnmitoc_load directory is corrupted the network
installed will no longer function. To correct this situation execute
the foll owi ng steps:

a. # cd /h/datal/gl obal <return>

If the “SysAdni exists, execute the foll ow ng:

b. #rm-r SysAdm <return>

O herwi se, extract the table of contents data by entering the foll ow ng:

# zcat /h/USERS/ BACKUP/ GLOBAL.tar.Z | tar xvf -
/ h/ dat a/ gl obal / SysAdm <r et ur n>

F.5.6 Crash Recovery

Records of the nunmber of instances of System Backup that are installed
at a site, and the system designated as the tape backup platform are
stored in the /h/datalgl obal /backup/schedul e. ksh file. This enables the
Syst em Backup segnent to deternine when there are no instances of System
Backup installed at a site or if no systemhas been identified to do

t ape backup of /h/USERS. |If there are no instances of System Backup

installed at a site, System Backup will ask you what tine you wish to
performthe backup. |f no systemhas been identified to performa tape
backup, the System Backup segnment will ask you if you wish the platform

on which you are installing System Backup to performthis function.

If a systemcrashes and the System Backup segnent can not be de-
installed, /h/datalglobal/backup/schedule.ksh will no | onger have the
correct information concerning the nunmber of instances of System Backup
installed and/or the system perform ng the tape backup. To correct this
situation, execute the following coomand on a system where Syst em Backup
i nstall ed:

# [/ h/ System Backup/ Scri pts/crash_count {Name of platform that
crashed} <return>.
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